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Universal Agent 7.0.x Installation, Upgrade, and Applying
Maintenance

Overview

Universal Agent 7.0.x Installation, Upgrade, and Applying Maintenance provides information on installing, upgrading, and applying maintenance to all
Universal Agent packages on all supported operating systems.

(Read the Installation, Upgrade, and Applying Maintenance Overview page to understand the differences between these three procedures.)

Detailed Information

The following pages provide detailed information for installation and administration:

Installation, Upgrade, and Applying Maintenance Overview
Installing Universal Agent

Installing Universal Agent - Universal Connector for SAP Prerequisite
z/OS Installation

z/OS USS Installation

Windows Installation

UNIX Installation

IBM i Installation

Verifying Universal Agent Installation

Upgrading Universal Agent

Applying Maintenance to Universal Agent

Licenses for Third-Party Libraries
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Installation, Upgrade, and Applying Maintenance Overview

® [nstallation, Upgrade, and Applying Maintenance
® |Installation
® Upgrade
® Applying Maintenance

Installation, Upgrade, and Applying Maintenance

There are separate procedures for installing, upgrading, and applying maintenance to Universal Agent.

Installation
Installation refers to the installation of an Agent on a machine with any supported platform that does not already contain an installed Agent.

If you are installing Universal Agent for the first time, see Installing Universal Agent for instructions.

Upgrade

Upgrading refers to the increase of a currently installed Version, Release, or Modification level (see Versioning) of an Agent on a machine to a later
Version, Release, or Modification level of that Agent (for example, upgrading Universal Agent 6.2.0.1 to Universal Agent 6.8.0.0).

If you are upgrading from a previous version of Universal Agent, see Upgrading Universal Agent for instructions.

Applying Maintenance

Applying maintenance refers to the increase of a currently installed Maintenance level (see Versioning) of an Agent on a machine to a later Maintenance
level of that Agent (for example, applying maintenance to Universal Agent 6.8.0.0 to increase its maintenance level to 6.8.0.1).

If you are applying maintenance to your version of Universal Agent, see Applying Maintenance to Universal Agent.
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Installing Universal Agent

® Overview
® |nstallation Requirements
® Platform Requirements
® Space Requirements
® Network Requirements
® Additional Requirements
Ports Configuration
Product Distribution File Download
Product Licensing
Additional Information

Overview

These pages provide information and instructions for the installation of Universal Agent, which differ for each supported operating system.
Note
!

® [f you are upgrading from a previous version of the Agent - for example, from Agent 5.2.0.11 to 7.0.0.0 - see Upgrading Universal Agent for
instructions.

® |f you are applying maintenance to the Agent - for example, applying maintenance to Agent 7.0.0.0 to increase its maintenance level to Agent
7.0.0.1 - see Applying Maintenance to Universal Agent for instructions.

The following table identifies the different operating systems on which an Agent can be installed, and the Agent packages that can be installed on each
system.

Operating System Universal Agent Universal Enterprise Controller UEC Client Applications Universal Agent for SOA
z/ost
z/OS USS
Windows
UNIX - AIX
UNIX - HP-UX
UNIX - Solaris

UNIX - Linux

QA0 dQ 0

IBMi2

1 Universal Agent for z/OS contains Universal Enterprise Controller.
2 Workload Automation 5.1.1 is installed on IBM i.

For each Universal Agent installation package, the following information is provided:

Installation package components
Product compatibility
Installation requirements
Installation upgrades
System upgrades
Distribution files
Installation procedures
Product customization

® Configuration

® Licensing
® File inventory lists

Note
!
You can install Agents before, during, or after installation of Universal Controller.
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Installation Requirements

Platform-specific installation requirements, including system requirements, are located on the Installation Requirements page specific to that platform:

z/OS Installation Requirements

Windows System Installation Requirements
Windows User Mode Installation Requirements
UNIX Installation Requirements

IBM i Installation Requirements

Requirements relevant to all platforms are shown below.

Platform Requirements

Since platform requirements may change with new releases of a product, please consult the Platform Support page to make sure that your platform is
supported before performing an installation.

Space Requirements

Space requirements for Universal Agent are driven largely by logging. A minimum 500MB of space is recommended. Each Agent contains a Universal
Broker log and an Agent log.

The Universal Broker LOG_FILE_GENERATIONS configuration option lets you specify how many log files to save in the Universal Broker log directory.
The default is 5.

The Agent log rolls over at midnight (12:00 a.m.) or whenever the Agent is restarted. The Log File Retention Period in Days Universal Controller system
property lets you specify the number of days that an Agent log file (in addition to a Controller log file) is retained before it is purged. The default is 5 days.

Network Requirements

Agent components run on z/OS, Windows, UNIX, and IBM i operating systems. These systems must be connected with a network that supports TCP/IP.
For example, the Universal Command Manager running on a z/OS system must be able to establish a TCP/IP socket connection with the Universal
Command Server running on a UNIX or Windows system.

TCP/IP provides a set of commands to verify network connectivity between systems. For example, the ping command can determine if an IP connection is
possible between two systems. However, the ping command may not work in all network environments. In addition, the ping command may work, but a
firewall may deny all other connection attempts between the two systems. Check with your local network administrator to determine the capabilities and
topology of your network.

Universal Agent offers configuration parameters that can facilitate connections through network firewalls. Due to the large variety of firewall configurations,

all possibilities cannot be discussed in this document. Check with your local network administrator to determine if a firewall is between the computer
systems involved.

Additional Requirements

In order to install any of these Agent components, you must be able to write to the directory from which the installation is launched.

Ports Configuration

Universal Agent is composed of several components that utilize the TCP/IP network for component communications. TCP/IP routes must be available
between the distributed components and firewall rules open, if necessary.

The primary components using TCP/IP are Universal Broker, Universal Managers, and Universal Automation Center Agent (UAG).

Universal Broker Executes on all servers on which workload management services are required. The Universal Broker accepts TCP socket
connections on port 7887 from remote clients such as Universal Command Manager and Universal Data Mover Manager. A
server running Universal Agent will need to be able to accept TCP connections on port 7887 in order to provide such services.

Universal Manager =~ Components include Universal Command Manager, Universal Data Mover Manager, and others. Manager components initiate
TCP socket connections to remote Universal Brokers. If Universal Manager services are required, the Managers will need to be
able to open TCP connections to remote Universal Brokers on port 7887.

UAG Initiates a TCP socket connection to the Universal Message Service (OMS) deployed on a remote, centrally located server.

OMS accepts TCP connections on port 7878. UAG must be able to open a TCP connection to the remote OMS server on port
7878.

The port numbers above are default port numbers. They can be changed in the respective component configuration, if necessary.

8 / ua-70x-install


https://docs.stonebranch.com/confluence/display/SMLRI/Platform+Support+for+Universal+Controller+6.9.x+and+Universal+Agent+6.9.x
https://docs.stonebranch.com/confluence/display/UA70/LOG_FILE_GENERATIONS+-+UBROKER+configuration+option
https://docs.stonebranch.com/confluence/display/UA70/LOG_DIRECTORY+-+UBROKER+configuration+option
https://docs.stonebranch.com/confluence/display/UC67/Universal+Controller+Properties#UniversalControllerProperties-LogFileRetentionPeriodinDays

Universal Agent 7.0.x Installation, Upgrade, and Applying Maintenance

Product Distribution File Download

To install, update, or apply maintenance to an Agent package, you first must download the corresponding product distribution file for your specific
operating system version and hardware platform.

All Agent distribution files are available for download from the Stonebranch Customer Portal. A customer user name and password - provided by
Stonebranch, Inc. - are required to access the Customer Portal.

The operating system-specific pages of this installation guide identify the product distribution files to be downloaded for the different Agent packages.

Note
1
Agent installation packages for z/OS, Windows, and UNIX contain the Universal Controller Command Line Interface (CLI).

Agent installation packages for Windows and UNIX contain the Universal Message Service (OMS).

To download a product distribution file:
Step 1 | Loginto the Customer Portal.
Step 2 | Click the Software link.
Step 3 | Click the Universal Agent link
Step 4 | Click the Universal Agent package link appropriate for your platform.

Step 5 | Click Save File and browse to your save location. You can then install the software.

Product Licensing

Each Agent installation package includes one or more components that must be licensed before they can be used. Licenses are provided by your
Stonebranch, Inc. account representative.

Exception

1
UEC Client Applications, a separate, optional installation package of Universal Agent for Windows, does not contain any components that must be licensed.

The following table identifies all licensable components in the Agent package for each supported platform. The platform name is a link to detailed
information about licensing the Agent components for that platform.

Universal Event Monitor Server

Component z/0S z/OS USS Windows UNIX IBM i
Universal Command Manager (v] (v) (] (V]
Universal Data Mover Manager (v] (v) (v] (V)
Universal Connector (v] (]

V]

Universal Enterprise Controller (v]

Universal Application Container Server

Note
!
Universal Enterprise Controller is a separate, optional installation package of Universal Agent for Windows.

(<M<Y B< BE< P <)

o

Universal Application Container Server is a component of Universal Agent for SOA, a separate, optional installation package of Universal Agent for
Windows and Universal Agent for UNIX.

Additional Information

In addition to this Installation Guide, Stonebranch, Inc. provides the following information:

Universal Agent 7.0.x Installation Requirements and Summary identifies network requirements for all Agent installations and, for each operating system,
the following information:
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® System requirements
® [nstallation summary
® Customization

Universal Agent 7.0.x Installation Quick Start Guides provide the following information:

System Requirements

Downloading Universal Agent 7.0.x Distribution File
Installing Universal Agent 7.0.x

Licensing your Universal Agent 7.0.x Components
Encrypting User ID and Password for Job Execution
Executing a Job

Running a System Query

Note
1
There is a separate quick start guide for each Universal Agent and Universal Data Mover supported platform.
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Installing Universal Agent - Universal Connector for SAP
Prerequisite

Introduction

Download

Install

Windows Install

UNIX Install
® Preparation of the RFC libraries for Linux
® Preparation of the RFC libraries for SUSE Linux
® File Content of profile.local

Introduction

Universal Connector for SAP requires the SAP NW (NetWeaver) RFC libraries to run. Before executing Universal Connector for SAP, you must first install
the appropriate SAP NW RFC Libraries for the platform on which the connector agent is installed.

Download

To acquire the SAP libraries, access the SAP Service Marketplace and download the appropriate package for your platform:
https://launchpad.support.sap.com/#/softwarecenter/template/products/%

20_APP=00200682500000001943&_EVENT=DISPHIER&HEADER=Y&FUNCTIONBAR=N&EVENT=TREE&NE=NAVIGATE&ENR=01200314690100002
214&V=MAINT&TA=ACTUAL&PAGE=SEARCH/SAP%20NW%20RFC%20SDK

Note

1
In order to extract the downloaded SAP NW RFC package, you must use the SAPCAR executable. That utility program can be found here:
https://support.sap.com/software/patches/a-z-index.html

In order to download products from the SAP Service Marketplace you will need an SAP S-User ID with the "Download Software" authorization, which you
can request via your company's SAP user administrator.

Install

Once the appropriate package has been downloaded, it can be extracted using the SAPCAR utility. The command line to extract an SAP NW RFC
package is basically the same on all platforms. The only difference is the name of the SAP NW RFC package. The following is a sample command line to
extract the SAP NW RFC package and its resulting output:
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C:\tnp\ sap>sapcar -xvf NWRFC_35-20004568. SAR
SAPCAR: processing archive NMRFC_35- 20004568. SAR (version 2.01)
x nw f csdk

nwr f csdk/ bi n

nw f csdk/ bi n/ rf cexec. exe

nw fcsdk/ bin/startrfc. exe

nwr f csdk/ denmo

nwr f csdk/ denmo/ conpanyd i ent. c
nwr f csdk/ deno/ r eadne. t xt

nwr f csdk/ deno/ r f cexec. cpp

nw f csdk/ denmo/ rf cexec. h

nwr f csdk/ demp/ sapnwr fc. i ni

nwr f csdk/ denmo/ sflightCient.c
nwr f csdk/ deno/ sso2sanpl e. ¢

nw f csdk/ demp/ startrfc. cpp

nw f csdk/ denmo/ startrfc. h

nwr f csdk/ deno/ st f cDeepTabl eServer. c
nwr f csdk/ doc

nwr f csdk/ i ncl ude

nwr f csdk/ i ncl ude/ sapdecf. h

nwr f csdk/ i ncl ude/ sapnwr fc. h

nwr f csdk/ i ncl ude/ sapuc. h

nwr f csdk/ i ncl ude/ sapucx. h

nw fcsdk/1ib

nw fcsdk/1ib/icudt34.dll

nwr fcsdk/lib/icuin34.dll

nw fcsdk/1ib/icuuc34.dll

nwr fcsdk/1ib/1ibicudecnunber.dll
nw fcsdk/1ib/libsapucum dl |

nw fcsdk/1ib/libsapucumlib

nw fcsdk/1ib/sapdecfICUib.lib
nw fcsdk/1i b/ sapnwfc.dll

nw fcsdk/1ib/sapnwfc.lib

SI GNATURE. SM-

SAPCAR: 32 file(s) extracted

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

Windows Install

From the extracted SAP NW RFC library, the dll files located in nwr f csdk/ | i b/ must be placed in a directory path that is listed in the environment
variable Pat h.

This can be done by adjusting the Pat h environment variable to include the nwr f csdk/ | i b/ path or by moving the dll files from the SAP NW RFC SDK

archive to a location that already exists in the Pat h.

Note

1
It is sufficient to place the SAP NW RFC *. dI | files in the Universal Connector's bi n directory. That path for a typical Windows install is C: \ Pr ogr am
Fi | es\ Uni ver sal \ USap\ bi n.

UNIX Install

From the extracted SAP NW RFC library, the shared library files located in nwr f csdk/ | i b/ must be placed in a directory path that is listed in the
environment variable LD_LI BRARY_PATH.

This can be done by adjusting the LD_LI BRARY_PATH environment variable to include the nwr f csdk/ | i b/ path or by moving the shared library files
from the SAP NW RFC SDK archive to a location that already exists in LD_LI BRARY_PATH.

Preparation of the RFC libraries for Linux

Step 1 Download the appropriate tar file for the target platform:
SAP_NW RFC_Li n_x64.tar or SAP_NW RFC_Li n_x86.t ar (64-bit and 32-bit respectively)
Step 2  Create the /usr/ 1 ocal /li b/ sap/ directory for the SAP libraries to reside in.

nd /usr/local/libl/sap
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Step 3

Step 4

Copy the RFC tar file into the directory (from Step 2) and extract the contents:
$tar -xvf SAP_NWRFC Li n_x64.tar
Add LIBRARY_PATH and PATHto /et c/ profil e:

® export LD_LIBRARY_PATH="$LD_LIBRARY_PATH:/ust/localllib/sap"
® export PATH=$PATH:/opt/universal/opscli/bin/:/opt/universal/usap/bin/:/root/startup/

Preparation of the RFC libraries for SUSE Linux

Step 1

Step 2

Step 3

Step 4

Step 5

Download the appropriate tar file for the target platform:

SAP_NW RFC _Li n_x64.tar or SAP_NW RFC _Li n_x86. t ar (64-bit and 32-bit respectively)
Create the / usr/ 1 ocal /1 i b/ sap directory for the SAP libraries to reside.

REQUIRED, MUST MATCH THIS NAME:

nd /usr/local/libl/sap

Copy the RFC tar file into the directory from Step 2 and extract the contents:

$tar -xvf SAP_NW RFC_Lin_x64.tar

Add the path from Step 2 to the LD_LIBRARY_PATH environment variable

export LD_LI BRARY_PATH="$LD_LIBRARY_PATH:/ust/local/lib/sap"

To maintain the LD_LIBRARY_PATH setting across sessions, place the export line from Step 4 into your profile.
Example: Add LD_LIBRARY_PATHto /etc/profile.local.

Note

1
If/'etc/profile.local does notexist, create it and exit from the user session to re-source the new profile.

File Content of profile.local

export LD_LIBRARY_PATH="$LD_LIBRARY_PATH:/usr/local/lib/sap"

PATH=$PATH:/opt/universal/ops/bin

PATH=$PATH:/opt/universal/ucmdmgr/bin

PATH=$PATH:/opt/universal/usap/bin

PATH=$PATH:/opt/universal/bin

export PATH
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z/OS Installation

® [ntroduction
® |nstallation Checklist
® Detailed Information

Introduction

Note

1
These pages describe the installation of Universal Agent on a z/OS operating system. Unless otherwise specified, all references to Universal Agent for z
/OS refer to version 7.0.x.

Updates to the content and format of the distribution file were delivered in the 6.5.0.0 Universal Agent release. The Installation Checklist below was
updated to reflect those changes.

Universal Agent for z/OS is provided as an easily installed SMP/E package. After the SMP/E installation steps are complete, z/OS must be configured to
meet the product requirements. Lastly, the individual product components must be customized to meet local production requirements.

The z/OS package includes the components for both Universal Agent for z/OS and optional components for Universal Agent for z/OS UNIX System
Services (USS). For information on installation of Universal Agent for z/OS USS, see z/OS USS Installation.

Note

1
Starting with the 3.2.0 release of Universal Products, a Universal Broker must run on all systems on which a Universal Agent component is running,
including manager components. The Broker maintains product configuration data for all components that have a configuration file.

Installation Checklist

The following installation checklist provides an overview of the z/OS installation steps. The steps refer to pages that describe the procedures in detail. All z
/OS installation pages should be read to avoid product installation and configuration problems.

The installation itself consists of running a number of batch jobs. The output of these batch jobs should be kept until a correct installation has been verified.
Step 1 Download one of the Universal Agent 7.0.x for z/OS product distribution files.

Step 2a If one of the distribution files with the .tar.Z extension was downloaded, decompress it using any utility that can process files in Lempel-Ziv
(that is, compress) format. Use tar to extract the files from the uncompressed file. To do both in a single statement, decompress the file to
stdout and pipe the result to tar (for example, zcat sb-v.r.m.I-zos.tar.Z | tar xvf -).

Step 2b | If one of the distribution files with the .zip extension was downloaded, decompress it using any utility that can process files in ZIP (or,
PKZIP) format. The .zip file can also be extracted using Windows native file extraction tools.

Step 3 Modify the UNVFTP.TXT script provided by the distribution file. This script contains statements to upload the installation files and sample
JCL, which can be used to process the files after upload. Two versions of these files are included in the distribution file. The files in the
main directory are EBCDIC-encoded files. ASCll-encoded versions of these files are in the . / asci i subdirectory. See z/OS Installation -
Transferring Installation Files to z/OS for complete details.

Step 4 Modify the JCL uploaded from UNVRECV.JCL and run the job to receive the TSO XMIT file(s). If the distribution file that contains the
DFDSS archive is used, UNVRECV.JCL also contains a step to restore the contents of the archive. See Receive the Installation Datasets
for complete details.

Step 5 Edit the INSTALL(#SETUP) member to meet local requirements as described in the #SETUP comment prolog. #SETUP creates
customized installation JCL members in the INSTALL library. Execute the installation jobs as required for your SMP/E environment. See z
/OS Installation - SMPE Installation for complete details.

Step 6 Create started task user and group profiles for Universal Broker and Universal Enterprise Controller. See z/OS Configuration - Started
Tasks for complete details.

Step 7 Define the SUNVLOAD library to APF, Program Control, and LNKLST. See z/OS Configuration - Load Library for complete details.

Step 8 Define SMF exits for Universal Command and Universal Automation Center Agent. See z/OS Configuration - SMF Exits for complete
details.

Step 9 Configure the UNIX System Services file systems used by the Universal Broker and Universal Enterprise Controller. See Universal Agent
Database Configuration for complete details.

Step 10 | Perform individual component customization, including JCL procedure edits and adding component licenses. See z/OS Installation -
Customization for complete details.

Step 11 | Follow the optional steps described in z/OS USS Installation to complete the installation, if desired.
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Detailed Information

The following pages provide detailed information for z/OS Installation:

Installation Package

Installation Requirements
Distribution File

Transferring Installation Files to zOS
SMPE Installation

Configuration

Customization

Cumulative PTF Maintenance

Time Zone Environment Variable
TCPIP Configuration

SAP RFC DLL

Configuration of zOS System SSL
Configuration of Security
Performance Guidelines

Converting STC User Profiles to a Non-Zero UID
Data Set Inventory

Licensing
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z/OS Installation - Installation Package

® Package Components
® Component Compatibility

Package Components

The Universal Agent for z/OS package contains the following Universal Agent for z/OS components:

Note

Universal Broker 7.0.x

Universal Automation Center Agent 7.0.x
Universal Certificate 7.0.x

Universal Command Manager and Server 7.0.x
Universal Connector for PeopleSoft 7.0.x
Universal Connector for SAP 5.9.x

Universal Control Manager and Server 7.0.x
Universal Controller Command Line Interface (CLI) 7.0.x
Universal Data Mover Manager and Server 7.0.x
Universal Encrypt 7.0.x

Universal Enterprise Controller 7.0.x

Universal Event Monitor Manager 7.0.x
Universal FTP Client 7.0.x

Universal Message to Exit Code Translator 7.0.x
Universal Query 7.0.x

1
For the list of Universal Agent for z/OS USS components included in the z/OS package, see z/OS USS Installation - Installation Package.

Component Compatibility

The following table identifies the compatibility of Universal Agent for z/OS components with previous component / product versions.

Component
Universal Broker 7.0.x
Universal Command
7.0.x
Universal Control 7.0.x
Universal Data Mover
7.0.x

Universal Encrypt 7.0.
X

Universal Query 7.0.x
Universal Enterprise
Controller 7.0.x

Universal Event
Monitor 7.0.x

Compatibility

Workload Automation / Stonebranch Solutions / Universal Products releases 6.9.0, 6.8.0, 6.7.0, 6.6.0, 6.5.0, 6.4.0, 6.3.0, 6.2.0,
5.2.0,5.1.0,4.3.0,4.2.0,4.1.0, 3.2.0, 3.1.1, 3.1.0, 2.2.0, and 2.1.0.

Universal Command 6.9.0, 6.8.0, 6.7.0, 6.6.0, 6.5.0, 6.4.0, 6.3.0, 6.2.0, 5.2.0, 5.1.0, 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0,
2.2.0,and 2.1.0.

Universal Control 6.9.0, 6.8.0, 6.7.0, 6.6.0, 6.5.0, 6.4.0, 6.3.0, 6.2.0, 5.2.0, 5.1.0, 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0, 2.2.0,
and 2.1.0.

Universal Data Mover 6.9.0, 6.8.0, 6.7.0, 6.6.0, 6.5.0, 6.4.0, 6.3.0, 6.2.0, 5.2.0, 5.1.0, 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0,
2.2.0, and 2.1.0.

Universal Encrypt 6.9.0, 6.8.0, 6.7.0, 6.6.0, 6.5.0, 6.4.0, 6.3.0, 6.2.0, 5.2.0, 5.1.0, 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0, 2.2.0,
and 2.1.0.

Universal Broker 6.9.0, 6.8.0, 6.7.0, 6.6.0, 6.5.0, 6.4.0, 6.3.0, 6.2.0, 5.2.0, 5.1.0, 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0, 2.2.0,
and 2.1.0.

Not compatible with previous versions of Universal Enterprise Controller Client Applications.

Universal Event Monitor 6.9.0, 6.8.0, 6.7.0, 6.6.0, 6.5.0, 6.4.0, 6.3.0, 6.2.0, 5.2.0, 5.1.0, 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, and
3.1.0.

The component references pertain to all supported platforms for that version.
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z/OS Installation - Installation Requirements

® System Requirements
® Data Set Space Requirements
® Platform Requirements

System Requirements

Universal Agent for z/OS requires the following software releases:

z/0S 2.2,2.3, 0or 2.4.

SMP/E 3.5 or later.

IBM Communication Server for z/OS 2.2, 2.3, or 2.4.

IBM Language Environment (LE) for z/OS 2.2, 2.3, or 2.4.

Workstation capable of establishing a TCP/IP network connection to the z/OS system.
TSO user ID with an OMVS segment.

About 1900 cylinders of DASD.

Two available TCP/IP ports on z/OS.

All Universal Agent programs use z/OS UNIX System Services. As such, z/OS UNIX requires the user profile with which a program executes to have a
properly defined OMVS segment. The OMVS segment should define a unique UID value. The HOME value must specify an existing home directory to
which the user ID has read and write access.

Additionally, the group(s) that the user ID is associated with must have an OMVS segment that defines a unique GID value for the group. Refer to IBM's
UNIX System Services Planning manual for additional details on defining z/OS UNIX users.

Data Set Space Requirements

As part of the Universal Agent for z/OS package installation, a number of SMP/E and non-SMP/E data sets are allocated and cataloged. The space
requirements for these data sets are listed in z/OS Installation - Data Set Inventory.

Platform Requirements

Since platform requirements may change with new releases of a product, please consult the Platform Support for Universal Controller 7.0.x and Universal
Agent 7.0.x page to make sure that your platform is supported before performing an installation.
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z/OS Installation - Distribution File

® z/OS Distribution File
® Obtaining the Distribution File
® Distribution File Format
® Compressed Archive
® ZIP Archive
® Distribution File Contents
® DFDSS Backup Distribution File
® Expanded Format Distribution File

z/OS Distribution File

The Universal Agent for z/OS product distribution file contains all of the files required for the installation of the Universal Agent for z/OS package.

Obtaining the Distribution File

To obtain the Universal Agent for z/OS package, download the corresponding product distribution file from the Stonebranch Customer Portal.

A customer user name and password — provided by Stonebranch, Inc. — are required to access this area.

Note

1
If you are installing a Cumulative PTF Maintenance to a Universal Agent for z/OS installation, you must download the z/OS PTFs package from the
Stonebranch Customer Portal.

Distribution File Format

The z/OS Installation's distribution file is available in two formats:

1. Compressed archive
2. Compressed .zip file

The contents of both files are the same. The different formats are provided for flexibility.

Compressed Archive

Two different compressed archive distribution files are provided.

One version contains a DFDSS backup of the SMP/E install datasets. The distribution file is a compressed TAR file that contains that backup in TSO
TRANSMIT format along with supporting files used to upload and receive the backup.

This file uses the following naming convention:

sb- Ver si on. Rel ease. Modi fi cation Level . Mi ntenance Level -operating systemtar.Z

For example: sb-7. 0. 0. 0-zos.tar. Z

The other version is intended for users who do not use DFDSS. It also is provided for users with RACF restrictions that prohibit restoring the SBI.**
datasets contained in the DFDSS backup. The expanded contents in the TAR file provided by this distribution file contains each of the SMP/E install
datasets in TSO TRANSMIT format. Each dataset can be allocated and uploaded using the sample UNVFTP.TXT. The JCL provided in UNVRECV.JCL
demonstrates how to perform a TSO RECEIVE on each of the uploaded datasets.

This file uses the following naming convention:

sb- Ver si on. Rel ease. Modi fi cation Level . Mi ntenance Level -zos-EXP.tar.Z

For example: sb-7. 0. 0. 0-zos-EXP. tar. Z

ZIP Archive

The ZIP versions of the z/OS Universal Agent distribution files have the same contents as their compressed archive counterparts and use the following
naming convention:

® sh-\Version. Rel ease. Modi fication Level. Mintenance Level -operating system zip
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® sb-Version. Rel ease. Modi fication Level.Mintenance Level -operating system EXP. zi p

For example:
® sb-7.0.0.0-zos.zip
® sb-7.0.0.0-z0s-EXP. zip

Distribution File Contents

DFDSS Backup Distribution File

The following table lists the files included in the Universal Agent for z/OS distribution file that delivers the SMP/E install datasets in a DFDSS backup (see D
istribution File Format).

File Description
Name
README. Contains instructions for preparing and executing the install.
TXT
Note

1
This is an EBCDIC-encoded text file.

UNVFTP. Sample FTP script that allocates and transfers datasets used to store the distribution file's contents on the z/OS system.
TXT

Note

This! is an EBCDIC-encoded text file.
UNVRECV. @ Sample JCL that may be used to execute a TSO RECEIVE on the uploaded UNV700.XMT file, perform a DFDSS RESTORE on the
JCL received dataset, and unload the contents of dataset that holds the installation jobs.

Note

This! is an EBCDIC-encoded text file.

UNV700. File in TSO TRANSMIT format that contains a DFDSS backup of the datasets required to install Universal Agent for z/OS.
XMT

ascii ASCIl-encoded copy of README.TXT.
/README.
TXT

ascii ASCIl-encoded copy of UNVFTP.TXT.
JUNVFTP.
TXT

ascii ASCIl-encoded copy of UNVRECV.JCL.

J/UNVRECV.
JCL

Expanded Format Distribution File

The following table lists the files included in the Universal Agent for z/OS distribution file that delivers each SMP/E install dataset in TSO TRANSMIT
format (see Distribution File Format).

File Name Description
README.TXT Contains instructions for preparing and executing the install.
Note

1
This is an EBCDIC-encoded text file.

UNVFTP.TXT Sample FTP script that allocates and transfers UNVRECV.JCL and the SMP/E install datasets to the z/OS
system.

Note

1
This is an EBCDIC-encoded text file.
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UNVRECV.JCL

INSTALL.XMT

SMPMCS.XMT

UAG700F1.XMT

UAG700F2.XMT

UAG700F3.XMT

UBR700F1.XMT

UBR700F2.XMT

UBR700F3.XMT

UCM700F1.XMT

UCM700F2.XMT

UCM700F3.XMT

UDM700F1.XMT

UDM700F2.XMT

UDM700F3.XMT

UEC700F1.XMT

UEC700F2.XMT

UEM700F1.XMT

UEM700F2.XMT

UEM700F3.XMT

UNV700F1.XMT

USD600F1.XMT

USP600F1.XMT

USP600F1.XMT

USP600F1.XMT

UTL700F1.XMT

UTL700F1.XMT

UXD700F1.XMT

UBR700U1.XMT

UBR700U2.XMT

UCM700UL.XMT

UCM700U2.XMT

UDM700U1.XMT

UDM700U2.XMT

UEM700U1.XMT

UEM700U2.XMT

UNV700U1.XMT

UTL700U1.XMT
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Sample JCL that may be used to execute a TSO RECEIVE on the uploaded *.XMT files.

Note

Thisg is an EBCDIC-encoded text file.

Universal Agent package installation JCL.

Universal Agent SMP/E MCS statements.

Universal Automation Center Agent SMP/E FMID TUAG700 relative file 1.
Universal Automation Center Agent SMP/E FMID TUAG700 relative file 2.
Universal Automation Center Agent SMP/E FMID TUAG700 relative file 3.
Universal Broker SMP/E FMID TUBR700 relative file 1.

Universal Broker SMP/E FMID TUBR700 relative file 2.

Universal Broker SMP/E FMID TUBR700 relative file 3.

Universal Command SMP/E FMID TUCM700 relative file 1.
Universal Command SMP/E FMID TUCM700 relative file 2.
Universal Command SMP/E FMID TUCM700 relative file 3.
Universal Data Mover SMP/E FMID TUDM700 relative file 1.
Universal Data Mover SMP/E FMID TUDM700 relative file 2.
Universal Data Mover SMP/E FMID TUDM700 relative file 3.
Universal Enterprise Controller SMP/E FMID TUEC700 relative file 1.
Universal Enterprise Controller SMP/E FMID TUEC700 relative file 2.
Universal Event Monitor SMP/E FMID TUEM700 relative file 1.
Universal Event Monitor SMP/E FMID TUEM700 relative file 2.
Universal Event Monitor SMP/E FMID TUEM700 relative file 3.
Universal Common SMP/E FMID TUNV700 relative file 1.

SAP RFC DLL FMID TUSDG600 relative file 1.

Universal Connector for SAP SMP/E FMID TUSP600 relative file 1.
Universal Connector for SAP SMP/E FMID TUSP600 relative file 2.
Universal Connector for SAP SMP/E FMID TUSP600 relative file 3.
Universal Utilities SMP/E FMID TUTL700 relative file 1.

Universal Utilities SMP/E FMID TUTL700 relative file 2.

IBM XML Toolkit FMID TUXD700 relative file 1.

USS Universal Broker FMID UUBR700 relative file 1.

USS Universal Broker FMID UUBR700 relative file 2.

USS Universal Broker FMID UUCM700 relative file 1.

USS Universal Broker FMID UUCM700 relative file 2.

USS Universal Broker FMID UUDM700 relative file 1.

USS Universal Broker FMID UUDM700 relative file 2.

USS Universal Broker FMID UUEM700 relative file 1.

USS Universal Broker FMID UUEM700 relative file 2.

USS Universal Broker FMID UUBR700 relative file 1.

USS Universal Broker FMID UUBR700 relative file 1.
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asCi/README.TXT | ASCIlI-encoded copy of README.TXT.
ascilUNVFTP.TXT ASCIl-encoded copy of UNVFTP.TXT.

asci’lUNVRECV.JCL | ASCIl-encoded copy of UNVRECV.JCL.

21 /| ua-70x-install



Universal Agent 7.0.x Installation, Upgrade, and Applying Maintenance

z/OS Installation - Transferring Installation Files to z/OS

® Overview
® Transferring the Installation Files
® Extract the Installation Files
® Compressed Archive
® ZIP Archive
® Transfer the Installation Files
® DFDSS Backup Distribution File
® Expanded Format Distribution File
® Receive the Installation Datasets
® DFDSS Backup Distribution File
® Expanded Format Distribution File

Overview

After downloading the distribution file to your workstation, you must extract the files and transfer them to the z/OS system, upon which Universal Agent for z
/0OS will be installed.

Transferring the Installation Files

Follow the steps below to transfer the contents of the distribution file to the z/OS system.
1 Extract the installation files from the distribution file.
2 Transfer the Installation Files.

3 Receive the installation dataset(s).

Extract the Installation Files

Each version of the Universal Agent for z/OS Installation distribution file is available in two formats:

1. Compressed archive
2. Compressed .zip file

The contents of both files are the same. The different formats are provided for flexibility.

Compressed Archive

This file may be decompressed using any utility that can process files in Lempel-Ziv (that is, compress) format. The contents of the decompressed file can
be extracted using tar.

For example, use the following to decompress and extract the 7.0.0.0 Universal Agent for z/OS distribution file that contains the DFDSS backup on a UNIX-
based system:

zcat sb-7.0.0.0-zos.tar.Z | tar xvf -

Similarly, use the following to decompress and extract the 6.7.0.0 Universal Agent for z/OS distribution file that contains the expanded archive of SMP/E
installation datasets:

zcat sb-7.0.0.0-EXP-zos.tar.Z | tar xvf -

ZIP Archive

This file (for example, sb- 7. 0. 0. 0- zos. zi p) can be decompressed using any utility that can process files in ZIP (or PKZIP) format. To unzip the file,
use a third-party ZIP-based extraction application or the native Windows file extraction tool available from Windows Explorer. For example, to extract the
files using Windows' File Explorer (or just Windows Explorer in some older Windows versions), right-click on the file name, select Extract All from the pop-
up menu, and follow the instructions.

Transfer the Installation Files
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For the .XMT file(s), a binary transfer must be performed; otherwise, the XMIT dataset(s) will not unpack correctly. For the .JCL file, text transfer must be
performed.

Due to the numerous file transfer products available on the market, it is impractical to provide instructions for them all. FTP is one of the most popular, and
the UNVFTP.TXT file included in the distribution file is a sample script that can be used as a reference to customize the transfer to your environment.

DFDSS Backup Distribution File

If you want to use UNVFTP.TXT (see the following illustration), begin by making the following changes:
Step 1 | Change #HOSTNAME to the z/OS host name or IP address.
Step 2 | Change #USERNAME to a z/OS user ID that has updated access to the XMIT datasets being updated.
Step 3 | Change #PASSWORD to the z/OS user ID's password.

Step 4 | Change #HLQ to the data set high level qualifier used to allocate the XMIT datasets.

open #HOSTNAME
user #USERNAVMVE #PASSWORD

asci i

quote site bl ksize=3120 recfmefb Irecl =80 pri=1 sec=1 cyl

put UNVRECV. JCL ' #HLQ UNV. V7ROMD. RECV. JCL'

; Uncomrent these lines when transferring froma

; Uni x- or W ndows-based system

; put ascii/UNVRECV/ JCL ' #HLQ UNV. V7ROMD. RECV. JCL'

bi n

quote site bl ksize=3120 recfm=fb Irecl =80 pri=1000 sec=100 cyl
put UNV700. XMT ' #HLQ. UNV. V7ROMD. DI ST. XM T'

qui t

Execute the script with FTP using whatever options the FTP client supports for reading command files. Most FTP clients support redirection from STDIN.
Carefully review the FTP output to confirm that each of the files are transferred successfully.

After uploading, review the comments contained in ' #HLQ UNV. V7ROMD. RECV. JCL' and make the necessary changes. Submit the job to receive and
restore the install file.

Expanded Format Distribution File

The steps to transfer the Expanded Format version of the distribution file are the same as for the DFDSS Backup distribution file (see the following
illustration). However, the UNVFTP.TXT sample provided in that file allocates and uploads each SMP/E install file separately.

Step 1 | Change #HOSTNAME to the z/OS host name or IP address.

Step 2 | Change #USERNAME to a z/OS user ID that has updated access to the XMIT datasets being updated.
Step 3 | Change #PASSWORD to the z/OS user ID's password.

Step 4 = Change #HLQ to the data set high level qualifier used to allocate the XMIT datasets.

Step 5 | Optional; Change #VOLSER to a volume upon which the *XMT files provided in the Expanded Format version of the distribution file should
reside.

open #HOSTNAME
user #USERI D #PSWD

asci i
quote site bl ksize=3120 recfm=fb Irecl =80 pri=1 sec=1 track
put UNVRECV. JCL ' #HLQ UNV. V7ROMD. RECV. JCL'

; Uncomment these |ines when transferring froma

23 | ua-70x-install



Universal Agent 7.0.x Installation, Upgrade, and Applying Maintenance

;Uni x- or W ndows-based system
;put ascii/UNVRECV. JCL ' #HLQ UNV. V7ROMD. RECV. JCL'

cd ' #HLQ UNV. V6R7MD'

bi n
quote site bl ksize=3120 recfnefb Irecl =80 cyl unit=sysallda vol =#VOLSER

quote site pri=1 sec=1
del I NSTALL. XM T
put | NSTALL. XMT' | NSTALL. XM T

quote site pri=10 sec=10
del SMPMCS. XM T
put SMPMCS. XMI' SMPMCS. XM T

quote site pri=1 sec=1
del TUNV700.F1L. XM T
put UNV700F1. XMI' TUNV700. F1. XM T

quote site pri=1
del TUTL700. F1. XM T
put UTL700F1. XMI TUTL700. F1. XM T

quote site pri=70
del TUTL700.F2. XM T
put UTL700F2. XMI' TUTL700. F2. XM T

quote site pri=1
del TUBR700.F1.XM T
put UBR700F1. XMI' TUBR700. F1. XM T

quote site pri=1
del TUBR700.F2. XM T
put UBR700F2. XMI' TUBR700. F2. XM T

quote site pri=120
del TUBR700.F3.XM T
put UBR700F3. XMI' TUBR700. F3. XM T

quote site pri=1
del TUCWZ00.F1. XM T
put UCM7OOF1. XMI' TUCM700. F1. XM T

quote site pri=1
del TUCM700.F2. XM T
put UCMZOOF2. XMI' TUCWM700. F2. XM T

quote site pri=45
del TUCM700.F3.XM T
put UCM7OO0F3. XMI' TUCM700. F3. XM T

quote site pri=1
del TUDM700.F1. XM T
put UDM7OOF1. XMI TUDM700. F1. XM T

quote site pri=1
del TUDWM700.F2. XM T
put UDM7OOF2. XMI' TUDM700. F2. XM T

quote site pri=55
del TUDM700.F3.XM T
put UDM7OOF3. XMI' TUDM700. F3. XM T

quote site pri=1
del TUEM700. F1. XM T
put UEM7OOF1. XMI' TUEM700. F1. XM T

quote site pri=1
del TUEM700.F2. XM T
put UEM7OOF2. XMI' TUEM700. F2. XM T

quote site pri=55
del TUEM700. F3. XM T
put UEM7OOF3. XMI' TUEM700. F3. XM T

quote site pri=120
del TUXD700.F1. XM T
put UXD700F1. XMI' TUXD700. F1. XM T

quote site pri=1

del TUAG700.F1. XM T
put UAG700F1. XMl TUAG700. F1. XM T
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quote site pri=1
del TUAG700.F2. XM T
put UAG700F2. XMI' TUAG700. F2. XM T

quote site pri=40
del TUAG700.F3. XM T
put UAG700F3. XMI TUAG700. F3. XM T

quote site pri=1
del TUEC700.F1. XM T
put UEC6600F1. XMI' TUEC700. F1. XM T

quote site pri=70
del TUEC700.F2. XM T
put UEC700F2. XMI TUEC700. F2. XM T

quote site pri=20
del TUSD600. F1. XM T
put USD600F1. XMI TUSD600. F1. XM T

quote site pri=1
del TUSP600. F1. XM T
put USP600F1. XMI TUSP600. F1. XM T

quote site pri=1
del TUSP600.F2. XM T
put USP600F2. XMI' TUSP600. F2. XM T

quote site pri=15
del TUSP600. F3. XM T
put USP600F3. XMI' TUSP600. F3. XM T

quote site pri=1
del UUNV700.F1. XM T
put UNV700UL. XM UUNV700. F1. XM T

quote site pri=1
del UUBR700.F1. XM T
put UBR700UL. XMI' UUBR700. F1. XM T

quote site pri=50
del UUBR700.F2. XM T
put UBR700U2. XMI' UUBR700. F2. XM T

quote site pri=1
del UUCM700. F1. XM T
put UCM7OOUL. XMI UUCWZ00. F1. XM T

quote site pri=30
del UUCM700.F2. XM T
put UCM700U2. XMI' UUCM700. F2. XM T

quote site pri=1
del UUDM700. F1. XM T
put UDM7OOUL. XMI' UUDM700. F1. XM T

quote site pri=30

del UUDMF00.F2. XM T

put UDM7O0OU2. XMI' UUDM700. F2. XM T
quote site pri=1

del UUEM700.F1. XM T

put UEM7OOUL. XMI' UUEM700. F1. XM T
quote site pri=30

del UUEM700.F2. XM T

put UEM700U2. XMI' UUEM700. F2. XM T
quote site pri=70

del UUTL700.F1.XM T

put UTL700ULl. XMI UUTL700. F1. XM T

quit

Execute the script with FTP using whatever options the FTP client supports for reading command files. Most FTP clients support redirection from STDIN.
Carefully review the FTP output to confirm that each of the files are transferred successfully.

After uploading, review the comments contained in ' #HLQ UNV. V6R7MD. RECV. JCL' and make the necessary changes. Submit the job to receive and
restore the install file.
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Receive the Installation Datasets

DFDSS Backup Distribution File

Note

1
The following instructions apply to the version of the distribution file that contains the DFDSS backup. See Expanded Format Distribution File, below, for
information on processing the other version of the distribution file.

After transferring the installation file to z/OS, you must unpack them using the JCL uploaded from UNVRECV.JCL (which should now reside in #HLQ. UNV.
V6R7M). RECV. JCL). The following illustration shows the statements contained in UNVRECV.JCL. The job performs a TSO RECEIVE on the UNV700.
XMT file uploaded by UNVFTP.TXT. It then executes a DFDSS restore on the transmitted data set to extract the packaged files.

The JCL includes a MODIFICATIONS section at the beginning of the file that describes what JCL modifications are required prior to submitting the job.
Read and complete each of the listed modifications.

Submit the job on z/OS. Return code 0 is expected.

After the data set is successfully unpacked, it is longer required and can be deleted. The files then are ready to be installed.

/1 UNVRECV JOB CLASS=A, MBGCLASS=X, MSGLEVEL=( 1, 1) , NOTI FY=&SYSUI D,
11 COND=( 0, NE) , REGI ON=( OM)
//*‘k***‘k***‘k***‘k***‘k***‘k***‘k***‘k***‘k***‘k***‘k***‘k*******‘k***‘k***‘k***‘k***
/1* (C) COPYRI GHT 2000-2020 STONEBRANCH, INC. ALL RI GHTS RESERVED.
11+
/1* STONEBRANCH, |NC.
/1* UNI VERSAL PRODUCTS
11+
/1* UNVRECV
11+
/1* DESCRI PTI ON
[ R
/1* PERFORM A TSO RECEI VE ON THE TRANSM TTED DI STRI BUTI ON DATA SET
/1* AND A DFHSMiss RESTORE TO PREPARE FOR | NSTALLATI ON.
11+
/1* ALL STEPS MJST END W TH RC 0.
11+
/1* MODI FI CATI ONS
//* _____________
/1* 1 MODIFY THE JOB STATEMENT TO MEET LOCAL REQUI REMENTS.
11+
/1* 2 CHANGE ALL '#HLQ TO THE H GH LEVEL QUALIFI ER OF THE
11+ UNI VERSAL PRODUCTS DATA SETS.
11+
/1* 3 CHANGE ALL '#VOLSER TO THE VOLUME SERI AL NAVE ON WHI CH TO
11+ ALLOCATE THE DI STRI BUTI ON DATA SETS.
//*‘k***‘k***‘k***‘k***‘k***‘k***‘k***‘k***‘k***‘k***‘k***‘k*******‘k***‘k***‘k***‘k***
11+
//DELO0  EXEC PGVEI DCAMS
/1 SYSPRINT DD SYSOQUT=*
/ISYSIN DD *
DELETE #HLQ UNV. V7ROMD. DI ST
SET MAXCC=0
/*
11+

NSRS E AR AR R R R SRR RE SRR R LSRR s RS RS E R R

/1* RECEI VE DI STRI BUTI ON FI LE
//*********************************************************************
/1 REQV EXEC PGMVEI KJEFTO1
/1SYSLBC DD DI SP=SHR, DSN=SYS1. BRODCAST
/1 SYSPROC DD DUMMY
/1 SYSPRINT DD SYSOUT=*
/1 SYSTSPRT DD SYSQUT=*
/1 SYSTERM DD SYSOUT=*
/1SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. V7ROMD. DI ST. XM T')
DA(' #HLQ UNV. V7ROMD. DI ST') +
UNI T(SYSALLDA) VOL(#VOLSER) +
CYL SPACE(750 100) RELEASE
/*
11+
/1 DELO1 EXEC PGVEI DCANVG
/1 SYSPRINT DD SYSOUT=*
/ISYSIN DD *
DELETE #HLQ UNV. V7ROMD. | NSTALL. UNLD
DELETE #HLQ UNV. V7ROMD. SMPMCS
DELETE #HLQ UNV. V7ROMD. TUAG700. *
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DELETE #HLQ UNV. V7ROM). TUBR700.
DELETE #HLQ UNV. V7ROMD. TUCWr0O.
DELETE #HLQ UNV. V7ROM). TUDMr0O.
DELETE #HLQ UNV. V7ROM). TUEC700.
DELETE #HLQ UNV. V7ROMD. TUEM7OO.
DELETE #HLQ UNV. V7ROM). TUNV700.
DELETE #HLQ UNV. V7ROMD. TUSD600.
DELETE #HLQ UNV. V7ROM). TUSP600.
DELETE #HLQ UNV. V7ROMD. TUTL700.
DELETE #HLQ UNV. V7ROMD. TUXD700.
DELETE #HLQ UNV. V7ROM). UUBR700.
DELETE #HLQ UNV. V7ROMD. UUCWr0O.
DELETE #HLQ UNV. V7ROMD. UUDM700.
DELETE #HLQ UNV. V7ROM). UUEM70O0.
DELETE #HLQ UNV. V7ROMD. UUNV700.
DELETE #HLQ UNV. V7ROM). UUTL700.
SET MAXCC=0

/ *

I1*

[ FFRr AR Kk Rk kA kA kKA K KKK AR KA K AR KA KA A K A KA K AR kA I A kAR KA I Ak kAR AR KAk kA ko k ok

/1* RESTORE BACKUP

[ F xR K R K R Rk kA KA KKK AR KA KA K AR IR AR K AR I I AR KK AR K AR I F AR KA KA F AR KA KA R K

/| RESTORE EXEC PGVFADRDSSU

* % ok kR ok ok 3k % ok ok k% ok %

/11N1L DD DI SP=SHR,

11 DSN=#HLQ UNV. V7ROMD. DI ST

/1 aJTl DD DI SP=SHR,

/1 UNI T=SYSALLDA, VOL=SER=#VOLSER

/1 SYSPRINT DD SYSOUT=*
/ISYSIN DD *
RESTORE | NDD( I N1) -

DS(I NCL(**)) -
QUTDD( OUT1) -
CATALQG -
RENAMEUNCONDI TI ONAL( SBI . **, #HLQ **)
/*
11+

/1 DELO2 EXEC PGVFI DCANVS

/1 SYSPRI NT DD SYSQUT=*

/1 SYSI'N DD *
DELETE #HLQ UNV. V7ROM). | NSTALL
SET MAXCC=0

/ *

I1*

[ FFRr ARk kR ok kA k ko k A KKK KA KKK AR KA KA K A KK I A Ak A I A K AR KA I Ak kA KK I Ak kX kK ok ok

/1* RELOAD I NSTALL JCL LI BRARY FROM SEQUENTI AL BACKUP

[ F xR K R Kk R Kk KK A KKK AR KA KKK AR KA KA KK AK I I A KK A K AR KA XK F AR KA KA F AR KK h K

/I RELOAD  EXEC PGVEl EBCOPY

/11N DD DI SP=QLD,

11 DSN=#HLQ UNV. V7ROMD. | NSTALL. UNLD

/1 0UT1 DD DSN=#HLQ UNV. V7ROMD. | NSTALL,

11 DI SP=(, CATLG),

/1 DCB=( DSORG=PO, RECFM=FB, LRECL=80, BLKSI ZE=3120)
11 SPACE=( TRK, (15, 10, 10)),

11 UNI T=SYSALLDA, VOL=SER=#VOLSER

/1 SYSUT3 UNI T=SYSALLDA, SPACE=(CYL, (1, 1))

DD
/1SYSUT4 DD UNI T=SYSALLDA, SPACE=( CYL, (1, 1))
/1 SYSPRINT DD SYSOUT=*
//SYSIN DD *

COPY | =(1 NL), O=0UT1
/ *
11+

Expanded Format Distribution File
Note

1
The'following instructions apply to the Expanded Format version of the distribution file that contains the each of the SMP/E datasets separately. See DFDS
S Backup Distribution File, above, for information on processing the version of the distribution file that provides the SMP/E install datasets packaged inside
a DFDSS backup.
After transferring the installation files to z/OS, you must receive them using the JCL uploaded from UNVRECV.JCL (which should now reside in #HLQ.
UNV. V6R7MD. RECV. JCL). The following illustration shows the statements contained in UNVRECV.JCL. The job performs a TSO RECEIVE on each of the
files uploaded by UNVFTP.TXT.

The JCL includes a MODIFICATIONS section at the beginning of the file that describes what JCL modifications are required prior to submitting the job.
Read and complete each of the listed modifications.

Submit the job on z/OS. Return code 0 is expected.

After the datasets are successfully received, the *. XMIT files are no longer required and can be deleted. The files then are ready to be installed.
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/1 UNVRECY JOB CLASS=A, MBGCLASS=X, MSGLEVEL=( 1, 1), NOTI FY=&SYSUI D,

11 COND=( 0, NE) , REGI ON=( OM)

//*********************************************************************

/1* (C) COPYRI GHT 2000- 2020 STONEBRANCH, INC. ALL RI GHTS RESERVED.

11+

/1* STONEBRANCH, | NC.

//* UNIVERSAL PRODUCTS

11+

/1* UNVRECV

11+

/1* DESCRI PTI ON

JI* e

/1* PERFORM A TSO RECEI VE ON THE TRANSM TTED DI STRI BUTI ON DATA SETS.

/1* ALL STEPS MJST END W TH RC 0.

11+

/1* MODI FI CATI ONS

J]* e

/1* 1 MODIFY THE JOB STATEMENT TO MEET LOCAL REQUI REMENTS.

11+

/1* 2 CHANGE ALL '#HLQ TO THE H G+ LEVEL QUALIFI ER OF THE

11+ UNI VERSAL PRODUCTS DATA SETS.

11+

/1* 3 CHANGE ALL '#VOLSER TO THE VOLUME SERI AL NAME ON WHI CH TO

11+ ALLOCATE THE DI STRI BUTI ON DATA SETS.

//*********************************************************************

11+

/1 DELO1 EXEC PGVEI DCAVS

/1 SYSPRINT DD SYSOQUT=*

/ISYSIN DD *
DELETE #HLQ UNV. V7ROMD. | NSTALL
DELETE #HLQ UNV. V7ROMD. SMPMCS
DELETE #HLQ UNV. V7ROMD. TUAGT00.
DELETE #HLQ UNV. V7ROMD. TUBR700.
DELETE #HLQ UNV. V7ROMD. TUCMZ00.
DELETE #HLQ UNV. V7RONMD. TUDMZ0O.
DELETE #HLQ UNV. V7ROMD. TUECT00.
DELETE #HLQ UNV. V7ROMD. TUEMZ0O.
DELETE #HLQ UNV. V7ROMD. TUNV700.
DELETE #HLQ UNV. V7ROMD. TUSD600.
DELETE #HLQ UNV. V7ROMD. TUSP600.
DELETE #HLQ UNV. V7ROMD. TUTL700.
DELETE #HLQ UNV. V7ROMD. TUXD700.
DELETE #HLQ UNV. V7ROMD. UUBR700.
DELETE #HLQ UNV. V7ROMD. UUCMZO0.
DELETE #HLQ UNV. V7RONMD. UUDMZ00.
DELETE #HLQ UNV. V7ROMD. UUEM7OO.
DELETE #HLQ UNV. V7ROMD. UUNV700.
DELETE #HLQ UNV. V7ROMD. UUTL700.

R T T I

/1TSO PROC
/1S1 EXEC PGMVEI KJEFTO1
/1SYSLBC DD DI SP=SHR, DSN=SYS1. BRODCAST
/1SYSPROC DD DUMMY
/1 SYSPRINT DD SYSOUT=*
/1 SYSTSPRT DD SYSOUT=*
/1 SYSTERM DD SYSOUT=*
/1SYSTSIN DD DUMMY
11 END
11+
/1SMPMCS  EXEC TSO
/1S1.SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. V7ROMD. SMPMCS. XM T' )
DA(' #HLQ UNV. V7ROMD. SMPMCS' ) +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(100 50) RELEASE
/1INSTALL EXEC TSO
/1S1.SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. V7ROMD. | NSTALL. XM T')
DA(' #HLQ UNV. V7ROMD. | NSTALL' ) +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(15 10)
/1 UN\VTO0F1 EXEC TSO
/1S1.SYSTSIN DD *
RECE! VE | NDA(' #HLQ UNV. V7ROMD. TUNV700. F1. XM T )
DA(' #HLQ UNV. V7ROND. TUNV700. F1') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(15 1) RELEASE
/1 UTL700F1 EXEC TSO
/1S1.SYSTSIN DD *
RECE!I VE | NDA(' #HLQ UNV. V7ROMD. TUTL700. F1. XM T')
DA(' #HLQ UNV. V7ROMD. TUTL700. F1') +

T
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UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(15 1) RELEASE
/1 UTL700F2 EXEC TSO
/1S1.SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. V7ROMD. TUTL700. F2. XM T )
DA(' #HLQ UNV. V7ROND. TUTL700. F2') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(1000 10) RELEASE
/1 UBR7T00F1 EXEC TSO
/1S1. SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. V7ROMD. TUBR700. F1. XM T' )
DA(' #HLQ UNV. V7ROND. TUBR700. F1') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(15 1) RELEASE
/1 UBR700F2 EXEC TSO
/1S1.SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. V7ROMD. TUBR700. F2. XM T )
DA(' #HLQ UNV. V7ROND. TUBR700. F2' ) +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(15 1) RELEASE
/1 UBR700F3 EXEC TSO
/1S1.SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. V7ROMD. TUBR700. F3. XM T )
DA(' #HLQ UNV. V7ROMD. TUBR700. F3') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(1700 15) RELEASE
/1 UCM/OOF1 EXEC TSO
/1S1.SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. V7ROMD. TUCMZ00. F1. XM T )
DA(' #HLQ UNV. V7ROND. TUCMPOO. F1') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(10 1) RELEASE
/1 UCM/OOF2 EXEC TSO
/1S1. SYSTSIN DD *
RECE!I VE | NDA(' #HLQ UNV. V7ROMD. TUCMZ00. F2. XM T )
DA(' #HLQ UNV. V7ROND. TUCMFO0. F2' ) +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(10 1) RELEASE
/1 UCM/OOF3 EXEC TSO
/1S1.SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. V7ROMD. TUCMZ00. F3. XM T )
DA(' #HLQ UNV. V7TROMD. TUCMZ00. F3') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(600 15) RELEASE
// UDMOOF1 EXEC TSO
/1S1.SYSTSIN DD *
RECE! VE | NDA(' #HLQ UNV. V7ROMD. TUDMZOO. F1. XM T )
DA(' #HLQ UNV. V7ROND. TUDMPOO. F1') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(10 1) RELEASE
/1 UDM/OOF2 EXEC TSO
/1S1.SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. V7ROMD. TUDM700. F2. XM T )
DA(' #HLQ UNV. V7ROND. TUDMPOO. F2') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(10 1) RELEASE
I/ UDM/OOF3 EXEC TSO
/1S1. SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. V7ROMD. TUDM?00. F3. XM T )
DA(' #HLQ UNV. WW7ROMD. TUDMZOO. F3') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(1000 15) RELEASE
/1 UEMFOOF1 EXEC TSO
/1S1.SYSTSIN DD *
RECE!I VE | NDA(* #HLQ UNV. W7ROM. TUEMZ00. F1. XM T')
DA(' #HLQ UNV. V7ROND. TUEMFOO. F1') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(10 1) RELEASE
/1 UEMFOOF2 EXEC TSO
/1S1.SYSTSIN DD *
RECE! VE | NDA(' #HLQ UNV. V7ROMD. TUEM700. F2. XM T )
DA(' #HLQ UNV. V7ROMD. TUEMPOO. F2' ) +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(10 1) RELEASE
/1 UEM/OOF3 EXEC TSO
/1S1.SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. V7ROMD. TUEM700. F3. XM T )
DA(' #HLQ UNV. V7ROND. TUEMFOO. F3') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(200 15) RELEASE
/1 UXD700F1 EXEC TSO
/1S1. SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. V7ROMD. TUXD700. F1. XM T )
DA(' #HLQ UNV. V7ROND. TUXD700. F1') +
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UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(1530 15) RELEASE
/1 UAGTOOF1 EXEC TSO
/1S1.SYSTSIN DD *
RECEI VE | NDA(" #HLQ UNV. VZROMD. TUAG700. F1. XM T')
DA(' #HLQ UNV. V7ROMD. TUAG700. F1') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(10 1) RELEASE
/1 UAGTOOF2 EXEC TSO
/1S1. SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. V7ROMD. TUAG700. F2. XM T )
DA(' #HLQ UNV. V7ROND. TUAG700. F2') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(10 1) RELEASE
/1 UAGTOOF3 EXEC TSO
/1S1.SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. V7ROMD. TUAG700. F3. XM T )
DA(' #HLQ UNV. V7ROMD. TUAG700. F3') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(600 15) RELEASE
/1 UECTOOF1 EXEC TSO
/1S1.SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. V7ROMD. TUEC700. F1. XM T )
DA(' #HLQ UNV. V7ROMD. TUEC700. F1') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(10 1) RELEASE
/1 UECTO0F2 EXEC TSO
/1S1.SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. V7ROMD. TUEC700. F2. XM T )
DA(' #HLQ UNV. V7ROND. TUEC700. F2') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(1000 15) RELEASE
/1 USDBOOF1 EXEC TSO
/1S1. SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. V7ROMD. TUSD600. F1. XM T )
DA(' #HLQ UNV. V7ROND. TUSD600. F1') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(300 15) RELEASE
/1 USP6OOF1 EXEC TSO
/1S1.SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. V7ROMD. TUSP600. F1. XM T )
DA(' #HLQ UNV. V7ROMD. TUSP600. F1') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(10 1) RELEASE
/1 USP60OF2 EXEC TSO
/1S1.SYSTSIN DD *
RECE! VE | NDA(' #HLQ UNV. V7ROMD. TUSP600. F2. XM T )
DA(' #HLQ UNV. V7ROMD. TUSP600. F2' ) +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(10 1) RELEASE
/1 USP6OOF3 EXEC TSO
/1S1.SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. V7ROMD. TUSP600. F3. XM T )
DA(' #HLQ UNV. V7ROND. TUSP600. F3') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(200 15) RELEASE
/1 UBR700UL EXEC TSO
/1S1. SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. V7ROMD. UUBR700. F1. XM T )
DA(' #HLQ UNV. V7ROND. UUBR700. F1') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(10 1) RELEASE
/1 UBR700U2 EXEC TSO
/1S1.SYSTSIN DD *
RECE!I VE | NDA(' #HLQ UNV. V7ROMD. UUBR700. F2. XM T )
DA(' #HLQ UNV. V7ROMD. UUBR700. F2' ) +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(500 50) RELEASE
/1 UCMZO0UL EXEC TSO
/1S1.SYSTSIN DD *
RECE! VE | NDA(' #HLQ UNV. V7ROMD. UUCMZ00. F1. XM T )
DA(' #HLQ UNV. V7ROMD. UUCMP00. F1') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(10 1) RELEASE
/1 UCMZO0U2 EXEC TSO
/1S1.SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. V7ROMD. UUCMZ00. F2. XM T )
DA(' #HLQ UNV. V7ROND. UUCMP00. F2' ) +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(500 50) RELEASE
/1 UDMFOOUL EXEC TSO
//S1. SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. V7ROMD. UUDM700. F1. XM T )
DA(' #HLQ UNV. V7ROND. UUDMFOO. F1') +

30 / ua-70x-install



Universal Agent 7.0.x Installation, Upgrade, and Applying Maintenance

UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(10 1) RELEASE
/1 UDMZOOU2 EXEC TSO
/1S1.SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. V7ROMD. UUDMZ00. F2. XM T )
DA(' #HLQ UNV. V7ROND. UUDMPOO. F2') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(500 50) RELEASE
/1 UEMFOOUL EXEC TSO
/1S1. SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. V7ROMD. UUEM700. F1. XM T )
DA(' #HLQ UNV. V7ROND. UUEMFOO. F1') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(10 1) RELEASE
/1 UEMP00U2 EXEC TSO
/1S1.SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. V7ROMD. UUEM700. F2. XM T )
DA(' #HLQ UNV. V7ROMD. UUEM700. F2' ) +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(500 50) RELEASE
/1 UTL700UL EXEC TSO
/1S1.SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. V7ROMD. UUTL700. F1. XM T )
DA(' #HLQ UNV. V7ROMD. UUTL700. F1') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(1000 15) RELEASE
/1 UN\V700UL EXEC TSO
/1S1.SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. V7ROMD. UUNV700. F1. XM T')
DA(' #HLQ UNV. V7ROND. UUNV700. F1') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(10 1) RELEASE
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z/OS Installation - SMPE Installation

® SMPI/E Installation of Universal Agent for z/OS

®* SMP/E
® SMP/E FMIDs

SMP/E Installation of Universal Agent for z/OS

Universal Agent for z/OS is installed using SMP/E. The pages in this section describe how to perform SMP/E installation of the Universal Agent for z/OS

package in a step-by-step process.

Six different installation processes are provided. The installation process that you use depends on the installation environment.

New Install, New CSI
Universal Agent 6.9.x Upgrade,
Existing CSI

Universal Agent 6.8.x Upgrade,
Existing CSI

Universal Agent 6.7.x Upgrade,
Existing CSI

Universal Agent 6.6.x Upgrade,
Existing CSI

Universal Agent 6.5.
x Upgrade, Existing CSI

Universal Agent 6.4.
x Upgrade, Existing CSI

Universal Agent 6.3.
x Upgrade, Existing CSI

Universal Agent 6.2.
x Upgrade, Existing CSI

Universal Agent 5.2.0 Upgrade, Existi
ng CSI

Workload Automation 5.1.0 Upgrade,
Existing CSI

Stonebranch Solutions 4.
x Upgrade, Existing CSI

Universal Products 3.2.0 Upgrade, Exi
sting CSI

Universal Products 3.1.1 (and earlie
r) Upgrade, Existing CSI

SMP/E

Install any Universal Agent package from Stonebranch, Inc. for the first time, or install a Universal Agent
package in a new SMP/E CSI.

Upgrade a Universal Agent 6.9.x package install. In this case, the Universal Agent package is installed into an
SMP/E CSlI that contains a Universal Agent 6.9.x package.

Upgrade a Universal Agent 6.8.x package install. In this case, the Universal Agent package is installed into an
SMP/E CSlI that contains a Universal Agent 6.8.x package.

Upgrade a Universal Agent 6.7.x package install. In this case, the Universal Agent package is installed into an
SMP/E CSil that contains a Universal Agent 6.7.x package.

Upgrade a Universal Agent 6.6.x package install. In this case, the Universal Agent package is installed into an
SMP/E CSl that contains a Universal Agent 6.6.x package.

Upgrade a Universal Agent 6.5.x package install. In this case, the Universal Agent package is installed into an
SMP/E CSI that contains a Universal Agent 6.5.x package.

Upgrade a Universal Agent 6.4.x package install. In this case, the Universal Agent package is installed into an
SMP/E CSI that contains a Universal Agent 6.4.x package.

Upgrade a Universal Agent 6.3.x package install. In this case, the Universal Agent package is installed into an
SMP/E CSI that contains a Universal Agent 6.3.x package.

Upgrade a Universal Agent 6.2.x package install. In this case, the Universal Agent package is installed into an
SMP/E CSl that contains a Universal Agent 6.2.x package.

Upgrade a Universal Agent 5.2.0 package install. In this case, the Universal Agent package is installed into an
SMP/E CSlI that contains a Universal Agent 5.2.0 package.

Upgrade a Workload Automation 5.1.0 package install. In this case, the Universal Agent package is installed
into an SMP/E CSI that contains a Workload Automation 5.1.0 package.

Upgrade a Stonebranch Solutions 4.x package install. In this case, the Universal Agent package is installed
into an SMP/E CSI that contains a Stonebranch Solutions 4.x package.

Upgrade a Universal Products 3.2.0 package install. In this case, the Universal Agent package is installed into
an SMP/E CSI that contains a Universal Products 3.2.0 package.

To upgrade from Universal Products 3.1.1 or earlier, you first must upgrade to Universal Products 3.2.0, and
then upgrade to Universal Agent 5.2.0.

For information on upgrading to Universal Products 3.2.0, see the Universal Products Installation Guide in the U
niversal Products 3.2.0 Documentation set.

The Universal Agent for z/OS components are installed in the Universal Agent SMP/E CSI. This CSI should not be shared with any other vendor products;
it should be used exclusively for Universal Agent.

Before making any changes to the SMP/E environment, back up the environment per your local procedures. IBM recommends backing up the entire SMP
|E pack before any SMP/E installation begins. Two sample JCL members are provide in members UNVBKUP and UNVREST.

As of Universal Products version 2.2.0, all Universal Agent components share common SMP/E target and distribution libraries:

® Product ID is UNV.

® Last qualifier of target libraries start with SUNV.
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® Last qualifier of distribution libraries start with AUNV.

SMP/E FMIDs

The following table identifies the SMP/E FMIDs for the Universal Agent for z/OS components. (For the list of SMP/E FMIDs for the Universal Agent for z
/OS USS components, see z/OS USS Installation - Installation Requirements.)

Product FMID SMP/E Requisites

Universal TUNV7 | Supersedes and deletes FMID TUNV220, TUNV310, TUNV311, TUNV320, TUNV410, TUNV420, TUNV430, TUNV510,

Common 7.0.0 00 TUNV520, TUNV620, TUNV630, TUNV641, TUNV650, TUNV660, TUNV670, TUNV680, and TUNV690.

Universal TUAG7 TUNV700 is a prerequisite.

Automation 00

Center Agent

7.0.0

Universal TUBR7 | TUNV700 is a prerequisite. Supersedes and deletes FMID TUBR310, TUBR311, TUBR320, TUBR410, TUBR420,

Broker 7.0.0 00 TUBR430, TUBR510, TUBR520, TUBR620, TUBR630, TUBR641, TUBR650, TUBR660, TUBR670, TUBR680, and
TUBR690.

Universal TUCM | TUBR700 is a prerequisite. Supersedes and deletes FMID TUCM110, TUCM120, TUCM210, TUCM220, TUCM310,

Command 7.0.0 = 700 TUCM311, TUCM320, TUCM410, TUCM420, TUCM430, TUCM510, TUCM520, TUCM620, TUCM630, TUCM641,
TUCM650, TUCM660, TUCM670, TUCM680, and TUCM690.

Universal TUEC7  TUNV700 is a prerequisite. Supersedes and deletes FMID TUEC110, TUEC310, TUEC320, TUEC410, TUEC420,

Enterprise 00 TUEC430, TUEC510, TUEC520, TUEC620, TUEC630, TUEC641, TUEC650, TUEC660, TUEC670, and TUEC680,

Controller 7.0.0 TUEC690.

Universal Data TUDM | TUBR700 is a prerequisite. Supersedes and deletes FMID TUDM110, TUDM310, TUDM311, TUDM320, TUDM410,
Mover 7.0.0 700 TUDM420, TUDM430, TUDM510, TUDM520, TUDM620, TUDM630, TUDM641, TUDM650, TUDM660, TUDM670,
TUDM680, and TUDM690.

SAP RFC DLL TUSD7 | TUNV700 is a prerequisite. Supersedes and deletes FMID TUSD310, TUSD311, TUSD320, TUSD410, TUSD420,

00 TUSD430, TUSD510, TUSD520, TUSD521, TUSD522, TUSD541, TUSD650, TUSD660, TUSD670, TUSD680, and
TUSD690.
Universal TUSP7 | TUSD700 is a prerequisite. Supersedes and deletes FMID TUSP120, TUSP310, TUSP311, TUSP320, TUSP410,
Connector 00 TYSP420, TUSP430, TUSP510, TUSP520, TUSP521, TUSP522, TUSP541, TUSP650, TUSP660, TUSP670, TUSP680,
and TUSP690.
Universal TUTL7 | TUNV700 is a prerequisite. Supersedes and deletes FMID TUEN110, TUEN120, TUEN210, TUEN220, TUEN310,
Utilities 00 TUEN311, TUTL320, TUTL410, TUTL420, TUTL430, TUTL510, TUTL520, TUTL620, TUTL630, TUTL641 TUTL650,

TUTL660, TUTL670, TUTL680, and TUTL690.
Universal Event = TUEM7 @ TUBR700 is a prerequisite. Supersedes and deletes FMID TUEM310, TUEM311, TUEM320, TUEM410, TUEM420,
Monitor 00 TUEM430, TUEM510, TUEM520, TUEM620, TUEM630, TUEM641, TUEM650, TUEM660, TUEM670, TUEM680, and
TUEMG690.

IBM XML Toolkit £ TUXD7 @ TUNV700 is a prerequisite. Supersedes and deletes TUXD320, TUXD410, TUXD420, TUXD430, TUXD510, TUXD520,
00 TUXD620, TUXD630, TUXD641, TUXD650, TUXD660, TUXD670, TUXD680, and TUXD690.
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z/OS Installation - New Install, New CSI
New Install, New CSI

The New Install, New CSl installation process describes how to install the Universal Agent package in a newly allocated SMP/E CSI.

Use this installation process for either of these environments:

® |nstalling a Universal Agent package for the first time.
® |nstalling a Universal Agent package in a different SMP/E CSI than other Universal Agent components.

The installation JCL referenced by the following installation steps is created by the #SETUP member in the Universal Agent INSTALL library.

Each step consists of running a batch job. The batch job must end with the appropriate return code before proceeding to the next step.

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Edit and submit the JCL in member #SETUP. The #SETUP JCL creates customized installation JCL used by the following installation steps
and for product maintenance and customization. All the JCL is created as members in the INSTALL library.

If you want to change the customizations after the job is executed, edit the #SETUP member with the new customizations and resubmit the
job. All INSTALL library members will be replaced.

® All steps must end with a return code 0.

Submit the JCL in member UNVINO1. The JCL allocates the SMP/E CSI data sets.

® All steps must end with a return code 0.

Submit the JCL in member UNVINO2. The JCL initializes the SMP/E CSI.

® All steps must end with a return code 0.
Submit the JCL in member UNVINO3. The JCL allocates Universal Agent target and distribution data sets and adds SMP/E DDDEF
definitions to the Universal Agent CSI zones.

® All steps must end with a return code 0.
Submit the JCL in member UNVINO4. The JCL performs an SMP/E RECEIVE of the product FMIDs and available PTFs from the
distribution data sets.

® All steps must end with a return code 0.

Submit the JCL in member UNVINOS5. The JCL performs an SMP/E APPLY of the product FMIDs and any received PTFs.

® Step APYFMID must end with a condition code of 0.

® Step APYPTFS is considered successful under any of the following conditions:
® Step ends with condition code 0.
® Step ends with condition code 4, and message GIM42001W is written in ddname SMPOUT.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.

Submit the JCL in member UNVINO6. The JCL member performs an SMP/E ACCEPT of the product FMIDs and any applied PTFs.
® Step ACCFMID must end with a condition code of 0.
® Step ACCPTFS is considered successful under any of the following conditions:

® Step ends with condition code O or 4.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.

Submit the JCL in member UNVINO7. The JCL member allocates product non-SMP/E data sets and databases, and formats the zFS data
sets.

® All steps must end with a return code O.
The product databases are allocated as z/OS UNIX zFS file systems. Additional product configuration is required to utilize zFS data sets.
See Universal Agent Database Configuration for details.

If you prefer to use HFS file systems, HFS data sets must be allocated. If you prefer to use the zFS data sets, skip this step. Submit the
JCL in member UNVINHF. The JCL renames the zFS data sets and defines their HFS counterparts.

® All steps must end with return code 0.
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Step 10 ~ Submit the JCL in member UNVINO8. The JCL copies sample configuration members to the configuration libraries.

® All steps must end with a return code O.

Step 11 = Edit and submit the JCL in member UNVINOS. The JCL requires modifications as listed in the MODIFICATIONS section of the comments at
the top of the JCL. The JCL copies the Universal Enterprise Controller and Universal Broker started procedure JCL to a system procedure
library.

® All steps must end with a return code O.

Step 12 = Perform required z/OS configuration steps as described in z/OS Installation - Configuration.
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z/OS
CSlI

Installation - Universal Agent 6.9.x Upgrade, Existing

Universal Agent 6.9.x Upgrade, Existing CSI

The Universal Agent 6.9.x Upgrade, Existing CSI installation process describes how to upgrade an existing Universal Agent 6.9.x package in an existing

SMP/E CSI.

The installation JCL referenced by the installation steps is created by the #SETUP member in the Universal Agent INSTALL library. Each step consists of
running a batch job. The batch job must end with the appropriate return code before proceeding to the next step.

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Edit and submit the JCL in member #SETUP.

The #SETUP JCL creates customized installation JCL used by the following installation steps and for product maintenance and
customization. All the JCL is created as members in the INSTALL library.

To change customizations after the job is executed, edit the #SETUP member with the new customizations and resubmit the job. All INSTALL
library members will be replaced.

All steps must end with a return code 0.

Submit the JCL in member UNVINO4. The JCL performs an SMP/E RECEIVE of the product FMIDs and available PTFs from the distribution
data sets.

All steps must end with a return code 0.
Submit the JCL in member UNVINO5. The JCL performs an SMP/E APPLY of the product FMIDs and any received PTFs.
Step APYFMID must end with a condition code of 0. Step APYPTFS is considered successful under any of the following conditions:
® Step ends with condition code 0.
® Step ends with condition code 4, and message GIM42001W is written in ddname SMPOUT.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
Submit the JCL in member UNVINO6. The JCL member performs an SMP/E ACCEPT of product FMIDs and any applied PTFs.
Step ACCFMID must end with a condition code of 0. Step ACCPTFS is considered successful under any of the following conditions:
® Step ends with condition code 0 or 4.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
Edit and submit the JCL in member UNVINO9. The JCL requires modifications as listed in the MODIFICATIONS section of the comments at
the top of the JCL.
The JCL copies the Universal Enterprise Controller and Universal Broker started procedure JCL to a system procedure library.
All steps must end with a return code 0.

Perform required z/OS configuration steps as described in z/OS Installation - Configuration.
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z/OS
CSlI

Installation - Universal Agent 6.8.x Upgrade, Existing

Universal Agent 6.8.x Upgrade, Existing CSI

The Universal Agent 6.8.x Upgrade, Existing CSI installation process describes how to upgrade an existing Universal Agent 6.8.x package in an existing

SMP/E CSI.

The installation JCL referenced by the installation steps is created by the #SETUP member in the Universal Agent INSTALL library. Each step consists of
running a batch job. The batch job must end with the appropriate return code before proceeding to the next step.

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Edit and submit the JCL in member #SETUP.

The #SETUP JCL creates customized installation JCL used by the following installation steps and for product maintenance and
customization. All the JCL is created as members in the INSTALL library.

To change customizations after the job is executed, edit the #SETUP member with the new customizations and resubmit the job. All INSTALL
library members will be replaced.

All steps must end with a return code 0.

Submit the JCL in member UNVINO4. The JCL performs an SMP/E RECEIVE of the product FMIDs and available PTFs from the distribution
data sets.

All steps must end with a return code 0.
Submit the JCL in member UNVINO5. The JCL performs an SMP/E APPLY of the product FMIDs and any received PTFs.
Step APYFMID must end with a condition code of 0. Step APYPTFS is considered successful under any of the following conditions:
® Step ends with condition code 0.
® Step ends with condition code 4, and message GIM42001W is written in ddname SMPOUT.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
Submit the JCL in member UNVINO6. The JCL member performs an SMP/E ACCEPT of product FMIDs and any applied PTFs.
Step ACCFMID must end with a condition code of 0. Step ACCPTFS is considered successful under any of the following conditions:
® Step ends with condition code 0 or 4.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
Edit and submit the JCL in member UNVINO9. The JCL requires modifications as listed in the MODIFICATIONS section of the comments at
the top of the JCL.
The JCL copies the Universal Enterprise Controller and Universal Broker started procedure JCL to a system procedure library.
All steps must end with a return code 0.

Perform required z/OS configuration steps as described in z/OS Installation - Configuration.
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z/OS
CSlI

Installation - Universal Agent 6.7.x Upgrade, Existing

Universal Agent 6.7.x Upgrade, Existing CSI

The Universal Agent 6.7.x Upgrade, Existing CSl installation process describes how to upgrade an existing Universal Agent 6.7.x package in an existing

SMP/E CSI.

The installation JCL referenced by the installation steps is created by the #SETUP member in the Universal Agent INSTALL library. Each step consists of
running a batch job. The batch job must end with the appropriate return code before proceeding to the next step.

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Edit and submit the JCL in member #SETUP.

The #SETUP JCL creates customized installation JCL used by the following installation steps and for product maintenance and
customization. All the JCL is created as members in the INSTALL library.

To change customizations after the job is executed, edit the #SETUP member with the new customizations and resubmit the job. All INSTALL
library members will be replaced.

All steps must end with a return code 0.

Submit the JCL in member UNVINO4. The JCL performs an SMP/E RECEIVE of the product FMIDs and available PTFs from the distribution
data sets.

All steps must end with a return code 0.
Submit the JCL in member UNVINO5. The JCL performs an SMP/E APPLY of the product FMIDs and any received PTFs.
Step APYFMID must end with a condition code of 0. Step APYPTFS is considered successful under any of the following conditions:
® Step ends with condition code 0.
® Step ends with condition code 4, and message GIM42001W is written in ddname SMPOUT.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
Submit the JCL in member UNVINO6. The JCL member performs an SMP/E ACCEPT of product FMIDs and any applied PTFs.
Step ACCFMID must end with a condition code of 0. Step ACCPTFS is considered successful under any of the following conditions:
® Step ends with condition code 0 or 4.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
Edit and submit the JCL in member UNVINO9. The JCL requires modifications as listed in the MODIFICATIONS section of the comments at
the top of the JCL.
The JCL copies the Universal Enterprise Controller and Universal Broker started procedure JCL to a system procedure library.
All steps must end with a return code 0.

Perform required z/OS configuration steps as described in z/OS Installation - Configuration.
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Universal Agent 6.6.x Upgrade, Existing CSI

The Universal Agent 6.6.x Upgrade, Existing CSI installation process describes how to upgrade an existing Universal Agent 6.6.x package in an existing

SMP/E CSI.

The installation JCL referenced by the installation steps is created by the #SETUP member in the Universal Agent INSTALL library. Each step consists of
running a batch job. The batch job must end with the appropriate return code before proceeding to the next step.

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Edit and submit the JCL in member #SETUP.

The #SETUP JCL creates customized installation JCL used by the following installation steps and for product maintenance and
customization. All the JCL is created as members in the INSTALL library.

To change customizations after the job is executed, edit the #SETUP member with the new customizations and resubmit the job. All INSTALL
library members will be replaced.

All steps must end with a return code 0.

Submit the JCL in member UNVINO4. The JCL performs an SMP/E RECEIVE of the product FMIDs and available PTFs from the distribution
data sets.

All steps must end with a return code 0.
Submit the JCL in member UNVINO5. The JCL performs an SMP/E APPLY of the product FMIDs and any received PTFs.
Step APYFMID must end with a condition code of 0. Step APYPTFS is considered successful under any of the following conditions:
® Step ends with condition code 0.
® Step ends with condition code 4, and message GIM42001W is written in ddname SMPOUT.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
Submit the JCL in member UNVINO6. The JCL member performs an SMP/E ACCEPT of product FMIDs and any applied PTFs.
Step ACCFMID must end with a condition code of 0. Step ACCPTFS is considered successful under any of the following conditions:
® Step ends with condition code 0 or 4.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
Edit and submit the JCL in member UNVINO9. The JCL requires modifications as listed in the MODIFICATIONS section of the comments at
the top of the JCL.
The JCL copies the Universal Enterprise Controller and Universal Broker started procedure JCL to a system procedure library.
All steps must end with a return code 0.

Perform required z/OS configuration steps as described in z/OS Installation - Configuration.
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Universal Agent 6.5.x Upgrade, Existing CSI

The Universal Agent 6.5.x Upgrade, Existing CSI installation process describes how to upgrade an existing Universal Agent 6.5.x package in an existing

SMP/E CSI.

The installation JCL referenced by the installation steps is created by the #SETUP member in the Universal Agent INSTALL library. Each step consists of
running a batch job. The batch job must end with the appropriate return code before proceeding to the next step.

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Edit and submit the JCL in member #SETUP.

The #SETUP JCL creates customized installation JCL used by the following installation steps and for product maintenance and
customization. All the JCL is created as members in the INSTALL library.

To change customizations after the job is executed, edit the #SETUP member with the new customizations and resubmit the job. All INSTALL
library members will be replaced.

All steps must end with a return code 0.

Submit the JCL in member UNVINO4. The JCL performs an SMP/E RECEIVE of the product FMIDs and available PTFs from the distribution
data sets.

All steps must end with a return code 0.
Submit the JCL in member UNVINO5. The JCL performs an SMP/E APPLY of the product FMIDs and any received PTFs.
Step APYFMID must end with a condition code of 0. Step APYPTFS is considered successful under any of the following conditions:
® Step ends with condition code 0.
® Step ends with condition code 4, and message GIM42001W is written in ddname SMPOUT.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
Submit the JCL in member UNVINO6. The JCL member performs an SMP/E ACCEPT of product FMIDs and any applied PTFs.
Step ACCFMID must end with a condition code of 0. Step ACCPTFS is considered successful under any of the following conditions:
® Step ends with condition code 0 or 4.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
Edit and submit the JCL in member UNVINO9. The JCL requires modifications as listed in the MODIFICATIONS section of the comments at
the top of the JCL.
The JCL copies the Universal Enterprise Controller and Universal Broker started procedure JCL to a system procedure library.
All steps must end with a return code 0.

Perform required z/OS configuration steps as described in z/OS Installation - Configuration.
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Universal Agent 6.4.x Upgrade, Existing CSI

The Universal Agent 6.4.x Upgrade, Existing CSl installation process describes how to upgrade an existing Universal Agent 6.4.x package in an existing

SMP/E CSI.

The installation JCL referenced by the installation steps is created by the #SETUP member in the Universal Agent INSTALL library. Each step consists of
running a batch job. The batch job must end with the appropriate return code before proceeding to the next step.

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Edit and submit the JCL in member #SETUP.

The #SETUP JCL creates customized installation JCL used by the following installation steps and for product maintenance and
customization. All the JCL is created as members in the INSTALL library.

To change customizations after the job is executed, edit the #SETUP member with the new customizations and resubmit the job. All INSTALL
library members will be replaced.

All steps must end with a return code 0.

Submit the JCL in member UNVINO4. The JCL performs an SMP/E RECEIVE of the product FMIDs and available PTFs from the distribution
data sets.

All steps must end with a return code 0.
Submit the JCL in member UNVINO5. The JCL performs an SMP/E APPLY of the product FMIDs and any received PTFs.
Step APYFMID must end with a condition code of 0. Step APYPTFS is considered successful under any of the following conditions:
® Step ends with condition code 0.
® Step ends with condition code 4, and message GIM42001W is written in ddname SMPOUT.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
Submit the JCL in member UNVINO6. The JCL member performs an SMP/E ACCEPT of product FMIDs and any applied PTFs.
Step ACCFMID must end with a condition code of 0. Step ACCPTFS is considered successful under any of the following conditions:
® Step ends with condition code 0 or 4.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
Edit and submit the JCL in member UNVINO9. The JCL requires modifications as listed in the MODIFICATIONS section of the comments at
the top of the JCL.
The JCL copies the Universal Enterprise Controller and Universal Broker started procedure JCL to a system procedure library.
All steps must end with a return code 0.

Perform required z/OS configuration steps as described in z/OS Installation - Configuration.
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Universal Agent 6.3.x Upgrade, Existing CSI

The Universal Agent 6.3.x Upgrade, Existing CSI installation process describes how to upgrade an existing Universal Agent 6.3.x package in an existing

SMP/E CSI.

The installation JCL referenced by the installation steps is created by the #SETUP member in the Universal Agent INSTALL library. Each step consists of
running a batch job. The batch job must end with the appropriate return code before proceeding to the next step.

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Edit and submit the JCL in member #SETUP.

The #SETUP JCL creates customized installation JCL used by the following installation steps and for product maintenance and
customization. All the JCL is created as members in the INSTALL library.

To change customizations after the job is executed, edit the #SETUP member with the new customizations and resubmit the job. All INSTALL
library members will be replaced.

All steps must end with a return code 0.

Submit the JCL in member UNVINO4. The JCL performs an SMP/E RECEIVE of the product FMIDs and available PTFs from the distribution
data sets.

All steps must end with a return code 0.
Submit the JCL in member UNVINO5. The JCL performs an SMP/E APPLY of the product FMIDs and any received PTFs.
Step APYFMID must end with a condition code of 0. Step APYPTFS is considered successful under any of the following conditions:
® Step ends with condition code 0.
® Step ends with condition code 4, and message GIM42001W is written in ddname SMPOUT.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
Submit the JCL in member UNVINO6. The JCL member performs an SMP/E ACCEPT of product FMIDs and any applied PTFs.
Step ACCFMID must end with a condition code of 0. Step ACCPTFS is considered successful under any of the following conditions:
® Step ends with condition code 0 or 4.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
Edit and submit the JCL in member UNVINO9. The JCL requires modifications as listed in the MODIFICATIONS section of the comments at
the top of the JCL.
The JCL copies the Universal Enterprise Controller and Universal Broker started procedure JCL to a system procedure library.
All steps must end with a return code 0.

Submit the JCL in member UNVUG630. The JCL allocates a PDS used by the Universal Broker keystore feature, installs the UFTP client
configuration member UFTCFGO0O0, and sets the location of the UFTP client in the UAG Server configuration member, UAGCFGO00.

Perform required z/OS configuration steps as described in z/OS Installation - Configuration.
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Universal Agent 6.2.x Upgrade, Existing CSI

The Universal Agent 6.2.x Upgrade, Existing CSl installation process describes how to upgrade an existing Universal Agent 6.2.x package in an existing

SMP/E CSI.

The installation JCL referenced by the installation steps is created by the #SETUP member in the Universal Agent INSTALL library. Each step consists of
running a batch job. The batch job must end with the appropriate return code before proceeding to the next step.

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Edit and submit the JCL in member #SETUP.

The #SETUP JCL creates customized installation JCL used by the following installation steps and for product maintenance and
customization. All the JCL is created as members in the INSTALL library.

To change customizations after the job is executed, edit the #SETUP member with the new customizations and resubmit the job. All INSTALL
library members will be replaced.

All steps must end with a return code 0.

Submit the JCL in member UNVINO4. The JCL performs an SMP/E RECEIVE of the product FMIDs and available PTFs from the distribution
data sets.

All steps must end with a return code 0.
Submit the JCL in member UNVINO5. The JCL performs an SMP/E APPLY of the product FMIDs and any received PTFs.
Step APYFMID must end with a condition code of 0. Step APYPTFS is considered successful under any of the following conditions:
® Step ends with condition code 0.
® Step ends with condition code 4, and message GIM42001W is written in ddname SMPOUT.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
Submit the JCL in member UNVINO6. The JCL member performs an SMP/E ACCEPT of product FMIDs and any applied PTFs.
Step ACCFMID must end with a condition code of 0. Step ACCPTFS is considered successful under any of the following conditions:
® Step ends with condition code 0 or 4.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
Edit and submit the JCL in member UNVINO9. The JCL requires modifications as listed in the MODIFICATIONS section of the comments at
the top of the JCL.
The JCL copies the Universal Enterprise Controller and Universal Broker started procedure JCL to a system procedure library.
All steps must end with a return code 0.
Submit the JCL in member UNVIN10. The JCL creates the JSC VSAM dataset.
All steps must end with a return code 0.
Submit the JCL in member UNVUG620. The JCL allocates a PDS used by the Universal Broker keystore feature, installs the UFTP client
configuration member UFTCFGO00, and sets the location of the UFTP client and JSC dataset in the UAG Server configuration member,

UAGCFGO00.

Perform required z/OS configuration steps as described in z/OS Installation - Configuration.
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Universal Agent 5.2.0 Upgrade, Existing CSI

The Universal Agent 5.2.0 Upgrade, Existing CSl installation process describes how to upgrade an existing Universal Agent 5.2.0 package in an existing

SMP/E CSI.

The installation JCL referenced by the installation steps is created by the #SETUP member in the Universal Agent INSTALL library. Each step consists of
running a batch job. The batch job must end with the appropriate return code before proceeding to the next step.

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Edit and submit the JCL in member #SETUP.

The #SETUP JCL creates customized installation JCL used by the following installation steps and for product maintenance and
customization. All the JCL is created as members in the INSTALL library.

To change customizations after the job is executed, edit the #SETUP member with the new customizations and resubmit the job. All INSTALL
library members will be replaced.

All steps must end with a return code 0.

Submit the JCL in member UNVINO4. The JCL performs an SMP/E RECEIVE of the product FMIDs and available PTFs from the distribution
data sets.

All steps must end with a return code 0.
Submit the JCL in member UNVINO5. The JCL performs an SMP/E APPLY of the product FMIDs and any received PTFs.
Step APYFMID must end with a condition code of 0. Step APYPTFS is considered successful under any of the following conditions:
® Step ends with condition code 0.
® Step ends with condition code 4, and message GIM42001W is written in ddname SMPOUT.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
Submit the JCL in member UNVINO6. The JCL member performs an SMP/E ACCEPT of product FMIDs and any applied PTFs.
Step ACCFMID must end with a condition code of 0. Step ACCPTFS is considered successful under any of the following conditions:
® Step ends with condition code 0 or 4.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
Edit and submit the JCL in member UNVINO9. The JCL requires modifications as listed in the MODIFICATIONS section of the comments at
the top of the JCL.
The JCL copies the Universal Enterprise Controller and Universal Broker started procedure JCL to a system procedure library.
All steps must end with a return code 0.
Submit the JCL in member UNVIN10. The JCL creates the JSC VSAM dataset.
All steps must end with a return code 0.
Submit the JCL in member UNVUG5XX. The JCL allocates a PDS used by the Universal Broker keystore feature, installs the UFTP client
configuration member UFTCFGO00, and sets the location of the UFTP client and JSC dataset in the UAG Server configuration member,

UAGCFGO00.

Perform required z/OS configuration steps as described in z/OS Installation - Configuration.
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Workload Automation 5.1.0 Upgrade, Existing CSI

The Workload Automation 5.1.0 Upgrade, Existing CSI installation process describes how to upgrade an existing Workload Automation 5.1.0 package in
an existing SMP/E CSI.

The installation JCL referenced by the installation steps is created by the #SETUP member in the Universal Agent INSTALL library. Each step consists of
running a batch job. The batch job must end with the appropriate return code before proceeding to the next step.

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Edit and submit the JCL in member #SETUP.

The #SETUP JCL creates customized installation JCL used by the following installation steps and for product maintenance and
customization. All the JCL is created as members in the INSTALL library.

To change customizations after the job is executed, edit the #SETUP member with the new customizations and resubmit the job. All INSTALL
library members will be replaced.

All steps must end with a return code 0.

Submit the JCL in member UNVINO4. The JCL performs an SMP/E RECEIVE of the product FMIDs and available PTFs from the distribution
data sets.

All steps must end with a return code 0.
Submit the JCL in member UNVINO5. The JCL performs an SMP/E APPLY of the product FMIDs and any received PTFs.
Step APYFMID must end with a condition code of 0. Step APYPTFS is considered successful under any of the following conditions:
® Step ends with condition code 0.
® Step ends with condition code 4, and message GIM42001W is written in ddname SMPOUT.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
Submit the JCL in member UNVINO6. The JCL member performs an SMP/E ACCEPT of product FMIDs and any applied PTFs.
Step ACCFMID must end with a condition code of 0. Step ACCPTFS is considered successful under any of the following conditions:
® Step ends with condition code 0 or 4.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
Edit and submit the JCL in member UNVINO9. The JCL requires modifications as listed in the MODIFICATIONS section of the comments at
the top of the JCL.
The JCL copies the Universal Enterprise Controller and Universal Broker started procedure JCL to a system procedure library.
All steps must end with a return code 0.
Submit the JCL in member UNVIN10. The JCL creates the JSC VSAM dataset.
All steps must end with a return code 0.
Submit the JCL in member UNVUG5XX. The JCL allocates a PDS used by the Universal Broker keystore feature, installs the UFTP client
configuration member UFTCFGO00, and sets the location of the UFTP client and JSC dataset in the UAG Server configuration member,

UAGCFGO00.

Perform required z/OS configuration steps as described in z/OS Installation - Configuration.
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Stonebranch Solutions 4.x Upgrade, Existing CSI

The Stonebranch Solutions 4.x Upgrade, Existing CSI installation process describes how to upgrade an existing Stonebranch Solutions 4.x package in an
existing SMP/E CSI.

The installation JCL referenced by the installation steps is created by the #SETUP member in the Universal Agent INSTALL library. Each step consists of
running a batch job. The batch job must end with the appropriate return code before proceeding to the next step.

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Edit and submit the JCL in member #SETUP.

The #SETUP JCL creates customized installation JCL used by the following installation steps and for product maintenance and
customization. All the JCL is created as members in the INSTALL library.

To change customizations after the job is executed, edit the #SETUP member with the new customizations and resubmit the job. All INSTALL
library members will be replaced.

All steps must end with a return code 0.

Submit the JCL in member UNVUG4XX. The JCL removes the UAR configuration and component definition members in the non-SMP/E
UNVCONF and UNVCOMP libraries, respectively, allocates the UAG model data set, and allocates a PDS used by the Universal Broker
keystore feature.

All steps must end with return code 0.

Submit the JCL in member UNVINO4. The JCL performs an SMP/E RECEIVE of the product FMIDs and available PTFs from the distribution
data sets.

All steps must end with a return code 0.
Submit the JCL in member UNVINOS5. The JCL performs an SMP/E APPLY of the product FMIDs and any received PTFs.
Step APYFMID must end with a condition code of 0. Step APYPTFS is considered successful under any of the following conditions:
® Step ends with condition code 0.
® Step ends with condition code 4, and message GIM42001W is written in ddname SMPOUT.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
Submit the JCL in member UNVINO6. The JCL member performs an SMP/E ACCEPT of product FMIDs and any applied PTFs.
Step ACCFMID must end with a condition code of 0. Step ACCPTFS is considered successful under any of the following conditions:
® Step ends with condition code O or 4.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
Submit the JCL in member UNVINO8. The JCL copies sample configuration members to the configuration libraries.
All steps must end with a return code 0.

Edit and submit the JCL in member UNVINO9. The JCL requires modifications as listed in the MODIFICATIONS section of the comments at
the top of the JCL.

The JCL copies the Universal Enterprise Controller and Universal Broker started procedure JCL to a system procedure library.
All steps must end with a return code 0.

Perform required z/OS configuration steps as described in z/OS Installation - Configuration.
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Universal Products 3.2.0 Upgrade, Existing CSI

The Universal Products 3.2.0 Upgrade, Existing CSl installation process describes how to upgrade an existing Universal Products 3.2.0 package in an
existing SMP/E CSI.

The installation JCL referenced by the installation steps is created by the #SETUP member in the Universal Agent INSTALL library. Each step consists of
running a batch job. The batch job must end with the appropriate return code before proceeding to the next step.

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Edit and submit the JCL in member #SETUP.

The #SETUP JCL creates customized installation JCL used by the following installation steps and for product maintenance and
customization. All the JCL is created as members in the INSTALL library.

To change customizations after the job is executed, edit the #SETUP member with the new customizations and resubmit the job. All INSTALL
library members will be replaced.

All steps must end with a return code 0.

Submit the JCL in member UNVUG320. The JCL upgrades the SMP/E Universal Products configuration from 3.2.0 to 5.2.0, and allocates
the UAG model data set.

The following changes are made:
® Allocates a new AUNVHBIN SMP/E distribution data set, if necessary.
Submit the JCL in member UNVINO4. The JCL performs an SMP/E RECEIVE of the product FMIDs and available PTFs from the distribution
data sets.
All steps must end with a return code 0.
Submit the JCL in member UNVINOS5. The JCL performs an SMP/E APPLY of the product FMIDs and any received PTFs.
Step APYFMID must end with a condition code of 0. Step APYPTFS is considered successful under any of the following conditions:
® Step ends with condition code 0.
® Step ends with condition code 4, and message GIM42001W is written in ddname SMPOUT.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
Submit the JCL in member UNVINO6. The JCL member performs an SMP/E ACCEPT of product FMIDs and any applied PTFs.
Step ACCFMID must end with a condition code of 0. Step ACCPTFS is considered successful under any of the following conditions:
® Step ends with condition code O or 4.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
Submit the JCL in member UNVINO8. The JCL copies sample configuration members to the configuration libraries.
All steps must end with a return code 0.

Edit and submit the JCL in member UNVINO9. The JCL requires modifications as listed in the MODIFICATIONS section of the comments at
the top of the JCL.

The JCL copies the Universal Enterprise Controller and Universal Broker started procedure JCL to a system procedure library.
All steps must end with a return code 0.

Perform required z/OS configuration steps as described in z/OS Installation - Configuration.
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z/OS Installation - Configuration

Overview

The following pages describe the z/OS configuration steps required for the Universal Broker, Universal Enterprise Controller, and Universal Automation
Center Agent:

Started Tasks

Load Library

SMF Exits

JES SYSOUT Processing

Universal Agent Database Configuration

The Universal Broker component is a required component. Universal Enterprise Controller is optional. Universal Automation Center Agent is required to
manage workload with Universal Controller.

The following configuration steps are described:

® |[nstalling the started tasks and setting up the started task user IDs and group IDs.

® APF authorizing the SUNVLOAD library, adding it to program control and adding specific programs to the LNKLST.

® |nstallation of SMF exits.

® Configuration of Universal Spool and Universal Enterprise Controller HFS or zFS databases.

Member UNVINRF in the INSTALL library provides a sample JCL that can be used to execute the RACF commands described in the following pages as a
TSO batch job.

Carefully read the comments in the member before submitting the JCL. The JCL is provided only as a sample. Follow local procedures as necessary for
defining and altering security resources.
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z/OS Configuration - Started Tasks

® 7/OS Configuration - Started Tasks
® Started Task Security
® Universal Broker
® Universal Broker User and Group Profiles
® Universal Broker Data Access
® Universal Enterprise Controller
® Universal Enterprise Controller User and Group Profiles
® Universal Enterprise Controller Data Access
® Associate Started Tasks with User and Group Profiles
® STARTED Class Profile
® Started Procedures Table

z/OS Configuration - Started Tasks

The Universal Agent for z/OS solution consists of two started tasks:

1. Universal Broker is a required started task that provides a number of services for manager and server components.
2. Universal Enterprise Controller is an optional started task that provides monitoring and administration services.

The following started task JCL procedures are provided in the SUNVSAMP library:

®* UBROKER is the JCL procedure for the Universal Broker started task.
® UECTLR is the JCL procedure for the Universal Enterprise Controller started task.

The JCL procedures are copied to a system procedure library by installation job UNVINO9. If this was not done, copy the JCL members to the appropriate
procedure library for your local environment.

The started task programs utilize both z/OS UNIX System Services (USS) and MVS services. As a result of using USS services, the programs execute as
USS processes. As do all USS processes, the Universal Broker and Universal Enterprise Controller processes must execute with user profiles that have a
properly defined OMVS segments. Additionally, the user profiles must be permitted security access to privileged USS services in order for them to perform
specific functions.

This page describes the following configuration tasks:

Started task security requirements.

Defining the started task user and group profiles.

Permitting the started task user profile to required security resources.
Associating started tasks with the user and group profiles.

Started Task Security

z/OS UNIX System Services (USS) operates in one of two different security modes. If the resource profile BPX.DAEMON is not defined, USS is operating
in UNIX-level security mode; otherwise, USS is operating in z/OS UNIX security mode.

UNIX-level security provides few options to control access to USS services. A user account that requires access to privileged services must be defined
with a UID value of 0, which is referred to as superuser.

z/OS UNIX security provides better access controls to USS services using a SAF security package, such as RACF. A user account can be defined with a
non-zero UID and granted permissions to specific resource profiles that protect USS services. Superuser access is granted not with UID 0 but with READ
access to the resource BPX.SUPERUSER in the FACILITY class.

Universal Broker

The Universal Broker started task provides services for local and remote Universal Agent managers, such as Universal Command managers or Universal
Data Mover managers. Locally executed managers register with the local Universal Broker for monitoring, configuration data, and event recording.
Remotely executed managers communicate with the local Universal Broker over a TCP/IP network connection and request execution of server
components in order to process local services, such as execution of commands or transfer of data.

Server components initiated by the Universal Broker started task execute as child processes of the Universal Broker process. As such, the server
components inherit the user identifier of the Universal Broker process. Some server components, such as Universal Command server, can switch the user

identifier with which the work is executed. Switching a user identifier is a privileged operation. The Universal Broker user profile requires sufficient security
access for itself and the server components to perform their services.

Universal Broker User and Group Profiles
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The security requirements of the Universal Broker depend upon which services are being utilized. By default, all services are configured to be used. Some
services can be disabled to reduce the amount of authority the Universal Broker user profile requires. The following table lists the USS privileged services
for each component and how to disable the service so that security access to the service is not required.

Service

Change d
irectory o
wnership

Create
external
links
owned by
uiD 0

Switch
user ID
and

group
associatio
ns

Change
server
compone
nt job
name

Description

Universal Broker dynamically mounts its USS file systems.
Once the file systems are mounted, the Broker will initialize
them. Initialization consists of changing the ownership of the
file systems root directories to the Broker user identifier.

Universal Broker dynamically creates external links on the
USS file system to select MVS programs in its STEPLIB
ddname allocation. The external links are required for the
USS spawn function used by the Universal Broker to
execute the components. In addition, the UDM Manager
also requires external links to execute UCMD Manager or
the Universal Connector for SAP (USAP). The external links
must be owned by UID 0 when they link to an MVS program
that resides in an APF authorized library. Creation of the
external links so that they are owned by UID 0 requires
superuser access.

Universal Command, Universal Data Mover, and Universal
Control switch their user IDs with which a work request is
executed. The user ID is first authenticated before switching
unless there is a Universal Access Control List (UACL) entry
that turns authentication off for the request.

Universal Broker will set the job name of child server
processes to the appropriate component name. For
example, when the Universal Broker starts a Universal
Command server component, the job name is set to
UCMSRV.

Disabling

Initialize the file system ownership manually. The Broker will not
dynamically mount the file systems and initialize them if they are already
mounted and initialized.

Make sure the account used to execute the Universal Broker STC owns the
location on which the file system is mounted.

Create the external links manually at a permanent location in the USS file
system. The content/name of the external links is user-defined. The
external links must be owned by UID 0. Specify the external link absolute
path name in the component definition START_COMMAND option for
UAGSRYV, UCMSRYV, UCTSRV, and UDMSRYV, located in UNVCOMP
(UAGCMPO00), UNVCOMP(UCSCMP00), UNVCOMP(UTSCMPO0), and
UNVCOMP(UDSCMPOQO0), respectively. Absolute paths to the external links
that Universal Broker creates for UCMD and USAP (for the UDM exec and
execsap commands) and UCTL can be specified with the ucmd_path,
usap_path, and uctl_path configuration options defined in UNVCONF
(UBRCFGO00).

Set the Universal Command, Universal Data Mover, and Universal Control
servers configuration SECURITY option to a value of NONE. With
SECURITY set to NONE, all work requests are executed with the Universal
Broker's user ID.

Starting with Universal Agent 6.5.0.0, if a valid account password is
provided, security contexts can be switched even when the Broker is
running without access to BPX.SUPERUSER or BPX.DAEMON. This
feature allows the SECURITY option to be set to a value other than NONE,
but does not support UACL entries that turn authentication off for a
particular request via the 'noauth’ parameter. With this option, supplemental
group information for the user account will be set, but the process' effective
group ID will not be changed. This means that access to system resources
must be granted to the specific user account.

There is no product configuration option to disable this. By simply not
permitting the Broker to the resource profile that protects it, all server
components will run with the Universal Broker job name with a numeric
value appended to it (for example, UBROKER?2).

How to configure the Universal Broker started task user profile to meet security requirements depends on whether USS is running with UNIX-level security
or z/OS UNIX security. The following sections describe how to configure the Universal Broker user profile to perform the privileged services listed above
for both USS UNIX-level security and z/OS UNIX security configurations.

UNIX-level Security

UNIX-level security refers to a USS security environment where the resource profile BPX.DAEMON is not defined to the FACILITY class.

The only method of permitting a user profile access to privileged services is to define the user profile with a UID value of 0 (superuser). The Universal
Broker user profile must be defined with UID 0 to perform any privileged service.

The following steps define the Universal Broker user profile for a UNIX-level security environment:

Step 1

Step 2

ADDGROUP UBRGRP OWNER( SYS1) OWS(G D(5001))

Add the Universal Broker group profile UBRGRP using the following RACF command:

Change the GID value 5001 to a value suitable for your local USS environment. The GID value must be unique among all group profiles.

Add the Universal Broker user profile UBRUSR using the following RACF command:

ADDUSER UBRUSR DFLTGRP( UBRGRP) OWNER( SYS1) NOPASSWORD OMVS( Ul D( 0))

z/OS UNIX Security
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z/OS UNIX security refers to a USS security environment where the resource profile BPX.DAEMON is defined to the FACILITY class.

The Universal Broker user profile must be defined with a valid OMVS segment with a non-zero, unique UID value. The user profile security requirements
are listed in the following table for each privileged service.

Service Requirement
Change directory ownership READ access to BPX.SUPERUSER resource profile in the FACILITY class.
Create external links owned by UID 0 = READ access to BPX.SUPERUSER resource profile in the FACILITY class.
Switch user ID and group associations = READ access to BPX.DAEMON and BPX.SUPERUSER resource profiles in the FACILITY class.

Change server component job name READ access to the BPX.JOBNAME profile in the FACILITY class.

The security requirements can be lifted if the feature that utilizes the service is disabled as described above.

The following steps configure the Universal Broker user profile for a z/OS UNIX security environment:

Step 1 | Add the Universal Broker group profile UBRGRP using the following RACF command:

ADDGROUP UBRGRP OWNER( SYS1) OWS(G D(5001))

Change the GID value 5001 to a value suitable for your local USS environment. The GID value must be unique among all group profiles.

Step 2 | Add the Universal Broker user profile UBRUSR using the following RACF command:

ADDUSER UBRUSR DFLTGRP( UBRGRP) OWNER( SYS1) NOPASSWORD OMVS( Ul D( 5001))

Change the UID value 5001 to a value suitable for your local USS environment. The value must be unique among all user profiles.

Step 3 | Permit the Universal Broker user profile READ access to the resource profiles required for enabled services. The following RACF commands
permit the user profile to the resources required for all privileged services:

PE BPX. DAEMON CLASS( FACI LI TY) | D( UBRUSR) ACCESS( READ)
PE BPX. SUPERUSER CLASS(FAC! LI TY) | D( UBRUSR) ACCESS( READ)
PE BPX. JOBNAME CLASS(FACI LI TY) |D(UBRUSR) ACCESS( READ)
SETR RACLI ST(FACI LI TY) REFRESH

As described above, services can be disabled to make access to BPX.DAEMON and BPX.SUPERUSER optional. By not granting the Universal Broker
account access to these resources, the Broker STC will run in unprivileged mode. Access to resources the Broker requires will need to be manually
configured, but user context switching is still possible.

Universal Broker Data Access

The Universal Broker user profile UBRUSR requires the following access to the data sets allocated in the Universal Broker started task, UBROKER:

Ddname Access Description
STEPLIB READ Program library
UNVCONF | ALTER Product configuration data
UNVRFC READ Universal Connector SAP RFC file

UNVCOMP | ALTER Product component definition data

UNVNLS READ Product national language support data
UNVCREF READ Universal Command command reference definitions
UNVDB UPDATE  Universal Broker HFS component database

UNVSPOOL A UPDATE  Universal Broker HFS spool database
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UNVTMPL READ Universal Broker configuration templates
UNVTRACE | UPDATE @ Universal Broker application trace PDSE
UNVTRMDL @ ALTER Universal Broker application model trace data set
UNVLOG UPDATE  Universal Broker log data set

UNVKSTR UPDATE  Universal Broker Keystore data set

UNVAGMDL @ ALTER Universal Automation Center Agent (UAG) model log data set

Universal Enterprise Controller

The Universal Enterprise Controller started task provides services for monitoring and administering Universal Agents distributed throughout the computer
network. GUI clients connect to Universal Enterprise Controller to perform tasks and view component activity and statuses.

Universal Enterprise Controller User and Group Profiles

The security requirements of the Universal Enterprise Controller depend upon which services are being utilized. By default, all services are configured to
be used. Some services can be disabled to reduce the amount of authority the Universal Enterprise Controller user profile requires. The following table lists
the USS privileged services and how to disable the service so that security access to the service is not required.

Service Description Disabling
Mount Universal Enterprise Controller dynamically mounts its USS file system. Mounting a file Statically mount the Universal Enterprise
file system requires APF authorization or superuser access. Universal Enterprise Controller | Controller file system.
system is not APF authorized.

Make sure the account used to execute the

Universal Enterprise Controller STC owns the

location on which the file system is mounted.
Change Universal Enterprise Controller will initialize its file system if it detects initialization has Initialize the file system ownership manually.

directory not been completed. Initialization consists of changing the ownership of the file system
ownership | root directory to the Universal Enterprise Controller user identifier.

How to configure the Universal Enterprise Controller started task user profile to meet security requirements depend on whether USS is running with UNIX-
level security or z/OS UNIX security. The following sections describe how to configure the Universal Enterprise Controller user profile to perform the
privileged services listed above for both USS UNIX-level security and z/OS UNIX security configurations.

UNIX-level Security
UNIX-level security refers to a USS security environment where the resource profile BPX.DAEMON is not defined to the FACILITY class.

The only method of permitting a user profile access to privileged services is to define the user profile with a UID value of 0 (superuser). The Universal
Enterprise Controller user profile must be defined with UID 0 to perform any privileged service.

The following steps define the Universal Enterprise Controller user profile for a UNIX-level security environment:

Step 1 | Add the Universal Enterprise Controller group profile UECGRP using the following RACF command:

ADDGROUP UECGRP OWNER( SYS1) OWS(G D(5002))

Change the GID value 5002 to a value suitable for your local USS environment. The GID value must be unique among all group profiles.

Step 2 | Add the Universal Enterprise Controller user profile UECUSR using the following RACF command:
ADDUSER UECUSR DFLTGRP( UECGRP) OWNER( SYS1) NOPASSWORD OWS( Ul D( 0))
z/OS UNIX Security

z/OS UNIX security refers to a USS security environment where the resource profile BPX.DAEMON is defined to the FACILITY class.

The Universal Enterprise Controller user profile must be defined with a valid OMVS segment with a non-zero, unique UID value. The user profile security
requirements are listed in the following table for each privileged service.
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Service Requirement

Mount file system READ access to BPX.SUPERUSER resource profile in the FACILITY class.

Change directory ownership | READ access to BPX.SUPERUSER resource profile in the FACILITY class.

The security requirements can be lifted if the feature that utilizes the service is disabled as described above.

The following steps configure the Universal Enterprise Controller user profile for a z/OS UNIX security environment:

Step 1  Add the Universal Enterprise Controller group profile UECGRP using the following RACF command:

ADDGROUP UECGRP OWNER( SYS1) OMWS(G D(5002))

Change the GID value 5002 to a value suitable for your local USS environment. The GID value must be unique among all group profiles.

Step 2 | Add the Universal Enterprise Controller user profile UECUSR using the following RACF command:

ADDUSER UECUSR DFLTGRP( UECGRP) OWNER(SYS1) NOPASSWORD OWS( Ul D(5002))

Change the UID value 5002 to a value suitable for your local USS environment. The value must be unique among all user profiles.

Step 3 | Permit the Universal Enterprise Controller user profile READ access to the resource profiles required for enabled services. The following
RACF commands permit the user profile to the resources required for all privileged services:

PE BPX. SUPERUSER CLASS( FACI LI TY) | D( UECUSR) ACCESS( READ)
SETR RACLI ST(FACI LI TY) REFRESH

Universal Enterprise Controller Data Access

The Universal Enterprise Controller user profile UECUSR requires the following access to the data sets allocated in the Universal Enterprise Controller
started task, UECTLR:

Ddname Access Description
STEPLIB READ Program library
UNVCONF ' READ Product configuration data
UNVNLS READ Product national language support data
UNVDB UPDATE  Universal Enterprise Controller HFS database

UNVMSGS @ UPDATE | Universal Enterprise Controller message trace data
UNVPRSR | UPDATE | Universal Enterprise Controller parser trace data

UNVTRACE UPDATE | Universal Enterprise Controller application trace data

Associate Started Tasks with User and Group Profiles

The started tasks must be associated with their user and group profiles defined above. IBM provides two different methods to accomplish this using RACF:

1. STARTED Class Profile
2. Started Procedures Table

Both methods are described below. Only one, not both, of the methods is required. They are provided as examples for your reference. Your local security
procedures and processes should be followed.

STARTED Class Profile

The following procedure describes how to associate a user and group profile with the started procedures using the RACF class STARTED method.
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Step 1 | Define a STARTED class profile for the Universal Enterprise Controller started procedure with the following TSO command:

RDEFI NE STARTED UECTLR. * STDATA( USER( UECUSR) GROUP( UECGRP) )

The started procedure member name used in the above command is UECTLR. If this has been change, the name in the REDEFINE
command must also be changed to match.

Step 2 | Define a STARTED class profile for the Universal Broker started procedure with the following TSO command:

RDEFI NE STARTED UBROKER. * STDATA( USER( UBRUSR) GROUP( UBRGRP) )

The started procedure member name used in the above command is UBROKER. If this has been change, the name in the REDEFINE
command must also be changed to match.

Step 3 | The STARTED class must be refreshed to recognize the new profile definitions. The following command assumes that the STARTED class
is active and RACLIST'ed.

SETROPTS RACLI ST( STARTED) REFRESH

Started Procedures Table

This section describes how to associate a user and group profile with the started procedures using the RACF started procedure table ICHRINO3 method.

The ICHRINO3 table resides in a system LPA library, such as SYS1.LPALIB. Changes to the table require a system IPL using the CLPA option for them to
take effect. RACF loads the table at IPL.

Step 1 | Add the following entry to the ICHRINO3 table. The table is an assembly language program that is assembled and link edited into a system
LPA library.

DC CL8' UECTLR ' PROC NAME

DC CL8' UECUSR ' UEC USER PROFI LE
DC CL8" UECGRP ' UEC GROUP PROFI LE
DC XL1' 00

DC XL7' 00

DC CL8" UBROKER ' PROC NAME

DC CL8' UBRUSR UBR USER PROFI LE
DC CL8' UBRGRP ' UBR GROUP PROFI LE
DC XL1' 00

DC XL7' 00

Step 2 | Increment the table count field by two. (The count field is the first 2 bytes of the table.)

Step 3 | Assemble and link edit the ICHRINO3 table.
IBM provides a sample ICHRINO3 table and the JCL to assemble and link edit it in SYS1.SAMPLIB(RACTABLE).

Step4 | IPL the system with the CLPA option.
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z/OS Configuration - Load Library

Overview

APF Authorization
Program Control
LNKLST

Overview

All Universal Agent programs are installed into the SUNVLOAD PDSE library. The SUNVLOAD library installation requirements are
® Must be APF authorized.
® Must be defined to RACF Program Control.
® Specific programs or SUNVLOAD must be added to the LNKLST only if Universal Automation Center Agent (UAG) is utilized.

The following sections describe the z/OS configuration steps to satisfy these requirements.

APF Authorization

The SUNVLOAD library can be APF authorized using one of the following methods:
®* The SETPROG APF console command. The library remains APF authorized only until the next IPL. The SETPROG APF console command is
documented in the IBM MVS System Commands manual.
® A PROGxx member of PARMLIB referenced by a SET PROG=xx console command or a PROG=xx statement in IEASYSxx PARMLIB member.
The PROGxx PARMLIB member is documented in the IBM MVS Initialization and Tuning Reference manual, and the SET console command is

documented in the IBM MVS System Commands manual.
® Updating the IEAAPFxx PARMLIB member and perform an IPL. The IEAAPFxx PARMLIB member is documented in the IBM MVS Initialization

and Tuning Reference manual.

SETPROG APF Command
The SETPROG command temporarily adds a library to the APF list. Use one of the other methods to add the load library permanently to the APF list.
The SETPROG APF console command to add data set #HLQ.SUNVLOAD on volume #SMPVOL to the APF list is illustrated below. Change #HLQ to the

appropriate high-level qualifier for your installation and #SMPVOL to the volume on which the library is allocated. SUNVLOAD APF authorization should be
permanently established based on local site requirements.

SETPROG APF, ADD, DSNAMVE=#HL Q. SUNVLCOAD, VOLUVME=#SMPVOL

PROGxx PARMLIB Member

The data set can be added permanently to the APF list using the appropriate PROGxx PARMLIB member. The appropriate PROGxx member is
referenced in the IEASYSxx PARMLIB member. The PROGxx member can be activated dynamically with the SET PROG=xx console command.

The APF statement of the PROGxx PARMLIB member is illustrated below. The APF statement adds data set #HLQ.SUNVLOAD on volume #SMPVOL to
the APF list. Change #HLQ to the appropriate high-level qualifier for your installation and #SMPVOL to the volume on which the library is allocated.

APF ADD DSNANME( #HLQ SUNVLOAD) VOLUNME( #SMPVOL)

Program Control

Specific services of the z/OS UNIX environment require all programs loaded in the address space to be defined in the security product as controlled. RACF
provides program and library control features. By defining a program as controlled, you are implying a certain level of trust, as opposed to a program being
run that is not defined as controlled.

The following table identifies the programs in the SUNVLOAD library that must be defined as program controlled.

Program Description
UCMSRV Universal Command Server
UDMSRV Universal Data Mover Server

UCTSRV Universal Control Server
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UECTLR Universal Enterprise Controller

UAGSRV Universal Automation Center Agent

The requirement for program control for each of the above programs is the same:

1. Use of the _passwd C function to authenticate user ID's
2. Use of the setuid C function to switch to the authenticated user ID's

Defining a program or library to RACF program control is accomplished by defining the library to the PROGRAM class.

The following RACF TSO command illustrates defining the library to the PROGRAM class. Change #HLQ to the appropriate high-level qualifier for your
installation.

RDEF PROGRAM ** ADDVEM ' #HLQ SUNVLOAD // NOPADCHK) UACC( READ)

After defining the library as RACF program controlled, the PROGRAM class must be refreshed. The following RACF TSO command illustrates:

SETROPTS WHEN( PROGRAM) REFRESH

When all programs executing in an address space are program controlled, the address space is considered a clean environment. All programs loaded
dynamically into a clean environment must also be program controlled else the address space is terminated.

Some Universal Agent components may load some IBM modules at runtime to perform requested services. All IBM modules loaded dynamically are
loaded from SYS1.LINKLIB. Each member or all members of SYS1.LINKLIB must be set up as program controlled.

The following modules are loaded from SYS1.LINKLIB:

® |GGCSIOO0 (Catalog Search Interface)
® |EBCOPY (PDSI/E copy utility)

SYSL1.LINKLIB normally is set up so that all members are program controlled. Verify how your installation has defined SYS1.LINKLIB in regards to the
program control facility. If necessary, define the individual members listed above, or all members of SYS1.LINKLIB, as program controlled.

LNKLST

The following Universal Automation Center Agent programs and their aliases must be added to the LNKLST for them to be available to all batch jobs and
TSO users:

®* UAGRERUN provides batch job rerun capability. The program must be available to all jobs managed by Automation Center.
® UAGCMDZ (and its alias OPSCMDZ) provides a TSO command interface to Universal Controller. The TSO command interface is optional.

The programs are located in the SUNVLOAD library.
If the Universal Automation Center Agent is not used in your installation, this z/OS configuration step can be skipped.
The UAGRERUN and UAGCMDZ programs and their aliases should be added to the LNKLST using one of the following methods:
® Copy the programs and their aliases to a PDSE library that is already in the LNKLST.
® A PROGxx member of PARMLIB referenced by a SET PROG=xx console command or a PROG=xx statement in IEASYSxx PARMLIB member.
The PROGxx PARMLIB member is documented in the IBM MVS Initialization and Tuning Reference manual, and the SET console command is
documented in the IBM MVS System Commands manual.

® Updating the LNKLSTxx PARMLIB member and perform an IPL. The LNKLSTxx PARMLIB member is documented in the IBM MVS Initialization
and Tuning Reference manual.

Copying Programs and Aliases
The UAGRERUN and UAGCMDZ and their aliases may be copied to a PDSE data set that is already in the LNKLST.

The SUNVLOAD library is a PDSE and the programs are program objects using program management features that are not supported in a PDS. For this
reagon, the programs must be copied to a PDSE in the LNKLST and not to a PDS.

The JCL below executes IEBCOPY to copy the programs and their aliases to a LNKLST library. Change #HLQ to the appropriate high-level qualifier for
your installation and change the data set allocated to ddname OUT to the target PDSE in the LNKLST. The job must end with return code 0.
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//jobname JOB CLASS=A, MSGCLASS=H, NOTI FY=&SYSUI D, COND=( 0, NE)
/| STEP1 EXEC PGVEI EBCOPY, PARM=' RCANOREP'
/1l'N DD DI SP=SHR, DSN=#HLQ. SUNVLOAD
/1 QUT DD DI SP=SHR, DSN=I nkl st . pdse
/1 SYSUT3 DD UNI T=SYSDA, SPACE=(CYL, (1,1))
/| SYSUT4 DD UNI T=SYSDA, SPACE=(CYL, (1,1))
/1 SYSPRINT DD SYSOUT=*
/1 SYSIN DD *

COPYGRP I =((IN,R)), O=QUT

S M=UAGRERUN

S M=UAGCMDZ
/ *

SETPROG LNKLST Command

The SETPROG LNKLST command dynamically modifies the LNKLST. The LNKLST changes remain in effect until the next IPL. Use one of the other
methods to add the load library permanently to the LNKLST.

LNKLST's are managed as sets. A LNKLST set has a name and consists of an order number of data sets or libraries. To dynamically change the current
LNKLST, a LNKLST set must be created, updated, and activated. A newly activated LNKLST set will be active for new address spaces, but existing
address spaces are not updated.

The SETPROG LNKLST console command is used to create, update, and activate a LNKLST set. The SETPROG commands to add a data set to the
LNKLST are illustrated below. The commands define a LNKLST set name Inklstname based on the currently active LNKLST set. It then adds the
SUNVLOAD library at the top of the data set list. Lastly, it activates the new LNKLST set. Change #HLQ to the appropriate high-level qualifier for your
installation and the LNKLST set name to meet your local installation requirements. Ensure each command completes successfully before executing the
next.

SETPROG LNKLST, DEFI NE, NAME=I nkl st name, COPYFROMECURRENT
SETPROG LNKLST, ADD, NAME=I nkl st name, DSNAME=#HLQ. SUNVLOAD, ATTOP
SETPROG LNKLST, ACTI VATE, NAME=I nkl st name

PROGxx PARMLIB Member

The SUNVLOAD library can be added permanently to the LNKLST using the appropriate PROGxx PARMLIB member. The appropriate PROGxx member
is referenced in the IEASYSxx PARMLIB member.

The LNKLST statement of the PROGxx PARMLIB member is illustrated below. The LNKLST statement adds data set #HLQ.SUNVLOAD to the LNKLST
set Inklstname. Change #HLQ to the appropriate high-level qualifier for your installation and Inklstname to the appropriate LNKLST set name for your
installation.

LNKLST ADD NAME( I nkl st name) DSNAME( #HLQ SUNVLQAD)
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z/OS Configuration - SMF EXits

® Overview
® SMF Exit Introduction
® Universal Command Server
® Configuring SMF
® Installing SMF Exit Routines
® Universal Automation Center Agent
® Configuring SMF
® Installing SMF Exit Routines

Overview

SMF exits are utilized by the following Universal Agent components to provide their z/OS services:

® Universal Command Server uses one SMF exit to provide support for starting Started Tasks (STC) using Universal Command Manager. If
Universal Command STC support is not required, the SMF exit does not need to be installed.
® Universal Automation Center Agent uses a number of SMF exits to provide a range of services available in Universal Controller.

The following sections describe how to install the SMF exits for each component. The SMF exits are only required if the component or component services
are required.

SMF Exit Introduction

MVS System Management Facilities (SMF) collects and records system events in the form of SMF records. An SMF record is identified with a numeric
record type. In addition to recording system events, SMF provides exit points in the control program from which system or application provided exit routines
or programs can be called at the time work is being processed. The SMF exit routines can take appropriate actions based on the point at which the exit is
called and the information provided in the SMF record. The SMF exits allow for systems and applications to monitor and augment the processing of MVS
workload. For additional information on SMF, refer to the IBM manuals MVS System Management Facilities (SMF), MVS Installation Exits, and MVS
Initialization and Tuning Reference.

SMF configuration is performed with PARMLIB member SMFPRMxx. SMF configuration relevant for product installation is the SMF record types being
recorded and the SMF exits defined. The SMFPRMxx parameters SYS and SUBSYS define these SMF recording options. The SYS parameter specifies
system wide recording options for all subsystems (JES2, TSO, STC, etc.). The SUBSYS parameter specifies subsystem specific recording options. The
SUBSYS parameter options override the equivalent options specified on the SYS parameter. Any SUBSYS parameter option not specified will default to
the SYS parameter option.

The following example illustrates how SMF SYS and SUBSYS parameters work together.

SYS( EXI TS(| EFUS3, | EFUS4) )
SUBSYS( STC, EXITS(IEFUS3) )

The SYS parameter EXITS option defines the two SMF exits IEFU83 and IEFU84. The SUBSYS parameter for the STC subsystem also specifies the
EXITS option, overriding the SYS EXITS option. The SUBSYS parameter EXIT option defines one SMF exit IEFU83 for the STC subsystem.
Consequentially, only the IEFU83 exit is called for STC subsystem workload. The IEFU84 exit is not called for STC subsystem workload. For all workload
other then the STC subsystem, the SMF exits IEFU83 and IEFU84 are called.

Once SMFPRMxx has defined the appropriate SMF record types to collect and the SMF exits to activate, the product SMF exit routines are installed. IBM
provides the dynamic exit facility to add and remove exit routines dynamically and at IPL. IBM has defined all the SMF exits to the dynamic exit facility. The
exit routines are added or removed from SMF exits using the PROGxx PARMLIB members. The PROGxx EXIT statements used to add product exit
routines are listed in the appropriate sections below.

The exit names used in the dynamic exit facility are formatted as SYSssn. exi t nane, where ssn is the subsystem name, or blank if it is a system wide
exit, and exi t nane is the name of the exit, such as IEFU83. The following table provides some example dynamic exit facility exit names.

Name Description
SYS. | EFU83 The default SMF exit IEFU83 for all system workload types.
SYSSTC. | EFU83 | The SMF exit IEFU83 for STC subsystem workload.

SYSJES2. | EFU83 = The SMF exit IEFU83 for JES2 subsystem workload.
Note

1
When using SMF Exit items, please check against conflicting existing SMF definitions, such as SYSJES2. | EFXXX.

Universal Command Server
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The Universal Broker STC establishes the environment to support STC execution by Universal Command Server. Part of the environment consists of
adding SMF exit routine UNVACTRT to SMF exit point SYSSTC.IEFACTRT.

Note

1
The UNVACTRT exit should reside in LPA, the LNKLST concatenation, or the nucleus. Do not use the DSNAME keyword when defining the exit in
PROGxx; the system will not be able to load the exit when restarting SMF.

The Broker's UCMD_STC_SUPPORT option specifies whether or not the environment for STC support should be established:

® yes (the default) specifies that the environment should be established.
® no specifies that the environment should not be established.

Configuring SMF

Configuring SMF consists of defining SMF exit point SYSSTC.IEFACTRT for the STC subsystem.

The exit point is defined in the SMFPRMxx PARMLIB member with the SUBSYS STC EXITS parameter either implicitly, by excluding the EXITS
parameter, or explicitly.

The following SUBSYS statement illustrates how to define SYSSTC.IEFACTRT:
SUBSYS( STC, EXI TS(| EFACTRT, .. .))

Once the SMFPRMxx PARMLIB member has been modified, the SMFPRMxx member can be activated dynamically by restarting SMF with the following
command:

SET SMF=xX

The following console command displays the active SMF options:

D SMF, O

Installing SMF Exit Routines

The SMF exit routine UNVACTRT is provided as part of the Universal Agent package. UNVACTRT must be added to SMF exit point SYSSTC.IEFACTRT.
The exit routine can be added automatically by the Broker STC when it starts or statically in a PARMLIB member.

Automatic Installation
The Broker dynamically adds SMF exit routine UNVACTRT to the SYSSTC.IEFACTRT exit point if the SMF_EXIT_LOAD_LIBRARY configuration option is

defined in the Universal Broker configuration file. The option indicates that the Broker dynamically add UNVACTRT and specifies the load library from
which UNVACTRT is loaded.

Static Installation

If the Universal Broker configuration option SMF_EXIT_LOAD_LIBRARY is not specified in the Universal Broker configuration file, Universal Broker
assumes that exit routine UNVACTRT already is added and will not attempt to add it when it starts.

Exit routine UNVACTRT is permanently added to SYSSTC.IEFACTRT using the appropriate PROGxx PARMLIB member. The EXIT statement of the
PROGxx PARMLIB member is illustrated below. The EXIT statement adds exit routine UNVACTRT from the #HLQ.SUNVLOAD load library to the SMF
exit point SYSSTC.IEFACTRT. Change #HLQ to the appropriate high-level qualifier for your installation. The exit is no longer given control if it encounters
an ABEND.

EXI T ADD EXI TNAME( SYSSTC. | EFACTRT) MODNAME( UNVACTRT) ABENDNUM 1)
The UNVACTRT exit routine is added when the system is IPL'ed and the PROGxx member is processed. The SMF exit can be added dynamically without
an IPL by activating PROGxx member with the SET console command. The following SET command activates PROGxx member:

SET PROG=xxX

The PROGxx PARMLIB member is documented in the IBM MVS Initialization and Tuning Reference manual. The SET console command is documented
in the IBM MVS System Commands manual.
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The following console command displays the exit routines installed for exit point SYSSTC.IEFACTRT:

D PROG, EXI T, EN=SYSSTC. | EFACTRT, DI AG

Universal Automation Center Agent

The Universal Automation Center Agent (UAG) establishes the environment to support Universal Controller services on z/OS. Part of the environment
consists of establishing the following exit routines:

Exit Point Exit Routine

CNZ_WTOMDBEXIT A UAGWMDBX

SYS.IEFUSI UAGUSI

SYS.IEFU83 UAGUS83

SYS.IEFU84 UAGU84

SYSSTC.IEFU83 UAGUS83
Note

1
When using SMF Exit items, please check against conflicting existing SMF definitions, such as SYSJES2. | EFXXX.
Note

1
UAG versions below 6.6.0.0 require the UAGUJV exit.
UAG versions below 6.4.3.0 require the UAGUJI exit.
If multiple versions of UAG are running on a single z/OS system, older versions of UAGUJV and UAGUJI can be used alongside newer versions of

IEFUSI, IEFU83 and IEFU84. UAGUJV and UAGUJI will be ignored by newer versions of UAG that don't need them, and newer versions of IEFUSI,
IEFU83 and IEFU84 will work appropriately with older versions of UAG.

Configuring SMF

Configuring SMF consists of specifying required SMF record types to collect and the required exit points to define.
The SMF configuration must meet the following requirements:
® SMF record types 14, 15, 16, 17, 30, and 70 must be collected.
® System exit points IEFUSI, IEFU83, and IEFU84 must be defined.
® Assuming the Universal Command SMF exit is installed or there is already a SUBSYS EXITS option for STC, the subsystem STC exit point
IEFU83 must be defined.

The record types and exit points are defined in the SMFPRMxx PARMLIB member. The following SMFPRMxx statements illustrate how to define the
record types to collect and exit points.

The SYS statement uses the NOTYPE parameter to exclude specific record types. This is one of many ways the SYS statement can be specified to meet
the SMF record type requirements.

SYS(NOTYPE( 18: 19, 62: 69, 99) , EXI TS(| EFUS3, | EFUB4, | EFUSI, ...))
SUBSYS( STC, EXI TS(1 EFU83, .. .))

Once the SMFPRMxx PARMLIB member has been modified, the SMFPRMxx member can be activated dynamically by restarting SMF with the following
command:

SET SMF=xx

The following console command displays the active SMF options:

D SMF, O

Installing SMF Exit Routines

The SMF exit routines are installed using the appropriate PROGxx PARMLIB member. The EXIT statements for the PROGxx PARMLIB member are
illustrated below. The EXIT statements add all the exit routines from the #HLQ.SUNVLOAD load library to the appropriate exit points. Change #HLQ to the
appropriate high-level qualifier for your installation.
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EXI T ADD EXI TNAME( SYS. | EFUSI) MODNANME( UAGUSI ) DSNAME( #HLQ. SUNVLQAD)
EXI T ADD EXI TNAVE( SYS. | EFUS3) MODNAME( UAGUS3) DSNAME( #HLQ SUNVLQAD)
EXI T ADD EXI TNAME( SYS. | EFUS4) MODNANME( UAGUS4) DSNAME( #HLQ SUNVLQAD)
EXI T ADD EXI TNAVE( SYSSTC. | EFUS3) MODNAME( UAGUS3) DSNAVE( #HLQ SUNVLOAD)

CNZ_WTOMDBEXIT is not an SMF exit, so it can be configured simply by coding an EXIT statement in a PROGxx PARMLIB member.

For example:

EXI'T ADD EXI TNAME( CNZ_WIOVDBEXI T) MODNAME( UAGAWDBX) DSNAME( #HLQ. SUNVLOAD)

The exit routines are added when the system is IPL'ed and the PROGxx member is processed. The SMF exit routines can be added dynamically without
an IPL by activating PROGxx member with the SET console command. The following SET command activates PROGxx member.

SET PROG=xX

The PROGxx PARMLIB member is documented in the IBM MVS Initialization and Tuning Reference manual. The SET console command is documented
in the IBM MVS System Commands manual.
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z/OS Configuration - JES SYSOUT Processing

® Overview

® Configuration
® Multiple SYSOUT Applications
® UAG SYSOUT Management
® Default Configuration

Note

1
The information in this section applies to UAG release 5.1.0.12 and above.

Overview

This page describes how to configure Universal Automation Center Agent (UAG) to reliably process JES SYSOUT data sets. If UAG is not used, this
information can be skipped.

The batch jobs that UAG submits create JES SYSOUT data sets. UAG processes the following SYSOUT data sets produced by the jobs:

® UAGRERUN report produced by the first step of every batch job UAG submits. The SYSOUT data set is written by step name OPSSTPO0O to
ddname SYSPRINT.
® JES system data sets produced by every batch job. The JES system data sets include the JESMSGLG, JESJCL and JESYSMSG ddnames.

UAG processes the SYSOUT data sets for the following purposes:

1. Retrieving the UAGRERUN report for storage in the Universal Controller.
2. Analyzing JCL errors that occur during JCL conversion or at run-time.
3. Optionally, retrieving the JES system data sets for storage in the Universal Controller.

JES SYSOUT data sets cannot be processed by more then one application at time. Applications, such as spool archivers and JES offloaders, must
process SYSOUT data sets one at a time. If multiple applications process SYSOUT data sets simultaneously, some SYSOUT data sets potentially will not
be processed.

For UAG to reliably process SYSOUT data sets, a JES held class must be dedicated exclusively to UAG. A JES class is defined as held with a JES
JOBCLASS statement with an OUTDISP parameter value of HOLD,HOLD.

Configuration

UAG provides a flexible SYSOUT processing configuration to accommodate a variety of environments. The best configuration depends on your existing
SYSOUT management practices and processes.

There are three UAG configuration options for SYSOUT processing:

® JES SYSOUT_CLASS specifies the JES held class dedicated to UAG SYSOUT processing.
® JES_SYSOUT_DISP specifies the disposition of the SYSOUT data sets once UAG has completed SYSOUT processing.
® JES_SYSOUT_RETENTION specifies the number of hours that job SYSOUT files are retained in the UAG cache directory.

The following sections discuss some possible UAG SYSOUT configurations. The SYSOUT options allow UAG SYSOUT processing to be customized to
meet almost any SYSOUT management requirement. The following configurations are the most common.

Multiple SYSOUT Applications

This configuration addresses environments that have existing SYSOUT applications that process job SYSOUT data sets. These applications are often
called - for example - spool archivers, output management systems, or job log archivers. They typically read all SYSOUT data sets from one or more JES
held classes and archive the SYSOUT in a database. Once they have finished processing the SYSOUT in the JES spool, the SYSOUT is typically deleted
from the spool.

UAG must be properly configured to work with other SYSOUT processing applications. Since SYSOUT data sets cannot be processed simultaneously by
multiple SYSOUT applications, each application must process the SYSOUT data sets one at a time.

The first step is to select a JES held class to dedicate to UAG. The class cannot be shared with any other SYSOUT application. Specify the class with the
UAG JES_SYSOUT_CLASS configuration option. By specifying a JES_SYSOUT_CLASS value, UAG will modify the JOB statement of the jobs it submits
to JES. The JOB statement MSGCLASS parameter is changed to the JES_SYSOUT_CLASS value. If no MSGCLASS parameter is present on the JOB
statement, it will be added. The JOB statement MSGCLASS parameter specifies the JES class where the job's JES system data sets are spooled.

Once UAG has completed processing the SYSOUT data sets, it performs final disposition on them as specified by the UAG JES_SYSOUT_DISP
configuration option. The SYSOUT data sets must be moved to the JES class or classes used by the next SYSOUT application to process them.

There are two ways to specify the JES class to which to move the SYSOUT data sets:
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® |f the original JOB statement MSGCLASS value correctly specified the class, then a JES_SYSOUT_DISP value of KEEP,* will keep the SYSOUT
data sets and move them to the original MSGCLASS class. This configuration requires no JCL changes nor changes to the other SYSOUT

application.
® The class can be specified directly. For example, a JES_SYSOUT_DISP value of KEEP,H will keep the SYSOUT data sets and move them to

held class H.

UAG SYSOUT Management

UAG z/OS task definitions may be defined to retrieve the job log (that is the job's JES system data sets) once the job completes processing. The job logs
are transmitted to the Controller and stored in the database. The job logs can be viewed from the Universal Controller web interface. In this configuration,
once UAG has completed retrieving the job log, the SYSOUT data sets can be deleted from the JES spool. It is assumed that there are no other SYSOUT
applications processing the SYSOUT data sets other then UAG.

The JES_SYSOUT_CLASS option is not required in this configuration. By default, UAG will process a job's SYSOUT data sets from any JES class in
which it finds them.

Once UAG has completed processing the SYSOUT data sets, it performs final disposition on them as specified by the UAG JES_SYSOUT_DISP option.
Since UAG is the one and only SYSOUT application, the SYSOUT data sets can be deleted. A JES_SYSOUT_DISP value of DELETE will remove the
SYSOUT data sets from the JES spool.

Default Configuration
The UAG default configuration is backwardly compatible with previous UAG releases. By default UAG will process SYSOUT data sets in the JES spool

regardless of their disposition (held or not) or class. Consequentially, if the SYSOUT data sets are processed by another application, the results are
unreliable. Once UAG completes processing of the SYSOUT data sets, it leaves them in the JES spool without changing their disposition or class.
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Universal Agent Database Configuration

z/OS UNIX File System Introduction
zFS Configuration
HFS Configuration
Mounting and Unmounting the Databases
® Dynamic Mounts
Manual Mounts
TSO Commands
Console Commands
BPXPRMxx
® Data Set Initialization
® Memory Management

z/OS UNIX File System Introduction

The z/OS implementation of Universal Agent databases utilizes the z/OS UNIX file system. HFS or zFS data sets are used by Universal Broker and
Universal Enterprise Controller started tasks.

The hierarchical file system is a file system used by z/OS UNIX System Services (USS). It is a POSIX conforming hierarchical file system stored in one or
more HFS or zFS data sets bound together into one hierarchical directory structure. A single HFS or zFS data set consists of directory tree and files. Refer
to the IBM UNIX System Services Planning manual for a complete discussion of the z/OS UNIX file system and its administration.

An HFS or zFS data set must be mounted before a program can access any file or directory within it. A mount operation binds the root directory of the HFS
or zFS data set to an existing directory in the hierarchical file system referred to as the mount point. After the mount operation completes, the HFS or zFS
data set's directory structure becomes part of the file system hierarchy starting at the mount point. An HFS or zFS data set can only be mounted one at a
time.

The mount operation makes the files and directories within the HFS or zFS data set accessible to all users. User access is controlled with directory and file
permissions contained within the HFS or zFS data set. Initially, an HFS or zFS data set's root directory is owned by the user that allocated the data set and
the directory permissions are set so that only that user has read, write, and execute permissions (permission mode 700). No other users have access.

zFS Configuration

zFS data sets are created by the installation JCL. The zFS data sets are used by Universal Broker and Universal Enterprise Controller.

A zFS data set is referred to as a zFS aggregate. There are two types of aggregates, depending on whether it contains one or more read / write zFS file
systems:

1. A zFS aggregate that contains only one file system is a compatibility mode aggregate.
2. A zFS aggregate that contains more than one file system is a multi-file system aggregate.

Universal Agent uses compatibility mode aggregates only.

When a zFS data set is mounted, the zFS address space obtains an exclusive enqueue on the data set, preventing it from being allocated by another
address space. For this reason, when using zFS data sets in the Universal Broker or Universal Enterprise Controller started tasks, the data sets cannot be
allocated to the UNVDB or UNVSPOOL ddnames.

The Universal Broker zFS data set names must be specified with the UNIX_DB_DATA_SET and UNIX_SPOOL_DATA_SET Universal Broker
configuration options. The Universal Enterprise Controller zFS data set name must be specified with the UNIX_DB_DATA_SET Universal Enterprise
Controller configuration option. The configuration options can be used to specify HFS data sets as well if this method is preferred over specifying them as a
ddname allocation.

Note

!
Unless otherwise stated in the release notes or install instructions, backward compatibility is always preserved in the Universal Broker and Universal
Enterprise Controller databases. After completing the steps listed in any of the upgrade scenarios listed here, any existing databases used for the old
version also can be used after the upgrade. This means that creating new databases using install job UNVINO7 is not necessary when upgrading.

HFS Configuration

An alternative to using zFS data sets is to use HFS data sets. HFS data sets are created optionally as part of the installation steps with JCL member UNVI
NHF.

Universal Broker allocates the HFS data set used for the databases to ddname UNVDB and the HFS data set used for the spool to ddname UNVSPOOL.

Universal Enterprise Controller allocates the HFS data set used for the databases to ddname UNVDB. No further HFS configuration is required beyond
allocating the appropriate HFS data sets to the ddnames.
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When using HFS data sets instead of zFS data sets, uncomment the UNVDB and UNVSPOOL ddname statements in the Universal Broker started task
procedure and uncomment the UNVDB ddname statement in the Universal Enterprise Controller started task procedure.

The DBHLQ parameter in the Universal Broker started task procedure must also be uncommented.
Alternatively, the HFS data set names can be specified using the UNIX_DB_DATA_SET and UNIX_SPOOL_DATA_SET configuration options. When

these configuration options are used, the ddnames UNVDB and UNVSPOOL are not used. The ddname statements and the DBHLQ parameter can be
removed from the started task procedures.

Mounting and Unmounting the Databases

When the Universal Broker and Universal Enterprise Controller started tasks are started, they checks if their HFS or zFS data sets have been mounted. If
they are mounted, the started tasks will attempt to use them. If they are not mounted, the started tasks will mount the data sets dynamically.
Dynamic Mounts

The started tasks will mount the HFS or zFS data sets if they are not mounted. The data sets are mounted at mount points defined in the directory
specified by the Universal Broker MOUNT_POINT configuration option, which defaults to the / t mp directory. The mount points are subdirectories named

after the data set names. For example, if the HFS or zFS data set name is UNV. UNVDB, the mount point is / t mp/ UNV. UNVDB.

When the started tasks mount a zFS data set, the mount parameter AGGRGROW is used to specify that the zFS data set should automatically utilize
secondary extents to expand if it runs out of allocated space.

The HFS or zFS data sets are not unmounted when the started tasks are stopped. It is not known whether or not other users are using the mounted data
sets.

Manual Mounts

The started tasks will use the existing mounts of the HFS or zFS data sets. Dynamic mounts provide the easiest administration, but you may want to
manually mount the data sets to take advantage of several available mount options. For example, the FSFULL PARM value can be used to issue operator
messages when a file system reaches a specified percent full.

When mounting zFS data sets, the mount parameter AGGRGROW should be used to specify that the zFS data set should automatically utilize secondary
extents to expand if it runs out of allocated space.

When the HFS or zFS data sets are manually mounted, the mount point can be any z/OS UNIX directory. The name of the directory does not matter. The
started tasks will locate the mount point regardless of location or name.

HFS or zFS data sets can be mounted using the TSO MOUNT command or with PARMLIB member BPXPRMxx at IPL. The TSO MOUNT command
mounts it for the current IPL only while the BPXPRMxx member will mount the data set for each IPL.

HFS or zFS data sets can be unmounted using the TSO UNMOUNT command or with the MODIFY BPXOINIT console command.

TSO Commands

The TSO commands to mount and unmount HFS data set UNV.UNVDB at mount point /opt/unvdb are illustrated below:

HFS Mount Command

MOUNT FI LESYSTEM ' UNV. UNVDB' ) MOUNTPQ NT(' / opt / unvdb' ) TYPE( HFS)
zFS Mount Command

MOUNT FI LESYSTEM ' UNV. UNVDB' ) MOUNTPOI NT(' / opt / unvdb' ) TYPE(ZFS) PARM AGGRGROW
HFS and zFS Unmount Command

UNMOUNT FI LESYSTEM ' UNV. UNVDB' )
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The user ID that issues the mount or unmount commands must have an OMVS UID of 0 or READ access to the BPX.SUPERUSER profile in the
FACILITY class.

Console Commands

The console commands to unmount HFS or zFS data UNV.UNVDB is illustrated below in addition to the console command to list currently mounted HFS
data sets.

Unmount Command

F BPXO NI T, FI LESYS=UNMOUNT, FI LESYSTEM=UNV. UNVDB
Note
!
A console reply message will ask for confirmation.

Display Command

D OWS, FI LE

BPXPRMxx

The BPXPRMxx statement to mount HFS or zFS data set UNV.UNVDB at mount point /opt/unvdb is illustrated below:

HFS Mount
MOUNT FI LESYSTEM ' UNV. UNVDB' ) TYPE(HFS) MODE( RDWR) MOUNTPO NT(' / opt/ unvdb')
zFS Mount

MOUNT FI LESYSTEM ' UNV. UNVDB' ) TYPE( ZFS) MODE( RDWR) MOUNTPOI NT(' / opt/ unvdb' ) PARM ' AGGRGROW )

Both of the HFS or zFS data sets must be mounted with mode read/write, which is the default.

Data Set Initialization

When the started tasks start, they find the mount point for their HFS or zFS data sets. Regardless of whether the HFS or zFS data sets were dynamically
mounted or statically mounted, the started tasks check for an initialization flag file named .inited in the root directory of the mounted data set.

If the file is not found, which is the case when they are first mounted, the started tasks change the owner of the root directory to the user ID with which they
are executing and change the permission mode to the MOUNT_POINT_MODE configuration option value, which defaults to 750.

If you want to customize either the owner or permission of the directories, manually create the .inited file in the root directory of the HFS or zFS data set to
prevent the started tasks from performing the initialization when they start. The USS command touch.inited can be used to create an empty file.

Memory Management

Berkeley DB uses a temporary cache in memory to manage its databases. If this cache becomes sufficiently large, it must be written to disk.

Berkeley DB has a default location for storing temporary cache files, but if UEC cannot access that location, or there is no space to write these files in the
default location, the following error can occur in UEC, and UEC shuts down:
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UNV4301D Database error: ‘temporary: write failed for page XXXXX'

To work around this issue, the following steps write the temporary cache files to the UEC database directory:
Step 1 | Mount the UECDB HFS or zFS data set.
Step 2 | Inside the mount point, create a text file named DB_CONFIG.
Step 3 | Inside the DB_CONFIG file, add the following string:

set _tnp_dir *dbpat h*
Where dbpath is the path to the location in which the database files reside.

Step 4 | Start/restart UEC.
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z/OS Installation - Customization

® Overview
® Universal Broker Customization
® Universal Broker Configuration
® Universal Broker JCL Procedure
® Universal Automation Center Agent Customization
® Universal Automation Center Agent Configuration
® Universal Certificate Customization
® Universal Certificate JCL Procedure
® Universal Command Manager Customization
® Universal Command Manager Configuration
® Universal Command Manager JCL Procedure
® Universal Command Server Customization
® Universal Command Server Configuration
® Universal Connector Customization
® Universal Connector Configuration
® Universal Connector SAP RFC Configuration
® Universal Connector JCL Procedure
® Universal Control Manager Customization
® Universal Control Manager Configuration
® Universal Control Manager JCL Procedure
® Universal Control Server Customization
® Universal Control Server Configuration
® Universal Data Mover Manager Customization
® Universal Data Mover Manager Configuration
® Universal Data Mover Manager JCL Procedure
® Universal Data Mover Server Customization
® Universal Data Mover Server Configuration
® Universal Enterprise Controller Customization
® Universal Enterprise Controller Configuration
® Universal Enterprise Controller JCL Procedure
® Universal Event Monitor Manager Customization
® Universal Event Monitor Manager Configuration
® Universal Event Monitor Manager JCL Procedure
® Universal Query Customization
® Universal Query Configuration

Overview

This page provides the following information for the customization of Universal Agent components:

® Configuration
® JCL procedure

(For information on applying product licenses to installed Universal Agent for z/OS components, see z/OS Installation - Licensing.)

Universal Broker Customization

Universal Broker Configuration

Universal Broker for z/OS uses a configuration file for its customizations. The configuration file is member UBRCFGO0O0 in the UNVCONF library allocated
to the UNVCONF ddname in the started procedure's JCL.

See the Universal Broker 7.0.x Reference Guide for details on configuring Universal Broker.

Universal Broker JCL Procedure
A JCL procedure is provided in member UBROKER in library SUNVSAMP.

Edit the JCL procedure to meet local JCL installation requirements. The TZ environment variable should be modified to meet your local time zone
information.

See z/OS Installation - Time Zone Environment Variable for more information the TZ environment variable.

Universal Automation Center Agent Customization
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Universal Automation Center Agent Configuration
There are two files used in defining the Universal Automation Center Agent (UAG) configuration:

® UAG component definition file
® UAG configuration file

The execution of UAG is managed by Universal Broker. The component definition file defines UAG attributes to the Broker. The Broker uses the
component definition file to manage the execution of UAG. The component definition file is a member of the UNVCOMP library. The library is allocated to
the UNVCOMP ddname of the Universal Broker started task. The member name is UAGCMPO0O.

The UAG configuration file defines system-wide customizations for UAG features and resources. The configuration file is a member of the UNVCONF
library. The library is allocated to the UNVCONF ddname of the Universal Broker started task. The Broker passes the data set name to UAG when it is
started by the Broker. The UAG component definition file defines which member of the UNVCONF library to use as the configuration file. The default
member name is UAGCFGOO.

See the Universal Automation Center Agent 7.0.x Reference Guide for details on configuring UAG.

Universal Certificate Customization

Universal Certificate JCL Procedure

A JCL procedure is provided in member UCRPRC in library SUNVSAMP. Using the procedure simplifies future product upgrades and reduces the amount
of JCL statements required in the job JCL.

Edit the JCL procedure to meet local JCL installation requirements. The TZ environment variable should be modified to meet your local time zone
information. See z/OS Installation - Time Zone Environment Variable for more information the TZ environment variable.

The JCL procedure can be made available for use by either:

® Copying it to a JES procedure library, such as SYS1.PROCLIB
® Using the JCLLIB JCL statement in the job JCL to include the SUNVSAMP library in the procedure library search order.

For example:

/1jobname JOB . . .
/1 JCLLI B ORDER=UNV. SUNVSAMP
/| STEP1 EXEC UCRPRC

Universal Command Manager Customization

Universal Command Manager Configuration

Universal Command Manager for z/OS uses a configuration file for system-wide customizations. The configuration file is member UCMCFGOO in the UNVC
ONF library allocated to ddname UNVCONF in the Universal Broker's started task JCL procedure.

Any changes to the configuration member requires the Broker's configuration cache to be refreshed by either restarting the Broker started task or using the
Universal Control utility refresh option.

See the Universal Command 7.0.x Reference Guide for details on configuring Universal Command Manager.

Universal Command Manager JCL Procedure

A JCL procedure is provided in member UCMDPRC in library SUNVSAMP. Using the procedure simplifies future product upgrades and reduces the
amount of JCL statements required in the job JCL.

Edit the JCL procedure to meet local JCL installation requirements. The TZ environment variable should be modified to meet your local time zone
information. See z/OS Installation - Time Zone Environment Variable for more information the TZ environment variable.

The JCL procedure can be made available for use by either:

® Copying it to a JES procedure library, such as SYS1.PROCLIB
® Using the JCLLIB JCL statement in the job JCL to include the SUNVSAMP library in the procedure library search order.

For example:
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/ljobnamre JOB . . .
/1 JCLLI B ORDER=UNV. SUNVSAMP
/| STEP1 EXEC UCMDPRC

Universal Command Server Customization

Universal Command Server Configuration

There are two files used in defining the Universal Command Server configuration:

® Server's component definition file
® Server's configuration file

The execution of the Server is managed by Universal Broker. The component definition file defines the Server attributes to the Broker. The Broker uses the
component definition file to manage the execution of the server. The component definition file is a member of the UNVCOMP library. The library is
allocated to the UNVCOMP ddname of the Universal Broker started task. The member name is UCSCMPOO.

The Universal Command Server configuration file defines system-wide customizations for Server features and resources. The configuration file is a
member of the UNVCONF library. The library is allocated to the UNVCONF ddname of the Universal Broker started task. The Broker passes the data set
name to the Server when it is started by the Broker. The Server component definition file defines which member of the UNVCONF library to use as the
configuration file. The default member name is UCSCFGO00.

See the Universal Command 7.0.x Reference Guide for details on configuring Universal Command Server.

Universal Connector Customization

Universal Connector Configuration

Universal Connector for z/OS uses a configuration file for system-wide customizations. The configuration file is member USPCFGOO0 in the UNVCONF
library allocated to ddname UNVRFC in the Universal Broker's started task JCL procedure.

Any changes to the configuration member requires the Broker's configuration cache to be refreshed by either restarting the Broker started task or using the
Universal Control utility refresh option.

See the Universal Connector for SAP 7.0.x Reference Guide for details on configuring Universal Connector.

Universal Connector SAP RFC Configuration

Universal Connector utilizes SAP's RFC interface. The RFC interface must be configured to meet your local SAP environment. The RFC configuration file
is member USPRFCO00 in the UNVCONF library allocated to ddname UNVCONF in the Universal Broker's started task JCL procedure.

Any changes to the configuration member requires the Broker's configuration cache to be refreshed by either restarting the Broker started task or using the
Universal Control utility refresh option.

Universal Connector JCL Procedure

A JCL procedure is provided in member USPPRC in library SUNVSAMP. Using the procedure simplifies future product upgrades and reduces the amount
of JCL statements required in the job JCL.

Edit the JCL procedure to meet local JCL installation requirements. The TZ environment variable should be modified to meet your local time zone
information. See z/OS Installation - Time Zone Environment Variable for more information the TZ environment variable.

The JCL procedure can be made available for use by either:

® Copying it to a JES procedure library, such as SYS1.PROCLIB
® Using the JCLLIB JCL statement in the job JCL to include the SUNVSAMP library in the procedure library search order.

For example:
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/ljobnamre JOB . . .
/1 JCLLI B ORDER=UNV. SUNVSAMP
/| STEP1 EXEC USPPRC

Universal Control Manager Customization

Universal Control Manager Configuration

Universal Control Manager for z/OS uses a configuration file for system-wide customizations. The configuration file is member UCTCFGOO in the UNVCONF
library allocated to ddname UNVCONF in the Universal Broker's started task JCL procedure.

Any changes to the configuration member requires the Broker's configuration cache to be refreshed by either restarting the Broker started task or using the
Universal Control utility refresh option.

See the Universal Agent Utilities 7.0.x Reference Guide for details on configuring Universal Control Manager.

Universal Control Manager JCL Procedure

A JCL procedure is provided in member UCTLPRC in library SUNVSAMP. Using the procedure simplifies future product upgrades and reduces the
amount of JCL statements required in the job JCL.

Edit the JCL procedure to meet local JCL installation requirements. The TZ environment variable should be modified to meet your local time zone
information. See z/OS Installation - Time Zone Environment Variable for more information the TZ environment variable.

The JCL procedure can be made available for use by either:

® Copying it to a JES procedure library, such as SYS1.PROCLIB
® Using the JCLLIB JCL statement in the job JCL to include the SUNVSAMP library in the procedure library search order.

For example:

/ljobname JOB . . .
/1 JCLLI B ORDER=UNV. SUNVSAMP
/| STEP1 EXEC UCTLPRC

Universal Control Server Customization

Universal Control Server Configuration

There are two files used in defining the Universal Control Server configuration:

® Server's component definition file.
® Server's configuration file.

The execution of the Server is managed by Universal Broker. The component definition file defines the Server attributes to the Universal Broker, which
uses the file to manage the execution of the Server.

The component definition file is a member of the UNVCOMP library. The library is allocated to the UNVCOMP ddname of the Universal Broker started
task. The member name is UTSCMPOO.

The Universal Control Server configuration file defines system-wide customizations for Server features and resources. The configuration file is a member
of the UNVCONF library. The library is allocated to the UNVCONF ddname of the Universal Broker started task.

The Universal Broker passes the data set name to the Server when it starts the Server. The Server component definition file defines which member of the
UNVCONF library to use as the configuration file. The default member name is UTSCFGO0O0.

See the Universal Agent Utilities 7.0.x Reference Guide for details on configuring Universal Control Server.

Universal Data Mover Manager Customization
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Universal Data Mover Manager Configuration

Universal Data Mover Manager for z/OS uses a configuration file for system-wide customizations. The configuration file is member UDMCFGO0O in the UNV
CONF library allocated to ddname UNVCONF in the Universal Broker's started task JCL procedure.

Any changes to the configuration member requires the Broker's configuration cache to be refreshed by either restarting the Broker started task or using the
Universal Control utility refresh option.

See the Universal Data Mover 7.0.x Reference Guide for details on configuring Universal Data Mover.

Universal Data Mover Manager JCL Procedure

A JCL procedure is provided in member UDMPRC in library SUNVSAMP. Using the procedure simplifies future product upgrades and reduces the amount
of JCL statements required in the job JCL.

Edit the JCL procedure to meet local JCL installation requirements. The TZ environment variable should be modified to meet your local time zone
information. See z/OS Installation - Time Zone Environment Variable for more information the TZ environment variable.

The JCL procedure can be made available for use by either:

® Copying it to a JES procedure library, such as SYS1.PROCLIB
® Using the JCLLIB JCL statement in the job JCL to include the SUNVSAMP library in the procedure library search order.

For example:

//jobname JOB . . .
/1 JCLLI B ORDER=UNV. SUNVSAMP
/1 STEP1  EXEC UDMPRC

Universal Data Mover Server Customization

Universal Data Mover Server Configuration

There are two files used in defining the Universal Data Mover Server configuration:

® Server's component definition file
® Server's configuration file

The execution of the Server is managed by Universal Broker. The component definition file defines the Server attributes to the Universal Broker, which
uses the file to manage the execution of the server.

The component definition file is a member of the UNVCOMP library. The library is allocated to the UNVCOMP ddname of the Universal Broker started
task. The member name is UDSCMPQO.

The Universal Data Mover Server configuration file defines system-wide customizations for Server features and resources. The configuration file is a
member of the UNVCONF library. The library is allocated to the UNVCONF ddname of the Universal Broker started task.

The Universal Broker passes the data set name to the Server when it starts the Server. The Server component definition file defines which member of the
UNVCONF library to use as the configuration file. The default member name is UDSCFGOO.

See the Universal Data Mover 7.0.x Reference Guide for details on configuring Universal Data Mover Server.

Universal Enterprise Controller Customization

Universal Enterprise Controller Configuration

Universal Enterprise Controller for z/OS uses a configuration file for its customizations.The configuration file is member UECCFGO0O0 of the UNVCONF
library allocated to ddname UNVCONF in the started procedure's JCL.

See the Universal Enterprise Controller 7.0.x Reference Guide for details on configuring Universal Data Mover.

Universal Enterprise Controller JCL Procedure

A JCL procedure is provided in member UECTLR in library SUNVSAMP.
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Edit the JCL procedure to meet local JCL installation requirements. The TZ environment variable should be modified to meet your local time zone
information. See z/OS Installation - Time Zone Environment Variable for more information the TZ environment variable.

Universal Event Monitor Manager Customization

Universal Event Monitor Manager Configuration

Universal Event Monitor Manager for z/OS uses a configuration file for system-wide customizations. The configuration file is member UEMCFGO0O in the UN
VCONF library allocated to ddname UNVCONF in the Universal Broker's started task JCL procedure.

Any changes to the configuration member requires the Broker's configuration cache to be refreshed by either restarting the Broker started task or using the
Universal Control utility refresh option.

See the Universal Event Monitor 7.0.x Reference Guide for details on configuring Universal Event Monitor Manager.

Universal Event Monitor Manager JCL Procedure

A JCL procedure is provided in member UEMPRC in library SUNVSAMP. Using the procedure simplifies future product upgrades and reduces the amount
of JCL statements required in the job JCL.

Edit the JCL procedure to meet local JCL installation requirements. The TZ environment variable should be modified to meet your local time zone
information. See z/OS Installation - Time Zone Environment Variable for more information the TZ environment variable.

The JCL procedure can be made available for use by either:

® Copying it to a JES procedure library, such as SYS1.PROCLIB
® Using the JCLLIB JCL statement in the job JCL to include the SUNVSAMP library in the procedure library search order.

For example:

//jobname JOB . . .
/1 JCLLI B ORDER=UNV. SUNVSAMP
/| STEP1 EXEC UEMPRC

Universal Query Customization

Universal Query Configuration

Universal Query for z/OS uses a configuration file for system-wide customizations. The configuration file is member UQRCFGOO in the UNVCONF library
allocated to ddname UNVCONF in the Universal Broker's started task JCL procedure.

Any changes to the configuration member requires the Broker's configuration cache to be refreshed by either restarting the Broker started task or using the
Universal Control utility refresh option.

See the Universal Agent Utilities 7.0.x Reference Guide for details on Universal Query configuration options.
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z/OS Installation - Cumulative PTF Maintenance

® 7/OS Installation - Cumulative PTF Maintenance
® |nstallation Procedures
® Cumulative PTF Maintenance Distribution File
® Compressed Archive
® ZIP Archive
® Distribution File Contents
® Transferring a Cumulative PTF File to z/OS
® Extract the Cumulative PTF Files
® Transfer the Cumulative PTF Files
® Receive the Cumulative PTF Datasets
® |nstalling a Cumulative PTF File

z/0OS Installation - Cumulative PTF Maintenance

This page describes the procedures for installing a cumulative PTF maintenance for Universal Agent for z/OS.

Installation Procedures

Installation of a cumulative PTF maintenance is comprised of the following procedures:

Step 1 Download one of the Universal Agent 7.0.x for z/OS cumulative PTF maintenance distribution files. Cumulative PTFs are packaged as a
compressed tarball (sb-v.r. m|-zos-PTFs. tar. Z) oras a ZIP file (sb-v.r. m | - zos- PTFs. zi p).

Step 2a  [f the distribution files with the . t ar . Z extension was downloaded, decompress it using any utility that can process files in Lempel-Ziv (that
is, compress) format. Use tar to extract the files from the uncompressed file. To do both in a single statement, decompress the file to
stdout and pipe the result to tar (for example, zcat sb-v.r.ml-zos-PTFs.tar.Z | tar xvf -).

Step 2b | If the distribution file with the . zi p extension was downloaded, decompress it using any utility that can process files in ZIP (or, PKZIP)
format. The . zi p file can also be extracted using Windows native file extraction tools.

Step 3 Modify the UNVFTP- PTF. TXT script provided by the distribution file to upload the PTF files and the JCL (which resides in UNVRECV- PTF.
JCL) to process them. Two versions of these files are included in the distribution file. The files in the main directory are EBCDIC-encoded
files. ASCll-encoded versions of these files are inthe . / asci i subdi rect ory. Look for the #HOSTNAME, #USERID, #PSWD, and
#HLQ placeholders in UNVFTP- PTF. TXT and set them to the appropriate values.

Step 4 Modify the JCL uploaded from UNVRECV- PTF. JCL and run the job to receive the cumulative PTF XMIT file.

Cumulative PTF Maintenance Distribution File

To obtain a cumulative PTF maintenance, you must download the corresponding z/OS - PTFs package from the Stonebranch Customer Portal.

A customer user name and password — provided by Stonebranch, Inc. — are required to access this area.

Compressed Archive

This distribution file is a compressed TAR file that contains the cumulative PTFs in TSO TRANSMIT format, along with supporting files used to upload and
receive the cumulative PTFs.

This file uses the following naming convention:
sbh- Ver si on. Rel ease. Mbdi fi cati on Level . Mai ntenance Level -operating system PTFs.tar.Z
For example: sb-7. 0. 0. 1- zos- PTFs. tar. Z.

The cumulative PTF XMIT dataset can be allocated and uploaded using the sample UNVFTP- PTF. TXT, and the sample JCL provided in UNVRECV- PTF.
JCL can be used to do a TSO RECEIVE on the uploaded dataset.

ZIP Archive

The ZIP version of the z/OS Universal Agent cumulative PTF distribution files have the same contents as their compressed archive counterparts and use
the following naming convention:

sb- Ver si on. Rel ease. Modi fi cation Level . Mai ntenance Level -operating system PTFs. zi p
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For example: sb- 7. 0. 0. 1- zos- PTFs. zi p.
To unzip the file, use a third-party ZIP-based extraction application or the native Windows file extraction tool available from Windows Explorer.

For example, to extract the files using Windows File Explorer (or just Windows Explorer in some older Windows versions), right-click on the file name,
select Extract All from the pop-up menu, and follow the instructions.

Distribution File Contents

The following table lists the files included in the Universal Agent for z/OS cumulative PTF distribution files.

File Name Description
README. Contains instructions for preparing and executing the install.
TXT
Note

1
This is an EBCDIC-encoded text file.

UNVFTP-PTE.TXT = A sample FTP script that allocates and transfers datasets used to store the distribution file's contents on the z/OS system.

Note
1
This is an EBCDIC-encoded text file.

UNVRECV-PTF. Sample JCL that may be used to execute a TSO RECEIVE on the uploaded UNVVRMxx.XMT file.
JCL

Note
!
This is an EBCDIC-encoded text file.

UNVVRMxx.XMT A file in TSO TRANSMIT format that contains cumulative PTF file for the Universal Agent release identified by VRM (version,
release, modification). 'xx' is a sequential number starting at 01.

asCi/README.TXT | An ASCIlI-encoded copy of README.TXT.

ascilUNVFTP-PTF. | An ASCIl-encoded copy of UNVFTP-PTF.TXT.
TXT

ascii/lUNVRECV- An ASCIl-encoded copy of UNVRECV-PTF.JCL.
PTF.JCL

Transferring a Cumulative PTF File to z/OS

After downloading the distribution file to your workstation, you must extract the files and transfer them to the z/OS system upon which Universal Agent for z
/OS is installed.

Follow the steps below to transfer the distribution file's contents to the z/OS system.
1. Extract the cumulative PTF file from the distribution file.

2. Transfer the cumulative PTF file.
3. Receive the cumulative PTF file.

Extract the Cumulative PTF Files

Each version of the Universal Agent for z/OS cumulative PTF distribution file is available in two formats:

® Compressed archive
® Compressed .zip file.

The contents of both files are the same. The different formats are provided for flexibility.

Compressed Archive

This file can be decompressed using any utility that can process files in Lempel-Ziv (that is, compress) format. The decompressed file's contents can be
extracted using tar.

For example:

zcat sb-6.5.1.1-zos. PTFs.tar.Z | tar xvf -
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This decompresses and extracts the 6.5.1.1 Universal Agent for z/OS distribution file that contains the cumulative PTF file on a UNIX-based system.

ZIP Archive

This file (for example, sb- 6. 5. 1. 1- zos- PTFs. zi p) can be decompressed using any utility that can process files in ZIP (or, PKZIP) format.
To unzip the file, use a third-party ZIP-based extraction application or the native Windows file extraction tool available from Windows Explorer.

For example, to extract the files using Windows' File Explorer (or just Windows Explorer in some older Windows versions), right-click on the file name,
select Extract All from the pop-up menu, and follow the instructions.

Transfer the Cumulative PTF Files
For the .XMT file(s), a binary transfer must be performed; otherwise, the XMIT data set(s) will not unpack correctly.

For the .JCL file, a text transfer must be performed.

Due to the numerous file transfer products available on the market, it is impractical to provide instructions for them all. FTP is one of the most popular, and
the UNVFTP. TXT file included in the distribution file is a sample script that can be used as a reference to customize the transfer to your environment.

If you want to use UNVFTP- PTF. TXT (see the sample FTP script, below), begin by making the following changes:
Step 1 | Change #HOSTNAME to the z/OS host name or IP address.
Step 2 | Change #USERNAME to a z/OS user ID that has updated access to the XMIT data sets being updated.
Step 3 | Change #PASSWORD to the z/OS user ID's password.

Step 4 | Change #HLQ to the data set high level qualifier used to allocate the XMIT data sets.

open #HOSTNAME
user #USERNAME #PASSWORD

asci i

quote site bl ksize=3120 recfnrefb Irecl =80 pri=1 sec=1 cyl

put UNVRECV- PTF. JCL ' #HLQ UNV. V6R4AM2. RECVPTF. JCL'

; Uncomment these |ines when transferring froma

;Uni x- or W ndows-based system

;put ascii/UNVRECV- PTF. JCL ' #HLQ UNV. V6RAM2. RECVPTF. JCL'

bi n

quote site bl ksize=3120 recfnefb I[recl =80 pri=1000 sec=100 cyl
del ' #HLQ UNV. V6RAMR2. PTFS. XM T'

put UNV64201. XMl ' #HLQ UNV. V6RAMR. PTFS. XM T'

qui t

After uploading, review the comments contained in ' #HLQ UNV. V6R4AM2. RECVPTF. JCL' and make the necessary changes. Submit the job to receive
and restore the install file.

Carefully review the FTP output to confirm that the file is transferred successfully.

Receive the Cumulative PTF Datasets

After transferring the cumulative PTF file to z/OS, you must unpack it using the JCL uploaded from UNVRECV- PTF. JCL (which should now reside in #HLQ.
UNV. V6RAM2. RECVPTF. JCL).

The sample JCL to receive and restore the cumulative PTF file, below, shows the statements contained in UNVRECV- PTF. JCL. The job performs a TSO
RECEIVE on the UNV6511. XM file uploaded by UNVFTP- PTF. TXT.

The JCL includes a MODIFICATIONS section at the beginning of the file that describes what JCL modifications are required prior to submitting the job.
Read and complete each of the listed modifications.

Submit the job on z/OS. Return code 0 is expected.

After the data set is successfully unpacked, it is longer required and can be deleted. The files then are ready to be installed.
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/1 UNVRECV JOB CLASS=A, MBGCLASS=X, MSGLEVEL=(1, 1), NOTI FY=&SYSUI D,
/1 COND=( 0, NE) , REGI ON=( 0M)
//*********************************************************************
//* (C) COPYRI GHT 2000-2018 STONEBRANCH, INC. ALL RI GHTS RESERVED.
I*
/1* STONEBRANCH, I|NC.
//* UNIVERSAL PRODUCTS
I+
/1* UNVRECV
11+
//* DESCRI PTI ON
[I e
/1* PERFORM A TSO RECEI VE ON THE TRANSM TTED DI STRI BUTI ON DATA SET
//* AND A DFHSMiss RESTORE TO PREPARE FOR | NSTALLATI ON.
11+
/1* ALL STEPS MUST END W TH RC 0.
I+
/1* NODI FI CATI ONS
//* _____________
//* 1 MODIFY THE JOB STATEMENT TO MEET LOCAL REQUI RENENTS.
I*
/1* 2 CHANGE ALL '#HLQ TO THE HI GH LEVEL QUALI FIER OF THE
11+ UNI VERSAL PRODUCTS DATA SETS.
I+
/1* 3 CHANGE ALL '#VOLSER TO THE VOLUME SERI AL NAME ON WHI CH TO
/1*  ALLOCATE THE DI STRI BUTI ON DATA SETS.
//*********************************************************************
11+
//DELO0O  EXEC PGVEI DCAVB
// SYSPRINT DD SYSOUT=*
/ISYSIN DD *
DELETE #HLQ V651. UNV. PTFS
SET MAXCC=0
/*
I+

[ F xR KR Kk Rk kKK A KKK AR KA KA K AR KA KA KK AR I I A KKK AR KA KK F AR KA KA F AR KK * K

/1* RECEIVE PTF DI STRI BUTI ON FI LE
//*********************************************************************
/1 RECV EXEC PGVEI KJIEFTO1
//SYSLBC DD DI SP=SHR, DSN=SYS1. BRODCAST
/1 SYSPROC DD DUMMY
/1 SYSPRINT DD SYSQUT=*
/1 SYSTSPRT DD SYSOUT=*
/1 SYSTERM DD SYSQUT=*
//SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. V6REML. PTFS. XM T' )

DA(' #HLQ V642. UNV. PTFS') +

UNI T(SYSALLDA) VOL(#VOLSER) +

CYL SPACE(750 100) RELEASE
/*
11*

Installing a Cumulative PTF File

Cumulative PTF Maintenance is installed using members UNVMTRCV, UNVMTAPL, and UNVMTACC in the INSTALL product library.

The installation itself consists of running a number of batch jobs. The output of these batch jobs should be kept until a correct installation has been verified.

Step 1 | Member UNVMTRCYV performs an SMP/E RECEIVE of the PTFs.
Change the data set allocated on ddname SMPPTFIN to the PTF data set.
Modify the JCL to meet local requirements, and submit the job.

Step 2 = Member UNVMTAPL performs an SMP/E APPLY of the PTFs.
Modify the JCL to meet local requirements, and submit the job.

The job should end with condition code 0. If the job does not end with condition code 0, it is most likely due to a HOLD on one of the PTFs.
This is indicated by message GIM30206E printed on ddname SMPOUT. In this case, see #PTF HOLDs, above.

Step 3 | Fully test the maintenance. Only after all testing is completed should you proceed to the next step.
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Step 4 | Member UNVMTACC performs an SMP/E ACCEPT of the PTFs. Modify the JCL to meet local requirements, then submit the job.

The job should end with condition code 0 or 4. If it does not, it is most likely due to a HOLD on one of the PTFs. This is indicated by message
GIM30206E printed on ddname SMPOUT. In this case, see #PTF HOLDs, above.
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z/OS Installation - Sysplex

® Introduction
® Sysplex Solution
® UAG Sysplex
® UAG Sysplex System View
® CF List Type Structure
® File Monitor Support for Secondary Agents
® Configuration Parameters Used for Sysplex Configuration
® Parameters in UBRCFGO00
® Parameters in UAGCFGO00

Introduction

IBM provides the ability to cluster z/OS systems together using the IBM Sysplex technology, which is a combination of IBM hardware and software
components. The individual z/OS systems are referred to as Sysplex members.

The IBM JES subsystem supports a Multi-Access Spool (MAS) configuration that allows for batch jobs to be distributed among participating JES
subsystems. A JES MAS configuration may be used independently of a Sysplex environment or in combination with a Sysplex environment. When used in
combination with a Sysplex environment, IBM recommends the JES MAS configuration match the Sysplex configuration.

The Universal Agent for z/OS Sysplex feature provides for the management of workload across all Sysplex members. This page describes the general
architecture and design of the Universal Agent for z/OS Sysplex feature.

Sysplex Solution

From a workload management perspective, a z/OS Sysplex can be represented as a single z/OS image. A single-system view of the Sysplex is
represented by a single Agent called the Primary agent which runs on any Sysplex member. Other agents, called Secondary agents, run on the other
Sysplex members.
Note

1
The sysplex_role Universal Broker configuration option is used to select the Sysplex role for an agent.

Neither the Universal Controller nor the Universal Agent for z/OS participate in the distribution of workload across the sysplex images. The controller
simply executes z/OS tasks on the Primary z/OS agent that represents the Sysplex.

A batch job submitted to JES on one z/OS system may be routed by JES or by IBM Workload Manager (WLM) to any one of the Sysplex z/OS members.
The routing or distribution of batch workload is based on JCL specifications, system configuration and the state of the Sysplex members.

Universal Controller starts a z/OS task by sending a task start request to the Primary Universal Agent for z/OS. The Agent submits the requested job to
JES. The job can potentially execute on any one of the Sysplex members. The Agents installed in the z/OS Sysplex cooperate with each other to manage
the execution of the job.
Each Agent in the Sysplex can provide complete job management capabilities regardless of which Agent in the Sysplex submitted the job to JES.
Job management capabilities include:

® Automatic data set cleanup prior to job execution.

® Tracking the execution of the job and job steps.

® Collecting and retrieving the job's JES sysout data sets.

The z/OS Agents use the IBM Cross-System Coupling Facility (XCF) for Agent-to-Agent communication within the Sysplex. The Agents utilize the XCF
data sharing capabilities for message passing and sharing of common data structures.

UAG Sysplex

UAG for z/OS will create and join a Sysplex group if it is running Sysplex aware.
The XCF group name will consist of the characters UAG, followed by the first 4 (upper-case) characters of the system ID (system_id from UBRCFGO0O0).
Each UAG will have a member name, which will be the group name appended with @ and followed by the MVS system name.

For example, UAG with a system ID of mndyv, running on DVZ0OS202, would have a group name of UAGMNDV and a member name of UAGMNDV@DVZ
0S202.

79 | ua-70x-install



Universal Agent 7.0.x Installation, Upgrade, and Applying Maintenance

UAG Sysplex System View

The Sysplex System View below illustrates the UAG deployment in a sample Sysplex environment. The Sysplex environment consists of two z/OS images,
SYS1 and SYS2, and the Sysplex shared resources, JES, DASD, and XCF.

The following diagram illustrates a job submitted to one of two of the Sysplex members and the SMF exits that are called. The SMF exits reference the
JME in ECSA and send events to the local UAGSRY via the event queue in z/OS High Common Storage.

1. A Launch message is received by the Primary UAG.

2. The Primary UAG writes a record to the Job Submission Checkpoint dataset, processes the JCL and submits it to the z/OS Internal Reader.
3. The JCL passes through JCL conversion and interpretation. The UAGUJV exit is invoked and sends an Event message to UAG to prompt it to
look for JCL errors that might have prevented the job from entering the execution phase. (JCL conversion and interpretation can happen on

different processors in the system depending on the system configuration.)

4. If a JCL error preventing the job from running is detected, a status message is sent to the Universal Controller and processing ends.

5. Once the job starts execution (on whatever system), program UAGRERUN gets control as the first step in the job. UAGRERUN performs pre-
processing necessary to run and track the job on the local z/OS system. It creates the JME in ECSA to allow the SMF exits to track the job
through Step Initiation, Step End and Job End processing.

6. As the job passes through Step End and Job End, Events are created on the Event Queue tracking the job's progress.

7. Events are removed from the Event Queue by the UAGSRYV instance running on the system and processed.

8. In the case of a Primary UAG, Status messages are sent to the Universal Controller. In the case of a Secondary UAG, messages are queued to
the XCF Message Queue. These messages are removed from the queue by the Primary UAG and Status messages are sent to the Universal
Controller.

9. In both cases, any requested output is written to the UNVSPOOL directory for retrieval by the Universal Controller.

10. Any information required for eventual rerun processing is also sent to the Universal Controller.
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Each of the components is described in the following table:

Queue
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\_ UAGWMDBX /

JES MAS JES MAS (Multi Access Spool) environment (aka JESPLEX), provides for sharing JES resources between multiple z/OS images. The
JES MAS environment can be implemented independent of Sysplex; however, IBM recommends that a JES MAS environment

matches the Sysplex environment.

A job is launched by UAG by submitting the job's JCL to JES. The JES subsystem manages the entire life of the job, from JCL
conversion, interpretation, job execution, managing job output, to finally purging the job resources. In a Sysplex environment, when a
job is submitted to JES, JES or WLM, the JES subsystem may decide to route the job to another Sysplex member for processing.

The JES spool volumes, where jobs and job outputs are queued, is available to all members of the JES MAS.
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The purpose of the JSC is to determine if a job should be tracked by UAG and to provide information to UAG to do so. JES may route
the job to a different system for conversion/interpretation and execution. The system on which these steps take place cannot be
determined prior to job submission.

UAG utilizes shared DASD to maintain the Job Submission Checkpoint (JSC) data set. The dataset is a VSAM KSDS cluster. The
Primary UAGSRYV creates a job submission record in the JSC prior to submitting the job to JES.

Note

1
Use the JSC_DATASET UAG configuration option to specify the name of a VSAM Job Submission Checkpoint cluster. The VSAM
cluster must be defined on a DASD volume that is available to all members in the Sysplex.

The UAG SPOOL directory is used by UAG to store spooled output for a job. At a minimum, the UAGRERUN report is stored here.
Other datasets which might be stored here are the JESMSGLG, JESJCL and JESYSMSG datasets.

UAG utilizes a shared zFS filesystem to mount the UNVSPOOL directory. This directory should be accessible to all members in the
Sysplex.

Note

1
Use the SHARED_MOUNT_POINT and SHARED_MOUNT_POINT_MODE configuration options to specify the name and mode
(access permissions) of the directory where the UNVSPOOL directory should be mounted.
Note

1
The JES_SYSOUT_RETENTION can be used to specify how long spooled output will be retained by UAG.
Note

1
The UNVSPOOL directory should be mounted as Sysplex aware by specifying the RWSHARE parameter on the MOUNT
command. Failure to do so will result in a UNV3333E error during broker startup.

XCF (Cross Coupling Facility) is a Sysplex component that provides services for communications and data sharing between Sysplex
members.

UAG utilizes a message communication channel using XCF services. Secondary UAGSRVs generate messages to the Primary
UAGSRV to track the life cycle of a job. Secondary UAGSRVs do not communication directly with the Controller.

The XCF Message Queue will survive across agent restart to preserve any tracking data. The XCF message Queue will be deleted if
all agents in an agent group are shut down.

Note

1
Use the CF_STRUCT_NAME UAG configuration option to specify the name of a Coupling Facility structure that will be used to
communicate from the Secondary Agents to the Primary Agent.

Program UAGRERUN is a component of UAG. A job step is inserted at the start of every job submitted by UAG which executes this
program. UAGRERUN performs pre-processing necessary to run and track a job on a system. This includes, but is not limited to,
creating the JME control block structure in ECSA to allow the UAG SMF exits to track the job.

Note

1
UAGRERUN needs to be available to every job submitted by UAG on every Sysplex member. This can be accomplished by adding
the load library containing UAGRERUN to the z/OS linklist. Alternatively, the RERUN_LOAD_LIBRARY configuration option can be
used to specify the name of the APF authorized load library which contains the UAGRERUN program. This library would need to be
made available to all members of the Sysplex.

The UAG SMF exits are used to track a job submitted by UAG through its life cycle.

UAGUJV is used to detect JCL errors that prevent a job from executing.
UAGUSI is used to control job execution and to perform skip step processing.
UAGUS83 is not used for job tracking. It is used for File Monitoring.

UAGUS84 is used to track step end and job end events.

The Event Queue is an area in shared z/OS high common storage allocated for each agent. UAGRERUN and the SMF exits can
queue event message to be consumed by the agent which owns the queue.

The Event Queue is designed to survive across agent restarts to prevent loss of event data and to allow SMF exits to continue to
provide tracking events in the event of an agent shutdown. The Event Queue will be deleted when z/OS is IPLed.
Note

1
The HIGH_COMMON_STORAGE configuration option can be used to limit to amount of high common storage used by an agent.
When the limit is reached, further tracking events will be lost.

UAGWMDBKX is a z/OS WTO Message Data Block exit which looks for certain WTOs related to jobs submitted by UAG. For example:
JCL errors.
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CF List Type Structure

UAG uses a CF List type structure with the following values:

Setting Value
List headers 1
Lock table entry count 1
Adjunct data No
Alterable Yes
Max number of list entries 20
Max number of data elements 160

Max number of data elements per entry = 128

Reference option None
Data element size descriptor ElemIncrNum
Data element size value 2

Note

1
Users can alter only the Max nunber of |ist entriesandMax nunber of data el enents settings.

IBM provides a CFSIZER web tool (Structure type OEM List ) which can be used to calculate the structure size. (Given the input above, this tool returned
the INITSIZE and SIZE values of 9M.)

The structure name can be chosen by users and must be coded on the CF_STRUCT_NAME configuration option.
UAG uses this structure to communicate job tracking information from the Secondary agents to the Primary agent. List entries indicate events such as job
start, step end and job end. List entries remain on the list until the primary agent has resources to process them. When the list structure is full, the

secondary agents will wait until sufficient space is available before writing more tracking information. The required size of the structure is therefore
dependent on the number of jobs being tracked, the number of job steps in those jobs and the resources available to the Primary agent to process the data.

File Monitor Support for Secondary Agents

File Monitors now function across a Sysplex. A File Monitor can be set, and the dataset Create, Change, or Delete will be detected on any system in the
Sysplex where a UAG with the same system ID is running.

File Monitors will be detected while UAG is down as long as UAG was up when the File Monitor was set.

Exists and Missing File Monitors are resolved on the system where the Primary UAG is running. If a dataset is available only on a Secondary system, it will
not be considered.

Configuration Parameters Used for Sysplex Configuration

Parameters in UBRCFGO00

system_id | All Primary and Secondary brokers that belong to the same group must have the same system_id.

sysplex_r = Select a value of primary for the primary agent and a value of secondary for all others.
ole

unix_spo  All brokers that belong to the same group must reference the same dataset name. The dataset must reside on shared DASD that is
ol_data_s | available to all Sysplex members. This file system should not be shared among brokers that are not part of the same Sysplex group.
et

mount_po = The zFS mount point for non-shared UNIX file systems (currently only UNVDB). This mount point should not be shared between systems.
int

shared_m = The zFS mount point for shared UNIX file systems (currently only UNVSPOOL). All brokers that belong to the same group must use the
ount_point ' same directory. This mount point should be available to all members in the Sysplex. In non Sysplex situations, this parameter can be
omitted, and it will default to the value specified for mount_point.
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mount_po | Specifies the mode (access permissions) to use during mount_point initialization.
int_mode

shared_m = Specifies the mode (access permissions) to use during shared_mount_point initialization. In non Sysplex situations, this parameter can be

ount_poin = omitted, and it will default to the value specified for mount_point_mode.
t_mode

Parameters in UAGCFGO00

jsc_d | All Primary and Secondary agents that belong to the same group must use the same UNVJSC VSAM cluster. This cluster must be allocated on
ataset = shared DASD that is available to all members in the Sysplex. Agents that are not part of the Sysplex group must use a different VSAM cluster.

cf_str = Specifies the name of the Coupling Facility structure which will be used to store the XCF Message Queue. All Primary and Secondary agents

uct_n | that belong to the same group must use the same structure. The structure should not be shared between agents that are not part of the same
ame Sysplex group.
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z/OS Installation - Time Zone Environment Variable

Time Zone Environment Variable

North American Values

European Values

Customizing the Start and End of Daylight Saving Time
Additional Information

Time Zone Environment Variable

Universal Agent components execute in a z/OS UNIX environment, also known as a POSIX(ON) Language Environment.

The z/OS UNIX environment assumes that the z/OS system time is GMT or UTC format. It then uses the TZ environment variable value to determine the
adjustments required for local time.

The TZ environment variable is an IBM Language Environment (LE) environment variable with a value set to the appropriate time zone and offset
information so that time values are properly processed. TZ allows you to set the standard and daylight savings (or summer time) time zones and the offset
from the local time zone to the UTC time.

LE environment variables, such as TZ, are set with the LE option ENVAR using the JCL step PARM keyword. For example, the following statement sets
the standard time zone to Eastern Standard Time (EST) with an offset of 5 hours and the daylight saving time zone to Eastern Daylight Saving Time (EDT).

/1 PS1 EXEC PGVEUCMD, PARME' ENVAR( TZ=EST5EDT) / &UPARM

Note
!
The forward slash (/) character separates the LE runtime parameters from the program parameters.

North American Values

TZ environment variables values for North America are listed below.

ESTSEDT: Eastern Standard Time, Eastern Daylight Time
CST6CDT: Central Standard Time, Central Daylight Time
MST7MDT: Mountain Standard Time, Mountain Daylight Time
PST8PDT: Pacific Standard Time, Pacific Daylight Time
AKST9AKDT: Alaska Standard Time, Alaska Daylight Time

European Values

TZ environment variables values for Europe are listed below.

GMTOBST: Greenwich Mean Time, British Summer Time
WETOWEST: Western Europe Time, Western Europe Summer Time
CET-1CEST: Central Europe Time, Central Europe Summer Time
EET-2EEST: Eastern Europe Time, Eastern Europe Summer Time

Other common time zone abbreviations may be used. IBM does not document all possible values.

Customizing the Start and End of Daylight Saving Time

An optional rule that specifies when daylight saving time begins and ends can be appended to the TZ environment variable value.
The format of thisrule is [, startdate[/tine], enddate[/tine]].

You must specify st ar t dat e and enddat e in one of the following formats:

Jn | The Julian day, where n is in the range 1 to 365, inclusive. This format cannot handle leap days. J59 is always February 28 and J60 is always
March 1.
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n The Julian day, where n is in the range 0 to 365, inclusive. This format does support leap days:

® In non-leap years, day 59 is March 1 and day 364 is December 31.
® Inleap years, day 59 is February 29 and December 31 is day 365.

Mm  Where:
n. ® mis the month in the range 1 to 2, inclusive.
d ® nis the week of the month in the range 1 to 5, inclusive.

® dis the day of the week in the range 0 to 6, inclusive.

Use week 5 to specify the last occurrence of a particular day within the specified month. Week 1 always refers to the first occurrence of a given
day within the specified month. For example, M3.5.0 is the last Sunday in March and M11.1.0 is the first Sunday in November.

ti me has the format HH[:MM[:SS]]. If t i ne is omitted from the rule, the default time is 02:00:00.

Additional Information

For more information on the TZ environment variable, see the z/OS Unix System Services Command Reference manual.
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z/OS Installation - TCP/IP Configuration

® Overview
® Specifying TCP/IP Affinity
® TCP/IP Resource Protection
® Stack Access Control
® Port Access Control
® Network Access Control
® Socket Option Access Control

Overview

This page describes optional Universal Agent and TCP/IP configuration topics. Whether these steps are required or desirable depends on your local TCP
/IP configuration.

Specifying TCP/IP Affinity

Universal Agent programs are considered generic client and server programs in IBM's TCP/IP terminology. They do not have an affinity for a specific
transport provider (TCP/IP started task). The programs will utilize the appropriate transport provider based on TCP/IP configuration.

An affinity to a specific transport provider can be established for any Universal Agent program using Language Environment variable _BPXK_SETIBMOPT
_TRANSPORT. The variable value specifies the TCP/IP started task name the program must use as its transport provider.

The JCL illustration below establishes affinity to TCP/IP started task TCPIPA:

/1 PS1 EXEC PGVEUCMD,
/1 PARME' ENVAR( " _BPXK_SETI BMOPT_TRANSPORT=TCPI PA") / &UPARM

TCP/IP Resource Protection

The IBM TCP/IP product (Communications Server) offers optional protection to TCP/IP resources using SAF interfaces. The protection is implemented
with a set of resource profiles defined in the SERVAUTH class.

If you are using the TCP/IP resource protection, you must permit appropriate privileges to the user profiles with which Universal Agent executes. Refer to

the IBM Communications Server: IP Configuration Guide for complete details on TCP/IP resource protection. The TCP/IP resource profiles and the
Universal Agent required access are discussed in the following sections.

Stack Access Control

The SAF resource profile EZB. STACKACCESS. sysnane. t cpnane in the SERVAUTH class controls which user profiles have access to a TCP/IP stack.
All user profiles with which Universal Agent executes require READ access to the appropriate TCP/IP stack access profile.

Port Access Control

The SAF resource profile EZB. PORTACCESS. sysnane. t cpnane. SAF keyword in the SERVAUTH class controls access to specific non-ephemeral port
ranges.

The Universal Broker binds to a service port (defaults to 7887). The user profile with which the Universal Broker started task executes requires READ
access to any resource that protects this port.

The Universal Enterprise Controller binds to a service port (defaults to 8778). The user profile with which the Universal Enterprise Controller started task
executes requires READ access to any resource that protects this port.

Network Access Control

The SAF resource profile EZB. NETACCESS. sysnane. t cpnane. zonenane in the SERVAUTH class controls access to security zones. A security zone
defines networks and hosts by IP address. All user profiles with which Universal Agent executes require READ access to the appropriate TCP/IP security
zones profile.
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Socket Option Access Control

The SAF resource profile EZB. SOCKOPT. sysnane. t cpnane. SO BROADCAST in the SERVAUTH class controls access to the socket SO_BROADCAST
option.

No Universal Agent programs use the SO_BROADCAST socket option, so no user profiles require access.
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z/OS Installation - SAP RFC DLL

Overview

Background

Output in the USS File System
Universal Agent Components

Overview

The SAP RFC DLL is a remote function call library provided by SAP AG for applications to interface with the SAP system. A number of Universal Agent
components make use of the SAP RFC DLL to provide SAP-related functionality.

The SAP RFC DLL interacts with the z/OS Language Environment (LE) and the z/OS UNIX System Services (USS), resulting in residual files being
created by LE in the USS file system.

Background

A z/OS user profile must have a properly defined OMVS segment in order to run a program that utilizes USS services. The OMVS segment specifies,
among other attributes, a home directory in the USS file system. If no home directory is specified, it defaults to /tmp.

The z/OS Language Environment (LE) produces output under certain conditions. When a LE batch job or started task is executed, the LE MSGFILE option
specifies the ddname to which LE output is written. By default, MSGFILE specifies the SYSOUT ddname.

Additionally, for diagnostic purposes, LE can write LE dumps and traces. As a batch job or started task, LE writes the dumps and traces to ddname
CEEDUMP. When a LE program is run from the USS environment, the LE MSGFILE option defaults to standard error, and LE dumps and traces are
written to a file created in the current working directory with a name starting with CEEDUMP.

The SAP RFC DLL is loaded dynamically at run time when a Universal Agent batch job or started task needs to use SAP RFC functions. When the DLL is
loaded, RFC initialization is performed by the DLL. As part of the RFC initialization, a USS popen function is called from within the DLL that creates two
USS processes that run as child processes of the Universal Agent program. The child processes run for a very brief amount of time (1-2 seconds).

A USS child process inherits a number of attributes from its parent, which in this case is a Universal Agent program. Among the attributes inherited are the
user ID profile, including the OMVS segment, as well many of the LE options specified in the batch job or started task. Among the attributes that a child
process does not inherit is the ddname allocations of its parent. The child processes run in a separate address space managed by z/OS Workload
Manager.

Output in the USS File System

The two child processes created by the popen function executed by the SAP DLL can result in LE creating certain files in the USS file system. The LE
options that the batch job or started task execute with are inherited by the child processes created by the popen function. When the LE options produce
output, this output will be created for each of the USS child processes in the USS file system.

As an example, the LE option RPTOPTS(ON) will write a report to the location specified by the LE MSGFILE option. The report lists all the LE option
values and the source of the options. The two child processes created by the SAP RFC DLL inherit the LE options, and when both of the child processes
end, LE writes a options report to the location specified by the LE MSGFILE option.

Since the child processes run in a USS environment, the LE MSGFILE option defaults to standard error; however, there is no standard error defined in this
case, so LE writes its output to a file named SYSOUT in the current working directory. The current working directory will be the home directory specified in
the user profile OMVS segment.
There are a number of conditions that cause LE to produce output. A partial list is:

® Certain LE options produce reports to the MSGFILE location. For example, RPTOPTS and RPTSTG.

® LE error messages resulting from invalid options or run-time errors are written to the MSGFILE location.

® LE dumps and traces produced due to run-time exceptions or the LE TRACE option. Dumps and traces are written to either the CEEDUMP
ddname or to a USS file name starting with CEEDUMP.

Universal Agent Components

The following Universal Agent components use the SAP RFC DLL:
® Universal Broker
® Universal Enterprise Controller
® Universal Connector

When these components are executed with LE options that product output, a USS file named SYSOUT or a file starting with CEEDUMP will be created in
the home directory of the user profile executing the component.
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If two or more instances of a component executing with different user profiles share the same home directory, security violations may occur. The first
component creates a USS file named SYSOUT owned by its user ID and the second component executing with a different user profile attempts to append

to it resulting in a security violation.

To avoid the potential security violation when attempting to append to the LE SYSOUT file on the USS file system, define each z/OS user profile with a
unique home directory.
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z/OS Installation - Configuration of z/OS System SSL

® Configuration of z/OS System SSL

® SSL Benefits

® Required Conditions for Using SSL
® Additional Information

Configuration of z/OS System SSL

Universal Agent can use the IBM z/OS System SSL library or the OpenSSL SSL library for its SSL/TLS network communications. The SSL library selection
is made with the Universal Agent SSL_IMPLEMENTATION configuration option.

z/OS System SSL requires the IBM System SSL Cryptographic Services base element. In addition, Universal Agent requires Cryptographic Services
Security Level 3 element, which includes the cryptographically strong SSL/TLS cipher suites.

SSL Benefits

System SSL provides the following benefits:
® Utilizes any cryptographic hardware features available reducing the amount CPU resources used by Universal Agent.
® Seamless integration with RACF certificate management features.
Note
1
If RACF digital certificates are new to you or your site, refer to the following documentation for complete details:

° ® 7/OS Security Server RACF Security Administrator's Guide
® 7/OS Security Server RACF Command Language Reference

Required Conditions for Using SSL
In order for Universal Agent to use z/OS System SSL, the following conditions must be met:
1. Universal Agent supports z/OS System SSL on z/OS 1.4 and above.
2. Universal Agent component SSL_IMPLEMENTATION configuration values must be set to system.
3. User profiles with which the Universal Agent component executes must have READ access to the RACF profile IRR.DIGTCERT.LISTRING in the
FACILITY class.

4. User profiles with which the Universal Agent component executes must have a certificate key ring associated with them that includes the user's
certificate and the CA's certificate.

Additional Information

The following pages provide additional detailed information for Configuration of z/OS System SSL.:

® [ntegrated Cryptographic Service Facility (ICSF)
® Universal Broker Digital Certificate (RACF) Set-up

91 / ua-70x-install



Universal Agent 7.0.x Installation, Upgrade, and Applying Maintenance

Integrated Cryptographic Service Facility (ICSF)
Integrated Cryptographic Service Facility (ICSF)

z/OS System SSL will use ICSF when available. The ICSF started task must be running and ICSF configuration completed.
The user profile with which the System SSL application executes must have access to the following ICSF resources in the CSFSERYV class:

CSFCKI, clear key import
CSFCKM, multiple clear key import
CSFDEC, symmetric key decrypt
CSFDSG, digital signature generate
CSFDSV, digital signature verify
CSFENC, symmetric key encrypt
CSFPKB, PKA key build

CSFPKD, PKA decrypt

CSFPKE, PKE encrypt

CSFPKI, PKA key import

In addition to the resources above, it also may be necessary to grant the user access to the CSFIQA resource. That resource permits queries on the
cryptographic hardware available on a particular system. If the user does not have READ access to that resource, System SSL processing can continue,
but may do so with reduced functionality (for example, TLS 1.2 ciphers may not be accessible). ICH408I messages will also appear in the system log for
each query that fails.

To use ICSF's random number generator - used to seed key generation — the CSFRNG resource must be defined to the CSFSERV class and the user
must have READ access to it. If this resource is not available, or the user cannot access it, a less secure generator may be used.

Refer to the IBM z/OS ICSF Administrator's Guide for managing access to ICSF resources.
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Universal Broker Digital Certificate (RACF) Set-up
Universal Broker Digital Certificate (RACF) Set-up

Setting up a digital certificate infrastructure in a production environment for the first time requires careful planning by the Security organization and
Universal Agent administrator. The instructions provided on this page have been simplified for illustration purposes.

You work with RACF Digital Certificates using the RACF command RACDCERT. RACF profiles control access to the functions provided by RACDCERT.
The user profile with which the following commands are executed require either:

® SPECIAL attribute
® Appropriate access to the IRR.DIGTCERT.function profile in the FACILITY class.
® READ access is required to IRR.DIGTCERT .function to issue RACDCERT commands for the executing user.
® UPDATE access is required to IRR.DIGTCERT.function to issue RACDCERT commands for other users.
® CONTROL access is required to IRR.DIGTCERT.function to issue RACDCERT command for SITE or CERTAUTH certificates.

The member UNVINDC in the INSTALL library contains the JCL to execute the RACF commands listed in the following steps.

Create a Certificate Authority (CA) certificate and private key using the following RACDCERT command:

Step 1
RACDCERT CERTAUTH GENCERT +
SUBJECTSDN(CN(' Certificate Authority') +
OU(' Security') +
Q' Conpany Nane, Inc.') +
qrus)) +
NOTAFTER( DATE(2030- 01-01) ) +
* KEYUSAGE( HANDSHAKE CERTSI GN) +
W THLABEL (' Conpany CA')
Change the subject and label names to meet local requirements.
Step 2 Create a certificate for the Universal Broker STC and sign it with the CA certificate created in Step 1 using the following RACDCERT
command:
RACDCERT | D( UBRUSR) GENCERT +
SUBJECTSDN( CN(' br oker . conpany. com ) +
OU(' Operations') +
Q' Conpany Nane, Inc.') +
QruUs)) +
KEYUSAGE( HANDSHAKE) +
W THLABEL(' Broker') +
S| GNW TH( CERTAUTH LABEL(' Conpany CA')
Change the subject and label names to meet local requirements. The subject's Common Name (CN) value should uniquely identify this
instance of the broker in the enterprise.
Step 3 | Create a certificate key ring for the user profile UBRUSR with the following RACDCERT command:

RACDCERT | D( UBRUSR) ADDRI NG({ BROKER)
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Step 4 Connect the CA certificate and the Universal Broker certificate to the key ring with the following RACDCERT command:

RACDCERT | D( UBRUSR) CONNECT( CERTAUTH LABEL(' Conpany CA') +
RI NG( BROKER)
RACDCERT | D{ UBRUSR) CONNECT( LABEL("' Broker') RI NG BROKER) DEFAULT)

Change the labels to match the values used in previous steps.

Step 5 If the resource profile IRR.DIGTCERT.LISTRING in the FACILITY class is not defined, define it with the following RDEFINE command:

RDEFI NE FACI LI TY (I RR DI GTCERT. LI STRI NG UACC( NONE)

Step 6 Permit the Broker user profile UBRUSR READ access to the RACF profile | RR. DI GTCERT. LI STRI NGin the FACILITY class using the
following PERMIT command:

PE | RR DI GTCERT. LI STRI NG CLASS( FACI LI TY) | D( UBRUSR) ACCESS( READ)

Step 7 Modify the Universal Broker configuration member UBRCFGO0O as follows:

ssl _i npl enent ati on system
saf _key_ring BROKER

Step 8 The CA certificate must be distributed to the remote systems from which Universal Agent managers are executed. The managers must be
configured with the CA certificate in their list of Trusted CA certificates using the CA_CERTIFICATES configuration option.

The CA certificate is exported out of the RACF data base into a data set in a PEM (or base64) format with the following RACDCERT
command:

RACDCERT CERTAUTH EXPORT ( LABEL(' Conpany CA')) +
DSN( TEST. CA. CERT) FORMAT( CERTB64)

Change the label to match the value used in previous steps.

The tsoprefix. TEST.CA.CERT data set contains a PEM formatted certificate. The format is a text format that transfers safely across the
network in text mode.

Note that the CA private key is not exported. The CA certificate does not contain any private data.
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z/OS Installation - Configuration of Security

Introduction

Some Universal Agent components utilize z/OS security services to control access to product functions and resources. These pages describe the
installation steps to activate product security and define resource controls.

Note
1
The use of the security resource is optional. If you do not want to use it at this time, this information can be skipped.

Detailed Information

The following pages specify the configuration methods for IBM's RACF and Computer Associate's ACF2 security products:

RACF Class

ACF2 Class

Universal Command Security
Universal Control Security
Universal Event Monitor Security
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Configuration of Security - RACF Class
RACF Class

All components use the Universal Agent RACF class $UNV. The class name can be changed if local requirements require it.

To install the Universal Agent RACF class, perform the following steps:

Step 1

Step 2

Step 3

Step 4

Step 5

Modify your local RACF class descriptor table by adding the following entry to ICHRRCDE:

| CHERCDE CLASS=$UNV,

CASE=ASI S,
FI RST=ANY,
OTHER=ANY,
MAXLNTH=246,
DFTUACC=NONE,
| D=128,

PCSI T=128

+ o+ + o+ +

Modify the ID and POSIT values to meet local requirements.

Support for the CASE parameter was added in z/OS 1.2. Case-sensitive profile names are necessary for USS path name support in the
standard 1/O access profiles. See Universal Command Standard /0 Access Profile for details.

Care must be taken when defining case-sensitive profile names so that the profile characters are typed with the desired case. RACF will not
automatically upper case the profile names. If the wrong case is used, the desired profile will not be found. If the standard I/O profiles are
not necessary or USS path name support is not necessary, the CASE parameter can be removed.

Sample assemble and link edit JCL is provided in member UNVRRCDE in the INSTALL library. IBM provides a sample ICHRRCDE table
and the JCL to assemble and link edit it in SYS1.PARMLIB(RACTABLE).

Modify your local RACF routing table by adding the following entry to ICHRFRO1.

| CHRFRTB CLASS=$UNV, +
ACTI ON=RACF

Sample assemble and link edit JCL is provided in member UNVRFROL1 in the INSTALL library.
IBM provides a sample ICHRRCDE table and the JCL to assemble and link edit it in SYS1. PARM.I B( RACTABLE) .

If you changed the default RACF class name $UNV to another name, the UCMD, UCTL, and UEM load modules must be modified to
include the same class name.
(If you did not change the default class name, skip this step.)

1. Member UCMCMVS in the INSTALL library contains an SMP/E USERMOD to apply the modification to the UCMD load module.
Change the USERMOD to the new class name and submit the job.

2. Member UCTCMVS in the INSTALL library contains an SMP/E USERMOD to apply the modification to the UCTL load module. Change
the USERMOD to the new class name and submit the job.

3. Member UEMCMVS in the INSTALL library contains an SMP/E USERMOD to apply the modification to the UEM load module. Change
the USERMOD to the new class name and submit the job.
All steps must end with return code 0.

IPL the z/OS system to install the new class descriptor and routing tables.
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Step 6 Activate the new class and define it for generic profile checking by entering the following RACF SETROPTS commands:

SETROPTS CLASSACT( $UNV)
SETROPTS GENER! C{ $UNV)
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Configuration of Security - ACF2 Class
ACF2 CLASS

All components use the Universal Agent ACF2 class $UNV. The class name may be changed if local requirements require it.

To install the Universal Agent ACF2 class, perform the following steps:

Step 1 Create a CLASMAP with the following ACF2 command:

SET CONTROL( GSO)
I NSERT CLASSMAP. $UNV RESOURCE( $UNV) RSRCTYPE( UNV) ENTI TYLN( 246)

Step 2 Rebuild and refresh the directories with the following console command:

F ACF2, REFRESH( CLASMAP) , SYSI DX *sysi d*) , CLASS( C) , TYPE( GSO)

Step 3 Define the following resource rules for Universal Command and Universal Control with the following commands:

SET RESOURCE( OsM
COWPI LE * STORE
$KEY( UCMD) TYPE( UNV)
U D(ucnd_adm n_i d) ALLOW
- Ul D(ucnd_admi n_i d) SERVI CE( READ) ALLOW

SET RESOURCE( CSM)
COWPI LE * STORE
$KEY(UCTL) TYPE( UNV)
U D(uctl _adm n_id) ALLOW
- Ul D(uctl _admin_id) SERVI CE(READ) ALLOW
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Configuration of Security - Universal Command Security

Overview
Universal Command Remote Access Profile
Universal Command Standard 1/O Access Profile
Universal Command Security Profile Definitions
® Example 1
® Example 2
® Example 3
® Example 4

Overview

Universal Command access controls consist of the following profile types:

® Remote Access profiles control Universal Command's access to remote systems.
® Stdio Access profiles control Universal Command's access to local data sets used as standard input, output or error.

Universal Command Remote Access Profile

The remote access profile controls Universal Command Manager's access to specific remote systems running Universal Agent. The remote system is
identified by the IP address of the remote system, the port number on which the Manager is connecting to the remote system, and the remote system user
ID with which the Manager is requesting the command to be executed.

Universal Command Manager identifies a remote system with the REMOTE_HOST and REMOTE_PORT configuration options, and the remote user ID
with the USER_ID configuration option.

The remote access profile has the following format:

UCMD. | i paddr ess. Pport.userid

The following table identifies the fields that comprise the profile name.

Field Description

ipaddre | Numeric dotted-form IP address of the remote host as specified by the REMOTE_HOST option. The format of the IP address is four three-

ss character numeric fields. Each field represents one number of the IP address. For example, IP address 256.10.2.123 is formatted as 2560100
02123.
port Numeric port number on which Universal Broker is listening as specified by the REMOTE_PORT option. The default Universal Broker port

number is 7887. The format of the port number is a five-digit number. For example, port 7887 is formatted as 07887.
userid Remote user identifier with which Universal Command Manager will execute the remote command as specified by the USER_ID option.

Whether or not a user identifier is required depends on the Universal Command Server configuration. If no user identifier is specified for the
Manager, the userid value is <BLANK>.

The value userid is upper case. Some remote hosts may have case-sensitive user identifiers. All user identifiers specified on the Manager are
translated to upper case for building the profile.

Universal Command Standard I/O Access Profile

The standard I/0O (stdio) access profile controls Universal Command Manager's access to data sets allocated for standard 1/0. The standard I/O ddnames
are UNVIN for standard input, UNVOUT for standard output, and UNVERR for standard error, unless otherwise changed with the SIO_LOCAL_FILE
configuration option.

The standard 1/0O access profile has the following format:

UCMD. st di o. | i paddress. Pport.allocation

The following table identifies the fields that comprise the profile name.

Field Description
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stdio Standard /O file which the profile is for. Valid values are:
® STDIN for the standard input file.

® STDOUT for the standard output file.
® STDERR for the standard error file.

ipaddre = Numeric dotted-form IP address of the remote host as specified by the REMOTE_HOST option. The format of the IP address is four three-

Ss character numeric fields. Each field represents one number of the IP address. For example, IP address 256.10.2.123 is formatted as 2560100
02123.
port Numeric port number on which Universal Broker is listening as specified by the REMOTE_PORT option. The default Universal Broker port

number is 7887. The format of the port number is a five-digit number. For example, port 7887 is formatted as 07887.

allocati | Entity that is allocated to the standard 1/0O ddname. There are a number of different items that may be allocated to a ddname. The following
on formats are available:

® A data set allocation is represented by Ddsn, where dsn is the data set name. For example, a ddname allocation of PROD.APPL.DATA
is formatted as DPROD.APPL.DATA.
® |[f allocating a PDS and a member name is specified, do not include the member name in the profile name, only the PDS name.
® |f allocating a relative generation data set, do not include the relative number in the profile name, only the GDG name.
A JES SYSIN, SYSOUT or SUBSYS= allocation is represented by the value SUBSYS.
A temporary data set allocation is represented by the value TEMPORARY.
A DUMMY or NULLFILE allocation is represented by the value NULLFILE.
A USS path name allocation is represented by Upath, where path is the USS path name. For example, a ddname allocation of /prod
/appl/data is formatted as U/prod/appl/data.
® USS path name support starts at z/OS 1.4. Prior to z/OS 1.4, the path name is not available to format the profile name. The value
used for path in this case is UNKNOWNUSSPATHNAME.
® USS path names are case sensitive. The Universal Agent class must be defined with the CASE=ASIS parameter to support case
sensitive profile names.

The maximum length of the profile name is 246 characters. The maximum length of a USS path name allocated to a ddname is 256
characters. It is possible the path name may be truncated in formatting the profile name. Truncation does not result in an error
condition.

Universal Command Security Profile Definitions

These examples illustrate sample RACF commands that can be used to define Universal Command security profiles and permit z/OS user identifiers
access to those profiles. Refer to the IBM RACF documentation for complete details on RACF commands.
Example 1

Assume that you want to restrict Universal Command Manager for z/OS access to remote host 10.23.90.2. The following profile would restrict access to
only those z/OS users who have read access to the profile UCMD.1010023090002.*.*.

The following TSO commands define the required profile and permits access to TSO user TSO555.

RDEF $UNV ( UCMD. 1 010023090002. *. *) UACC( NONE)
PE UCMD. 1 010023090002. *. * CLASS($UNV) | D( TSC655) ACCESS( READ)

Example 2

Assume that you run all Universal Brokers on privileged port 1000. To enforce the policy that z/OS Managers connect only to port 1000, define profile UCM
D.*** with universal access none and define UCMD.*.P01000.* with universal access read.

The following TSO commands define the required profiles.

RDEF $UNV (UCMD. *. *.*) UACC( NONE)
RDEF $UNV ( UCMD. *. PO1000. *) UACC( READ)

Example 3

Assume that you want to restrict root access to all hosts from Universal Command Manager for z/OS. The following profile would restrict root access to
only those z/OS users who have read access to the profile UCMD.*.*.ROOT.
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The following TSO command defines the required RACF profile.

RDEF $UNV (UCMD. *. *. ROOT) UACC({ NONE)

Example 4

Assume that you want to restrict Universal Command Manager access to data sets PROD.*. You also don't want Universal Command Manager to use any
temporary data sets. The following profiles would restrict access to only those z/OS users who have read access to the profile.

The following TSO command defines the required RACF profile.

RDEF $UNV (UCMD. STD*. *. *. DPROD. **) UACC( NONE)
RDEF $UNV (UCMD. STD*. *. *. TEMPORARY) UACC( NONE)
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Configuration of Security - Universal Control Security

® Overview
® Universal Control Remote Access Profile Format
® Universal Control Security Profile Definition

® Example 1

Overview

Universal Control access controls consist of the following profile types:

Remote Access profiles control Universal Control's access to remote systems.

Universal Control Remote Access Profile Format

The remote access profile controls Universal Controls Manager's access to specific remote systems running Universal Agent. The remote system is
identified by the IP address of the remote system, the port number on which the Manager is connecting to the remote system, and the command to be
executed.

Universal Control Manager identifies a remote system with the REMOTE_HOST and REMOTE_PORT configuration options, and the command as one of
the command options.

The remote access profile has the following format:
UCTL. | i paddr ess. Pport. cormand

The profile name is composed of the following fields.

Field Description

ipaddre | Numeric dotted-form IP address of the remote host as identified by the REMOTE_HOST option. The format of the IP address is four three-

Ss character numeric fields. Each field represents one number of the IP address. For example, IP address 256.10.2.123 is formatted as 2560100
02123.
port Numeric port number on which Universal Broker is listening as identified by the REMOTE_PORT option. The default Universal Broker port

number is 7887. The format of the port number is a five-digit number. For example, port 7887 is formatted as 07887.

comma | Universal Control command that the Manager is requesting execution. Possible command values are START, STOP, and REFRESH.
nd

Universal Control Security Profile Definition

This example illustrates sample RACF commands that can be used to define Universal Control security profiles and permit z/OS user identifiers access to
those profiles. Refer to the IBM RACF documentation for complete details on RACF commands.

Example 1

Assume you wish to restrict Universal Control Manager for z/OS access to remote host 10.23.90.2. The following profile would restrict access to only those
z/OS users who have read access to the profile UCTL. | 010023090002. *. *.

The following TSO commands define the required profile and permits access to TSO user TSO555.

RDEF $UNV (UCTL. 1 010023090002. *. *) UACC( NONE)
PE UCTL. 1010023090002. *. * CLASS($UNV) | D( TSC655) ACCESS( READ)
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Configuration of Security - Universal Event Monitor Security

® Overview
® Universal Event Monitor Remote Access Profile Format
® Universal Event Monitor Security Profile Definition

® Example 1

Overview

Universal Event Monitor access controls consist of the following profile types:

Remote Access profiles control Universal Event Monitor's access to remote systems.

Universal Event Monitor Remote Access Profile Format

The remote access profile controls Universal Event Monitor Manager's access to specific remote systems running Universal Agent. The remote system is
identified by three elements:

1. System's IP address
2. Port number that the Manager uses to connects to a Universal Broker executing on the system
3. User account specified from the UEM Manager, which is defined on the remote system

The Universal Event Monitor Manager identifies a remote system with the REMOTE_HOST and REMOTE_PORT configuration options, and the remote
user account with the USER_ID configuration option.

The remote access profile has the following format:
UEM | i paddr ess. Pport . userid

The profile name is composed of the following fields.

Field Description
ipaddre ' IP address of the remote host, in dotted-decimal notation, as identified by the REMOTE_HOST configuration option. The format of the IP
Ss address is four three-character numeric fields. Each field represents one number of the IP address. For example, IP address 256.10.2.123 is
formatted as 256010002123.

port Numeric port number on which Universal Broker is listening as identified by the REMOTE_PORT configuration option. The default Universal
Broker port number is 7887. The format of the port number is a five-digit number. For example, port 7887 is formatted as 07887.

userid ID of a remote user account, which was specified by the Manager with the USER_ID option. If the Universal Event Monitor Server is

configured to not require a user ID, the value for this field is <BLANK>.The value userid is upper case. Some remote hosts may have case-
sensitive user identifiers. All user identifiers specified on the Manager are translated to upper case for building the profile.

Universal Event Monitor Security Profile Definition

This example illustrates sample RACF commands that can be used to define Universal Event Monitor security profiles and permit local user accounts
access to those profiles. Refer to the IBM RACF documentation for complete details on RACF commands.
Example 1

Assume you wish to restrict Universal Event Monitor Manager for z/OS access to remote host 10.23.90.2. The following profile would restrict access to
only those z/OS users who have read access to the profile UEM 1 010023090002. *. *.

The following TSO commands define the required profile and permits access to TSO user TSO555.

RDEF $UNV (UEM I 010023090002. *. *) UACC( NONE) PE UEM | 010023090002. * . *
CLASS($UNV) | D( TSCE55) ACCESS( READ)
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z/OS Installation - Performance Guidelines

Overview

UNIX System Services and Language Environment
Universal Agent Managers

Universal Broker and Universal Agent Servers
Universal Enterprise Controller

Overview

Universal Agent consists of product components distributed throughout the enterprise communicating with each other over the computer network using the
TCP/IP communication protocol.

Universal Agent offers reliable, fault tolerant, secure, and efficient communications between its distributed components. In order for product components to
effectively meet their communication requirements, z/OS must provide sufficient execution time for the product components.

The execution of the communication protocol is a real-time activity and communication time-outs may be exceeded if product components are not
dispatched appropriately while executing the communication protocol.

The following sections provide performance guidelines for Universal Agent for z/OS components.

UNIX System Services and Language Environment

All Universal Agent components are written in C/C++ and utilize z/OS Language Environment (LE) and z/OS UNIX System Services (USS).

The IBM z/OS UNIX System Services Planning manual includes a "Tuning Performance" chapter that should be reviewed to improve USS performance in
general.

Universal Agent components do not attempt to use the USS setpriority, chpriority, or nice functions to adjust their performance group or service class.

Universal Agent Managers

Universal Agent Managers consist of Universal Command, Universal Data Mover, and Universal Event Monitor managers. They typically execute in the
JES subsystem as a batch job or the OMVS subsystem as a USS shell command.

The managers communicate with remote Universal Brokers and their corresponding Universal Agent Server components on remote systems using the TCP
/IP protocol.

In cases where the z/OS workload requires more resources than are available, z/OS will favor workload with a higher dispatch priority over workload with a
lower dispatch priority. If a Universal Agent manager is being executed with a lower dispatch priority than other workload competing for resources, it may
not be given sufficient execution time to meet its network communication timing requirements. The result will be false network time-out errors in the
Universal Agent manager.

The effect of a network time-out condition depends on whether or not the Universal Agent manager is using the Network Fault Tolerant (NFT) feature. If
NFT is used, the manager reestablishes the communication session and continues; otherwise, the manager ends with an error.

False network communication time-out errors can be addressed using one or both of the following options:

1. Increase the manager's NETWORK_DELAY configuration option value (default is 120 seconds). NETWORK_DELAY specifies the maximum
amount of time to wait for data on a communication session before considering the session timed out. Increasing the value allows for the
manager batch job to be swapped out for a longer period of time before the session will be considered timed out.

However, in cases where a condition truly exists in the network that would result in a true network time-out, a larger NETWORK_DELAY value
would result in a longer period of time before the manager would detect and respond to the time-out condition.

2. Raise the Universal Agent manager workload dispatch priority by placing it in a higher performance group or service class. Raising the workload
dispatch priority will allow z/OS to provide sufficient CPU resources to the manager to meet network timing requirements.

Universal Broker and Universal Agent Servers

The Universal Broker started task is the center of activity on each system on which Universal Agent is installed. AImost all components communicate with
a locally installed Universal Broker during their execution, including managers and servers.

Universal Broker is responsible for managing Universal Agent servers that are performing work on z/OS on behalf of remote Universal Agent managers.

Universal Agent servers are created by the Universal Broker using the USS spawn function. The servers run as USS child processes of the Universal
Broker started task in the OMVS subsystem.
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The Universal Broker started task must execute with a sufficiently high performance group or service class in order to service all manager and server
requests in a timely manner to avoid false network time-out conditions.

On heavily loaded systems, it is recommended to make the Universal Broker started task non-swappable to help overall improvement of Universal Broker.

Universal Enterprise Controller

The Universal Enterprise Controller (UEC) started task performs real-time monitoring of Agents distributed throughout the network. UEC communicates
with each Agent on a defined polling interval.

UEC is a USS, multi-threaded application written in C/C++ that heavily utilizes TCP / IP. The amount of work that UEC performs depends directly on the
number of Agents defined to it. UEC maintains Agent status information and Universal Event Subsystem information in the UEC database. The database
is an HFS or zFS database that is mounted in the z/OS UNIX file system.

UEC must execute with a sufficiently high performance group or service class in order to perform its Agent monitoring service effectively. False Agent time-
out alerts can result if UEC is not dispatched in a timely manner.

On heavily loaded systems, it is recommended to make the UEC started task non-swappable to help overall performance of UEC.
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z/OS Installation - Converting STC User Profiles to a Non-
Zero UID

® Overview

® Converting Universal Broker User Profile to Non-Zero UID

® Running Without BPX.SUPERUSER and BPX.DAEMON Access

® Converting Universal Enterprise Controller (UEC) User Profile to Non-Zero UID

Overview

Prior to Stonebranch Solutions 4.2.0, the Universal Broker and Universal Enterprise Controller (UEC) started task user profiles were required to have an
OMVS UID value of 0. As of 4.2.0, the products were enhanced to execute with a user profile defined with a non-zero UID value to improve upon the
product security features.

A Universal Agent installation that already has a user profile with UID 0 in use can convert the user profile from UID 0 to a non-zero UID value. There are a
number of concerns when changing a user profiles UID value. The UID value identifies the user profile in the zZ/OS UNIX (USS) environment.

The following sections describe how to convert a Universal Broker or Universal Enterprise Controller user profile UID value from O to non-zero.

Converting Universal Broker User Profile to Non-Zero UID

The conversion steps assume the following:

® The UID value is being changed from 0 to 5001. If a UID value of 5001 does not work in your local environment, change all references to 5001 in
the following steps to a unique, non-zero UID value suitable for your local environment. Note that the UID value must be unique among all user
profiles.

® The Universal Broker user profile name is UBRUSR. If the Universal Broker STC in your local environment uses a different user profile name,
change all references to UBRUSR in the following steps to the user profile name used in your local environment.

® The user ID used to execute the commands requires an OMVS segment.

® For full feature support, the user ID must have either UID 0 or READ access to the BPX.SUPERUSER profile in the FACILITY class. Starting with
Universal Agent 6.5.0.0, a majority of agent features can be accessed without READ access to the BPX.SUPERUSER and BPX.DAEMON
profiles. Refer to information below and throughout this section for more information on executing without access to those profiles.

® The Universal Broker HFS or zFS data sets must be mounted and their mount point known. The console system command D OMVS,F or the USS
shell command df can be used to display all mounted USS data sets. If the Broker has never run as UID 0 or with READ access to the BPX.
SUPERUSER profile, the datasets must be manually mounted with the mount locations configured and initialized as described below.

® The external links required by Universal Broker and UDM Manager to spawn select Universal Agent components must exist in a well-known
location on the z/OS UNIX file system and be owned by UID 0. The external links must be created prior to Broker startup and identified in the
configuration and component definition members described below.

Step 1 | Stop the Universal Broker STC if it is running.

Step 2 | Change the user profile UBRUSR UID value to 5001 with the following command:

ALTUSER UBRUSR OWS( Ul D{ 5001))
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Step 3 Note

1
Some parts of this step are optional starting with Universal Agent 6.5.0.0. Running with access to all the profiles below is still supported in
that release, but the only resource the Broker user must have READ access to is BPX.JOBNAME. Running without BPX.SUPERUSER and
BPX.DAEMON access does limit the Universal Agent's feature set, but only as it applies to z/OS Unix group membership and configuring the
Agent to switch user contexts without prior authentication.

Permit the user profile UBRUSR READ access to the required resource profiles with the following commands:

PE BPX. SUPERUSER CLASS( FACI LI TY) | D{ UBRUSR) ACCESS(READ)
PE BPX. JOBNAME CLASS(FACI LI TY) |D(UBRUSR) ACCESS( READ)
SETR RACLI ST(FACI LI TY) REFRESH

The user profile UBRUSR should already have READ access to BPX.DAEMON in the FACILITY class based on Universal Broker
installation requirements prior to 4.2.0. If UBRUSR does not have READ access to BPX.DAEMON, the following commands will permit
appropriate access:

PE BPX. DAEMON CLASS( FACI LI TY) | D( UBRUSR) ACCESS( READ)
SETR RACLI ST(FACI LI TY) REFRESH

For detailed information regarding Universal Broker security requirements, see z/OS Configuration - Started Tasks.

Step 4 | Universal Broker databases are maintained in USS HFS or zFS data sets. The database files have an owner attribute that is based on the
UID value of the Universal Broker STC user profile. The database files, the root directory, and administration files must have their owner
attribute changed from UID 0 to the new non-zero UID value 5001.

When running with UID 0 or with READ access to the BPX.SUPERUSER profile, the Universal Broker STC will dynamically mount the USS
data sets in the / t np directory. Assuming the USS data set names are UNV. UNVDB and UNV. UNVSPOOL, their mount point would be
directory / t np/ UNV. UNVDB and / t np/ UNV. UNVSPOOL. If a different mount point must be used, its location can be changed with the MOUN
T_POINT configuration option inside the &HLQ. UNV. UNVCONF( UBRCFG00) member. If necessary, adjust the commands below to the
appropriate directory names.

If the Universal Broker STC has never run with UID 0 or with READ access to the BPX.SUPERUSER profile, the databases must be
mounted manually as described in Universal Agent Database Configuration.

From the z/OS UNIX shell prompt, execute the following commands:

su

cd /tnp/ UNV. UNVDB
chown -R 5001 *
chown 5001 .

chown 5001 .inited
cd /tnp/ UNV. UNVSPOOL
chown -R 5001 *
chown 5001 .

chown 5001 .inited
exit

The first command, su, changes to the superuser ID. The user ID used to execute the above commands will need either a UID of 0 or READ
access to the BPX.SUPERUSER profile in the FACILITY class. If the user ID has UID 0, the su command is not necessary.

The . i ni t ed file must exist in each directory and must be owned by the Universal Broker user. If the Broker has not run in this

environment, it will be necessary to manually create this file, so its ownership can be set as instructed above. There are no content
requirements for this file, so an empty file will suffice.
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Step 5

Step 6

Universal Broker spawns Universal Agent server components via external links that reside on the z/OS UNIX file system (USS). These links
must point to names that match load modules installed into the SUNVLOAD load library.

UDM Manager also can spawn UCMD and USAP in response to an exec or execsap command, following the same external link approach
used by Universal Broker. The Broker provides these links to UDM during registration.

If the Broker runs as UID O (or as a user with READ access to BPX.SUPERUSER), it will format and create each of these external links at
start-up in the location specified by the TMP_DIRECTORY configuration option.

If the Broker does not run with superuser authority, each of these links must be created manually and their locations must be identified in the
appropriate component definitions and configuration files.

To create external links for Universal Agent server components and have them recognized by Universal Broker:

® From the z/OS UNIX shell prompt, execute the following commands:

su
cd /tnp

I'n -e UAGSRV ubroker. stc. uagsrv
In -e UCMSRV ubroker. stc. ucnsrv
I'n -e UCTSRV ubroker.stc.uctsrv
In -e UDVMBRV ubroker. stc. udnsrv

The directory and name (for example, ubr oker . st c. uagsr v) can be any desired, but the link must point to the name of the load
module in &HLQ UNV. SUNVLQAD.

If the TMP_DIRECTORY configuration option - defined inside &HLQ UNV. UNVCONF( UBRCFQ00) - was changed from its default value
of / t np, place the external links in the location specified by the mount point value.
® Make the following changes to the component definition files, which are stored as members inside &HLQ. UNV. UNVCOWP. If necessary,

replace / t np with the configured tmp_directory location.

® UAGSRV: Set start_command option to / t np/ ubr oker . st c. uagsr v in UAGCMPO0O.

® UCMSRYV: Set start_command option to / t np/ ubr oker . st c. ucnsr v in UCSCMPO0O.

® UCTSRV: Set the start_command option to / t np/ ubr oker . st c. uct srv in UTSCMPO0O.

® UDMSRYV: Set the start command option to / t np/ ubr oker . st c. udnsr v in UDSCMPO00.

To create external links used by UDM to execute UCMD and USAP, execute the following z/OS Unix commands

su

cd /tnp

In -e UCMD ubroker.stc.ucnd
I'n -e USAP ubroker.stc. usap

Update the UCMD_PATH and USAP_PATH Universal Broker configuration options in &HLQ. UNV. UNVCONF( UBRCFQ00) to point to the
absolute path of those links.

If you expect to stop components from Universal Broker using UCTL, create a link for it as well (for example, In -e UCTL ubroker.stc.uctl)
and update the UCTL_PATH option in &HLQ. UNV. UNVCONF( UBRCFQ00) .

If you expect to launch started tasks (STCs) via UCMD using a COMMAND_TYPE value of stc or via the UDM exec stc= command,
execute the following z/OS Unix commands to create an external link to the UCMD Server STC Command Processor, UCMSCPST.

su
cd /tnp
In -e UCMSCPST ucnd. stc

Update the UCMSCPST_PATH UCMD Server configuration option in &HLQ UNV. UNVCONF( UCSCFQ00) to point to the absolute path of this
new link.

Start the Universal Broker STC.

Running Without BPX.SUPERUSER and BPX.DAEMON Access
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Starting with the Universal Agent 6.5.0.0 release, running the Universal Broker STC with a user account without READ access to the BPX.SUPERUSER
and BPX.DAEMON profiles enables more agent functionality than with previous releases.

The Universal Broker provided by the Universal Agent 6.5.0.0 release can execute Universal Server components (for example, UCMSRYV and UDMSRYV) in
a specified user's context without requiring the Broker account to have access to these privileged resources. This simply requires that a valid password be
provided for the user account, so that the Server component can authenticate the account.

While most agent functionality is available when executing this way, it does impose the following limitations:

® The noauth parameter supported by some Universal Access Control List entries may not be used. This parameter is used to perform user context
switches without requiring user authentication. This behavior is only available if the Broker runs with UID 0 or has BPX.SUPERUSER access.

® Access to system resources that is granted to users via their group membership may need to be updated to specifically grant access to that
user's account. Supplemental group information for the user will be set, but the process will be unable to set its effective group ID unless the user
is also a member of the group to which the Broker user belongs.

In addition, the system log may contain an increased number of ICH408I messages reporting insufficient access to the BPX.SUPERUSER and BPX.
DAEMON resources. This is expected behavior and is issued because some Universal Server components (UCMSRYV in particular) issue a function call
that checks for access to those resources. If the account requesting access does not have it, the ICH408] message is issued. Internally, the Server
component continues, aware that access to the privileged resources is not available.

An ICH804I message issued by a Universal Server component may look like this:

| CHA08I USER(UBRTRP ) GROUP(UBRGRP ) NANE( #HH#HHHHHHHHHHHHHHY)
BPX. SUPERUSER CL(FACI LI TY)
I NSUFFI Cl ENT ACCESS AUTHORI TY
ACCESS | NTENT(READ ) ACCESS ALLOVED(NONE )

In this instance, the Broker was running with account UBRTRP, which does not have READ access to the BPX.SUEPRUSER resource of the FACILITY
RACF class.

Before attempting to run the Universal Broker STC without access to these privileged resources, be sure to follow the manual configuration steps listed in #
Converting Universal Broker User Profile to Non-Zero UID.

Converting Universal Enterprise Controller (UEC) User Profile to Non-Zero
UID

The conversion steps assume the following:

® The UID value is being changed from 0 to 5002. If a UID value of 5002 does not work in your local environment, change all references to 5002 in
the following steps to a unique, non-zero UID value suitable for your local environment. Note that the UID value must be unique among all user
profiles.

® The UEC user profile name is UECUSR. If the UEC STC in your local environment uses a different user profile name, change all references to UE
CUSR in the following steps to the user profile name used in your local environment.

® The user ID used to execute the commands requires an OMVS segment

® To simplify database mounting, the user ID must have either UID 0 or READ access to the BPX.SUPERUSER profile in the FACILITY class. To
run without access to the BPX.SUPERUSER, simply mount, configure, and initialize databases as described in Universal Agent Database
Configuration.

® The UEC HFS or zFS data set must be mounted and its mount point known. The console system command D OMVS,F or the USS shell
command df can be used to display all mounted USS data sets.

Step 1 | Stop the UEC STC if itis running.

Step 2 | Change the user profile UECUSR UID value to 5002 with the following command:

ALTUSER UECUSR OWS( Ul D( 5002))
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Step 3 | Optional: Permit the user profile UECUSR READ access to the required resource profiles with the following commands:

PE BPX. SUPERUSER CLASS( FACI LI TY) | D( UECUSR) ACCESS( READ)
SETR RACLI ST(FACI LI TY) REFRESH

Step 4 | UEC databases are maintained in a USS HFS or zFS data set. The database files have an owner attribute that is based on the UID value of
the UEC STC user profile. The database files, the root directory, and administration files must have their owner attribute changed from UID 0
to the new non-zero UID value 5002.

When running with UID 0 or with READ access to the BPX.SUPERUSER profile, the Universal Enterprise Controller STC will dynamically
mount the USS data set in the / t np directory. Assuming the USS data set nhame is UNV. UECDB, its mount point would be directory / t np

/ UNV. UECDRB. If a different mount point must be used, its location can be changed with the MOUNT_POINT configuration option inside the &
HLQ UNV. UNVCONF( UECCFQ0) member. If necessary, adjust the following commands to reflect the correct mount point location.

If the UEC STC has never run with UID 0 or with READ access to the BPX.SUPERUSER profile, the databases must be mounted manually
as described in Universal Agent Database Configuration.

From the z/OS UNIX shell prompt, execute the following commands:

su

cd /tnp/ UNV. UECDB
chown -R 5002 *
chown 5002 .

chown 5002 .inited
exit

The first command, su, changes to the superuser ID. The user ID used to execute the above commands will need either a UID of 0 or READ
access to the BPX.SUPERUSER profile in the FACILITY class. If the user ID has UID 0, the su command is not necessary.

The . i ni t ed file must exist in each directory and must be owned by the UEC user. If the UEC STC has not run in this environment, it will
be necessary to manually create this file, so its ownership can be set as instructed above. There are no content requirements for this file, so
an empty file will suffice.

Step5  Startthe UEC STC.
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z/OS Installation - Data Set Inventory

® Types of Data Sets
® SMP/E Data Sets
® Non-SMP/E Data Sets

Types of Data Sets

As part of the Universal Agent for z/OS package installation, two types of data sets are allocated and cataloged:

® SMP/E data sets
®* Non-SMP/E data sets

SMP/E Data Sets

The following table lists the SMP/E data sets — and their space requirements — that are allocated and cataloged as part of the Universal Agent for z/OS

installation.

Depending on your installation choices, the data set high-level qualifiers may be different.

Data Set Name Space (tracks) Description
UNV.AUNVLOAD 6500 SMP/E distribution library for the product load library.
UNV.AUNVNLS 30 SMP/E distribution library for the product national language support library.
UNV.AUNVSAMP 30 SMP/E distribution library for the product sample library.
UNV.AUNVTMPL 60 SMP/E distribution library for configuration template files.
UNV.SMP.CSI n/a SMP/E CSI VSAM cluster for Universal Agent SMP/E zones.
UNV.SMP.CSI.DATA | 75 SMP/E CSI VSAM data for Universal Agent SMP/E zones.
UNV.SMP.CSLINDEX | 15 SMP/E CSI VSAM index for Universal Agent SMP/E zones.
UNV.SMP.SMPLOG 30 SMP/E log file.
UNV.SMP.SMPLOGA | 30 SMP/E backup log file.
UNV.SMP.SMPLTS 100 SMP/E target library for base versions of load modules using a SYSLIB allocation.
UNV.SMP.SMPMTS 30 SMP/E target library for macros existing only in the distribution libraries.
UNV.SMP.SMPPTS 4500 SMP/E temporary SYSMOD storage.
UNV.SMP.SMPSCDS | 30 SMP/E zone backup library.
UNV.SMP.SMPSTS 30 SMP/E target library for source existing only in the distribution libraries.
UNV.SUNVLOAD 6500 SMP/E target library for the product load library.
UNV.SUNVNLS 30 SMP/E target library for product national language support library.
UNV.SUNVSAMP 30 SMP/E target library for the product sample library.
UNV.SUNVTMPL 60 SMP/E target library for configuration template file.

Non-SMP/E Data Sets

The following table lists the non-SMP/E data sets - and their space requirements - that are allocated and cataloged as part of the Universal Agent for z/OS

package installation.

Depending on your installation choices, the data set high-level qualifiers may be different.

Data Set Name Space (tracks) Description
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UNV.MDL 1 Universal Broker sequential trace data set allocation model.
UNV.UAG 1 Universal Automation Center Agent logging data set allocation model.
UNV.UAG.AGENT.LOG nl/a Universal Automation Center Agent logging data set GDG base.
UNV.UCRDB 15 Universal Certificate database.

UNV.UECDB 4500 Universal Enterprise Controller HFS or zFS databases.
UNV.UNVCOMP 15 Universal Agent component definition library.

UNV.UNVCONF 15 Universal Agent configuration library.

UNV.UNVCREF 75 Universal Command Server command reference library.
UNV.UNVDB 150 Universal Broker HFS or zFS database.

UNV.UNVJSC n/a VSAM Job Submission Checkpoint (JSC) cluster.
UNV.UNVKSTR 75 Universal Broker Key Store data set.

UNV.UNVSPOOL 3000 Universal Agent HFS or zFS spool database.

UNV.UNVTRACE 150 Universal Broker PDS/E trace data set.

UNV.V6R4AMO.INSTALL @ 30 Universal Agent package installation and maintenance JCL.
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z/OS Installation - Licensing

® Licensing Universal Agent for zZOS Components
® Product License File
® Format
® Sample
® Entering License Information
® Restart Universal Broker

Licensing Universal Agent for z/OS Components

After Universal Agent for z/OS has been installed, you must configure the following components with product licenses before they can be used:

Universal Command Manager
Universal Data Mover Manager
Universal Connector for PeopleSoft

L]
L]
L]
® Universal Connector for SAP

Product License File

For each component, product license information (license parameter keywords and their values) is contained in a separate text file provided by your
Stonebranch, Inc. account representative.

Format

The format of the product license file name is: <component name>_<customer nhame>_<operating system>_<schedule or solution>.txt. For example: Indes
ca_Stonebranch_MVS_ALl.txt

® For Universal Command Manager, Indesca is used as the <component nhame> in the product license file name and as the name of the product in
the file itself.

® For Universal Data Mover Manager, Infitran is used as the <component name> in the product license file name and as the name of the product in
the file itself.

Sample

The following is a sample Universal Agent for z/OS product license file (for Universal Command Manager):

Li cense_Product "I NDESCA"

Li cense_Cust omer " STONEBRANCH'

Li cense_OS_Type "MWS"

Li cense_Type "PERPETUAL"

Li cense_Expi rati on_Date 2029.12. 31 YYYY. WM DD
Li cense_NT_Servers 100

Li cense_UNI X_Servers 100

Li cense_0S400_Servers 10000

Li cense_0OS390_Servers 10000

Li cense_Tandem Servers 10000

Li cense_0S390_Uni x_Servers 10000

Li cense_Key ABCD- 1234- EFGH 5678- | JKL- MNOP- 9999

Entering License Information

Enter each component's product license parameters into its configuration file in the UNVCONF product library:

Universal Command Manager configuration file member UCMCFGO00
Universal Data Mover Manager configuration file member UDMCFGO00

Universal Connector for PeopleSoft configuration file | member UPPSFG00

113 / ua-70x-install



Universal Agent 7.0.x Installation, Upgrade, and Applying Maintenance

Universal Connector for SAP configuration file member USPCFG00

It is recommended that you enter license information at the end of the file. (The values are specified in the same syntax as all other configuration options.)

If the Universal Broker STC is running, restart the Universal Broker STC to pick up the configuration file changes.

Restart Universal Broker

For Universal Broker to read the license information, you must stop and restart it.

Stop Universal Broker

STOP UBRCKER

Start Universal Broker

START UBROKER] , UPARME' opt i ons' |
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z/OS USS Installation

® [ntroduction
® |nstallation Procedures
® Detailed Information

Introduction

These pages describe the installation of Stonebranch, Inc.'s Universal Agent for z/OS UNIX System Services (USS) on a z/OS operating system. Unless
otherwise specified, all references to Universal Agent for z/OS USS refer to version 7.0.x.

Note

1
Starting with the 3.2.0 release of Universal Products, a Universal Broker must run on all systems on which a Universal Agent component is running,
including manager components. The Broker maintains product configuration data for all components that have a configuration file.

Installation Procedures

All Universal Agent for z/OS USS components are provided in the Universal Agent for z/OS SMP/E package.

The z/OS components in that package must be installed before you can install the z/OS USS components. (See z/OS Installation Procedures for
information on completing the z/OS installation.)

After the z/OS components have been installed, you can install the z/OS USS components (see SMPE Installation).

The installation consists of running a number of batch jobs. The output of these batch jobs should be kept until a proper installation has been verified.

Note

1
Please read z/OS USS Installation - Installation Requirements before installing Universal Agent for z/OS USS.

Detailed Information

The following pages provide detailed information for Configuration of z/OS USS Installation:

Components

Installation Requirements
Distribution File

SMPE Installation
Customization

Data Set Inventory
Licensing
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z/OS USS Installation - Installation Package

® Universal Agent for z/OS USS Components
® Component Compatibility

All Universal Agent for z/OS USS components are provided in the Universal Agent for z/OS SMP/E package.

Universal Agent for z/OS USS Components

The Universal Agent for z/OS package contains the following Universal Agent for z/OS USS Components:

Universal Command Manager 7..0.x

Universal Control Manager 7..0.x

Universal Copy 7..0.x

Universal Data Mover Manager 7..0.x

Universal Encrypt 7..0.x

Universal Event Monitor Manager 7..0.x
Universal Message to Exit Code Translator 7..0.x
Universal Query 7..0.x

Universal Certificate 7..0.x

Universal WTO 7..0.x

Component Compatibility

The following table identifies the compatibility of Universal Agent for z/OS USS components with previous component / product versions.

Component

Universal Command 7..0.x
Universal Control 7..0.x
Universal Data Mover 7..0.
X

Universal Encrypt 7..0.x

Universal Query 7..0.x

Universal Event Monitor
7..0.x

Compatibility

Universal Command 6.9.0, 6.8.0, 6.7.0, 6.6.0, 6.5.0, 6.4.0, 6.3.0, 6.2.0, 5.2.0, 5.1.0, 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0,
2.2.0, and 2.1.0.

Universal Control 6.9.0, 6.8.0, 6.7.0, 6.6.0, 6.5.0, 6.4.0, 6.3.0, 6.2.0, 5.2.0, 5.1.0, 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0,
2.2.0, and 2.1.0.

Universal Data Mover 6.9.0, 6.8.0, 6.7.0, 6.6.0, 6.5.0, 6.4.0, 6.3.0, 6.2.0, 5.2.0, 5.1.0, 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, and
3.1.0.

Universal Encrypt 6.9.0, 6.8.0, 6.7.0, 6.6.0, 6.5.0, 6.4.0, 6.3.0, 6.2.0, 5.2.0, 5.1.0, 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0,
2.2.0, and 2.1.0.

Universal Broker 6.9.0, 6.8.0, 6.7.0, 6.6.0, 6.5.0, 6.4.0, 6.3.0, 6.2.0, 5.2.0, 5.1.0, 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0,
2.2.0,and 2.1.0.

Universal Event Monitor 6.9.0, 6.8.0, 6.7.0, 6.6.0, 6.5.0, 6.4.0, 6.3.0, 6.2.0, 5.2.0, 5.1.0, 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, and
3.1.0.

The component references pertain to all supported platforms for that version.
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z/OS USS Installation - Installation Requirements

Overview

Data Set Space Requirements
SMP/E

Platform Requirements

Overview

Universal Agent for z/OS USS requires the following software releases:

z/0S 2.2,2.3,0r 2.4.

IBM Language Environment for z/OS 2.2, 2.3, or 2.4.

IBM Communication Server for z/OS 2.2, 2.3, or 2.4.

SMP/E 3.5 or above.

Minimum 200 cylinders of DASD and 81M bytes on a z/OS UNIX file system.

The user identifier used to execute the installation jobs must meet the following requirements:

1. User ID must have a properly defined OMVS segment.
2. User ID must have READ access to the BPX.FILEATTR.APF profile in the FACILITY class.

Important

All Oniversal Agent for z/OS USS components are provided in the Universal Agent for z/OS SMP/E package. The z/OS components must be installed
before the z/OS USS components. See z/OS Installation for information on completing the z/OS installation.

Data Set Space Requirements

As part of the Universal Agent for z/OS USS installation, a number of SMP/E data sets are allocated and cataloged and a number of z/OS UNIX directories
are created.

The space requirements for these data sets and directories are listed in z/OS USS Installation - Data Set Inventory.

SMP/E

Universal Agent for z/OS USS is installed using SMP/E. The components are installed in the Universal Agent SMP/E CSI.

The following table identifies the SMP/E FMIDs for the Universal Agent for z/OS USS components.

Product FMID SMP/E Requisites
USS Universal UUNV7 ' No prerequisites. Supersedes and deletes FMID UUNV320, UUNV410, UUNV420, UUNV430, UUNV510, UUNV520,
Common 7.0.x 00 UUNV620, UUNV630, UUNV640, UUNV650, UUNVE60, UUNV670, UUNV680, and UUNV690.
USS Universal UUBR7 @ UUNV700 and TUBR700 are prerequisites. Supersedes and deletes FMID UUBR320, UUBR410, UUBR420,
Broker Utilities 7.0.x | 00 UUBR430, UUBR510, UUBR520, UUBR620, UUBR630, UUBR640, UUBR650, UUBR660, UUBR670, UUBR680, and

UUBR690.

USS Universal UUCM | UUNV700 and TUBR700 are prerequisites. Supersedes and deletes FMID UUCM320, UUCM410, UUCM420,
Command Manager = 700 UuCM430, UUCM510, UUCM520, UUCM620, UUCM6630, UUCM6E40, UUCM650, UUCM660, UUCME70,
7.0.x UUCME680, and UUCME690.
USS Universal Data = UUDM = UUNV700 and TUBR700 are prerequisites. Supersedes and deletes FMID UUDM320, UUDM410, UUDM420,
Mover Manager 7.0. = 700 UuUDM430, UUDM510, UUDM520, UUDM620, UUDM630, UUDM640, UUDM650, UUDM660, UUDM670, UUDME80,
X and UUDM690.
USS Universal UUTL7 @ UUNV700 is a prerequisite. Supersedes and deletes FMID UUTL320, UUTL410, UUTL420, UUTL430, UUTL510,
Utilities 7.0.x 00 UUTL520, UUTL620, UUTL630, UUTL640, UUTL650, UUTL660, UUTL670, UUTL680, and UUTL690.
USS Universal UUEM UUNV700 and TUBR700 are prerequisites. Supersedes and deletes FMID UUEM320, UUEM410, UUEM420,
Event Monitor 700 UUEM430, UUEM510, UUEM520, UUEM620, UUEM630, UUEM640, UUEM650, UUEM660, UUEM670, UUEM680,
Manager 7.0.x and UUEM®690.

Platform Requirements
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Since platform requirements may change with new releases of a product, please consult the Platform Support for Universal Controller 7.0.x and Universal
Agent 7.0.x page to make sure that your platform is supported before performing an installation.
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z/OS USS Installation - Distribution File
Universal Agent for z/OS USS - Product Distribution File

The Universal Agent for z/OS USS installation files are distributed with the Universal Agent for z/OS distribution file.
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z/OS USS Installation - SMPE Installation
Universal Agent for z/OS USS - SMP/E Installation

The installation steps describe how to perform the SMP/E install of Universal Agent for z/OS USS in a step-by-step process.

Note

1
Installation of z/OS USS is dependent upon completion of the z/OS package installation, and must be installed in the same CSI as the z/OS package.

Four different installation processes are provided. Which installation process used depends on the installation environment.

z/OS USS Installation -
New Install, New CSI

z/OS USS Installation - 6.8.
x Upgrade, Existing CSI

z/OS USS Installation - 6.8.
x Upgrade, Existing CSI

z/OS USS Installation - 6.7.
x Upgrade, Existing CSI

z/OS USS Installation - 6.6.
x Upgrade, Existing CSI

z/OS USS Installation - 6.5.
x Upgrade, Existing CSI

z/OS USS Installation - 6.4.
x Upgrade, Existing CSI

z/OS USS Installation - 6.3.
x Upgrade, Existing CSI

z/OS USS Installation - 6.2.
x Upgrade, Existing CSI

z/OS USS Installation -
5.2.0 Upgrade, Existing CSI

z/OS USS Installation -
5.1.0 Upgrade, Existing CSI

z/OS USS Installation - 4.x
Upgrade, Existing CSI

z/OS USS Installation -
3.2.0 Upgrade, Existing CSI
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Install any Universal Agent package from Stonebranch, Inc. for the first time, or installing a Universal Agent for z/OS USS

package in a new SMP/E CSI.

Upgrade a Universal Agent 6.9.x for z/OS USS package install. In this case, the Universal Agent 7.0.x for z/OS USS
package is installed into an SMP/E CSI that contains a Universal Agent 6.9.x package.

Upgrade a Universal Agent 6.8.x for z/OS USS package install. In this case, the Universal Agent 7.0.x for z/OS USS
package is installed into an SMP/E CSI that contains a Universal Agent 6.8.x package.

Upgrade a Universal Agent 6.7.x for z/OS USS package install. In this case, the Universal Agent 7.0.x for z/OS USS
package is installed into an SMP/E CSiI that contains a Universal Agent 6.7.x package.

Upgrade a Universal Agent 6.6.x for z/OS USS package install. In this case, the Universal Agent 7.0.x for z/OS USS
package is installed into an SMP/E CSiI that contains a Universal Agent 6.6.x package.

Upgrade a Universal Agent 6.5.x for z/OS USS package install. In this case, the Universal Agent 7.0.x for z/OS USS
package is installed into an SMP/E CSI that contains a Universal Agent 6.5.x package.

Upgrade a Universal Agent 6.4.x for z/OS USS package install. In this case, the Universal Agent 7.0.x for z/OS USS
package is installed into an SMP/E CSI that contains a Universal Agent 6.4.x package.

Upgrade a Universal Agent 6.3.x for z/OS USS package install. In this case, the Universal Agent 7.0.x for z/OS USS
package is installed into an SMP/E CSI that contains a Universal Agent 6.3.x package.

Upgrade a Universal Agent 6.2.x for z/OS USS package install. In this case, the Universal Agent 7.0.x for z/OS USS
package is installed into an SMP/E CSI that contains a Universal Agent 6.2.x package.

Upgrade a Universal Agent 5.2.0 for z/OS USS package install. In this case, the Universal Agent 7.0.x for z/OS USS
package is installed into an SMP/E CSI that contains a Universal Agent 5.2.0 package.

Upgrade a Workload Automation 5.1.0 for z/OS USS package install. In this case, the Universal Agent 7.0.x for z/OS
USS package is installed into an SMP/E CSlI that contains a Workload Automation 5.1.0 package.

Upgrade a Stonebranch Solutions 4.x for z/OS USS package install. In this case, the Universal Agent 7.0.x for z/OS USS

package is installed into an SMP/E CSiI that contains a Stonebranch Solutions 4.x package.

Upgrade a Universal Products 3.2.0 for z/OS USS package install. In this case, the Universal Agent 7.0.x for z/OS USS

package is installed into an SMP/E CSiI that contains a Universal Products 3.2.0 package.
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z/OS USS Installation - New Install, New CSI
New Install, New CSI

The New Install, New CSl installation process describes how to install the Universal Agent for z/OS USS package in a newly allocated SMP/E CSI.

Use this installation process for either of these environments:

® |[nstalling a Universal Agent for z/OS USS package for the first time.
® |nstalling a Universal Agent for z/OS USS package in a different SMP/E CSI than other Universal Agent components.

The installation JCL referenced by the installation steps is created by the #SETUP member in the Universal Agent INSTALL library.

Each step consists of running a batch job. The batch job must end with the appropriate return code before proceeding to the next step.

The user ID used to run the installation jobs must have a valid OMVS segment defined and have READ access to the BPX.FILEATTR.APF profile in the F
ACILITY class.

Step 1

Step 2

Step 3

Step 4

Step 5

Submit the JCL in member UNVUNOL1. The JCL allocates the SMP/E target and distribution data sets, creates the z/OS UNIX directories,
and defines the DDDEFs in the SMP/E zones. All steps must end with a return code 0.

Step ALLOCUSS creates the z/OS UNIX directories required by the USS components. The path prefix where the directories are created
was defined when the #SETUP member of the INSTALL library was modified and run as part of the z/OS installation. IBM recommends the
path prefix to be /usr/Ipp. Review the path prefix used in the ALLOCUSS step PARM value to be sure it meets local requirements.

The z/OS UNIX directory where the Universal Agent directories are created must be mounted in read/write mode. The user ID used to run
this job must have write access to the directory.

If the z/OS UNIX directories already have been created, the ALLOCUSS step will indicate this in its report and end successfully.

Submit the JCL in member UNVUNO2. The JCL performs an SMP/E RECEIVE of the product FMIDs and available PTFs from the
distribution data sets. All steps must end with a return code 0.

Submit the JCL in member UNVUNO3. The JCL performs a SMP/E APPLY of the USS product FMIDs and any received PTFs. Step APYFMID
must end with a condition code of 0.

Step APYPTFS is considered successful under any of the following conditions:

® Step ends with condition code 0.

® Step ends with condition code 4, and message GIM42001W is written in ddname SMPOUT.

® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
The user ID used to run the job must have READ access to BPX.FILEATTR.APF profile in the FACILITY class in order to set the APF
attribute on the UDM file when it is created in the z/OS UNIX directory by the APPLY command.

Submit the JCL in member UNVUNO4. The JCL member performs a SMP/E ACCEPT of the USS product FMIDs and any applied PTFs.
Step ACCFMID must end with a condition code of 0.
Step ACCPTFS is considered successful under any of the following conditions:

® Step ends with condition code O or 4.

® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.

Submit the JCL in member UNVUNO5. The JCL copies sample configuration members to the configuration library. All steps must end with a
return code 0.
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z/OS USS Installation - 6.9.x Upgrade, Existing CSI
Universal Agent 6.9.x for z/OS USS Upgrade, Existing CSI

The Universal Agent 6.9.x for z/OS USS Upgrade, Existing CSl installation process describes how to upgrade an existing Universal Agent 6.9.x package in
an existing SMP/E CSI.

Note

1
Before the Universal Agent 6.9.x for zZ/OS USS package can be upgraded, you first must upgrade the Universal Agent 6.9.x for z/OS package to Universal
Agent 7.0.x.

The installation JCL referenced by the installation steps is created by the #SETUP member in the Universal Agent INSTALL library.
Each step consists of running a batch job. The batch job must end with the appropriate return code before proceeding to the next step.

The user ID used to run the installation jobs must have a valid OMVS segment defined and have READ access to the BPX.FILEATTR.APF profile in the F
ACILITY class.

Step 1 | Submit the JCL in member UNVUNO2. The JCL performs an SMP/E RECEIVE of the product FMIDs and available PTFs from the
distribution data sets. All steps must end with a return code 0.

Step 2 | Submit the JCL in member UNVUNO3. The JCL performs a SMP/E APPLY of the USS product FMIDs and any received PTFs. Step
APYFMID must end with a condition code of 0.

Step APYPTFS is considered successful under any of the following conditions:

® Step ends with condition code 0.

® Step ends with condition code 4, and message GIM42001W is written in ddname SMPOUT.

® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
The user ID used to run the job must have READ access to BPX.FILEATTR.APF profile in the FACILITY class in order to set the APF
attribute on the UDM file when it is created in the z/OS UNIX directory by the APPLY command.

Step 3 | Submit the JCL in member UNVUNO4. The JCL member performs a SMP/E ACCEPT of the USS product FMIDs and any applied PTFs.
Step ACCFMID must end with a condition code of 0. Step ACCPTFS is considered successful under any of the following conditions:

® Step ends with condition code O or 4.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.

Step 4 = Submit the JCL in member UNVUNOS. The JCL copies sample configuration members to the configuration library. All steps must end with a
return code 0.
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z/OS USS Installation - 6.8.x Upgrade, Existing CSI
Universal Agent 6.8.x for z/OS USS Upgrade, Existing CSI

The Universal Agent 6.8.x for z/OS USS Upgrade, Existing CSl installation process describes how to upgrade an existing Universal Agent 6.8.x package in
an existing SMP/E CSI.

Note

1
Before the Universal Agent 6.8.x for zZ/OS USS package can be upgraded, you first must upgrade the Universal Agent 6.8.x for z/OS package to Universal
Agent 7.0.x.

The installation JCL referenced by the installation steps is created by the #SETUP member in the Universal Agent INSTALL library.
Each step consists of running a batch job. The batch job must end with the appropriate return code before proceeding to the next step.

The user ID used to run the installation jobs must have a valid OMVS segment defined and have READ access to the BPX.FILEATTR.APF profile in the F
ACILITY class.

Step 1 | Submit the JCL in member UNVUNO2. The JCL performs an SMP/E RECEIVE of the product FMIDs and available PTFs from the
distribution data sets. All steps must end with a return code 0.

Step 2 | Submit the JCL in member UNVUNO3. The JCL performs a SMP/E APPLY of the USS product FMIDs and any received PTFs. Step
APYFMID must end with a condition code of 0.

Step APYPTFS is considered successful under any of the following conditions:

® Step ends with condition code 0.

® Step ends with condition code 4, and message GIM42001W is written in ddname SMPOUT.

® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
The user ID used to run the job must have READ access to BPX.FILEATTR.APF profile in the FACILITY class in order to set the APF
attribute on the UDM file when it is created in the z/OS UNIX directory by the APPLY command.

Step 3 | Submit the JCL in member UNVUNO4. The JCL member performs a SMP/E ACCEPT of the USS product FMIDs and any applied PTFs.
Step ACCFMID must end with a condition code of 0. Step ACCPTFS is considered successful under any of the following conditions:

® Step ends with condition code O or 4.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.

Step 4 = Submit the JCL in member UNVUNOS. The JCL copies sample configuration members to the configuration library. All steps must end with a
return code 0.
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z/OS USS Installation - 6.7.x Upgrade, Existing CSI
Universal Agent 6.7.x for z/OS USS Upgrade, Existing CSI

The Universal Agent 6.7.x for z/OS USS Upgrade, Existing CSl installation process describes how to upgrade an existing Universal Agent 6.7.x package in
an existing SMP/E CSI.

Note

1
Before the Universal Agent 6.7.x for zZ/OS USS package can be upgraded, you first must upgrade the Universal Agent 6.7.x for z/OS package to Universal
Agent 7.0.x.

The installation JCL referenced by the installation steps is created by the #SETUP member in the Universal Agent INSTALL library.
Each step consists of running a batch job. The batch job must end with the appropriate return code before proceeding to the next step.

The user ID used to run the installation jobs must have a valid OMVS segment defined and have READ access to the BPX.FILEATTR.APF profile in the F
ACILITY class.

Step 1 | Submit the JCL in member UNVUNO2. The JCL performs an SMP/E RECEIVE of the product FMIDs and available PTFs from the
distribution data sets. All steps must end with a return code 0.

Step 2 | Submit the JCL in member UNVUNO3. The JCL performs a SMP/E APPLY of the USS product FMIDs and any received PTFs. Step
APYFMID must end with a condition code of 0.

Step APYPTFS is considered successful under any of the following conditions:

® Step ends with condition code 0.

® Step ends with condition code 4, and message GIM42001W is written in ddname SMPOUT.

® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
The user ID used to run the job must have READ access to BPX.FILEATTR.APF profile in the FACILITY class in order to set the APF
attribute on the UDM file when it is created in the z/OS UNIX directory by the APPLY command.

Step 3 | Submit the JCL in member UNVUNO4. The JCL member performs a SMP/E ACCEPT of the USS product FMIDs and any applied PTFs.
Step ACCFMID must end with a condition code of 0. Step ACCPTFS is considered successful under any of the following conditions:

® Step ends with condition code O or 4.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.

Step 4 = Submit the JCL in member UNVUNOS. The JCL copies sample configuration members to the configuration library. All steps must end with a
return code 0.

124 | ua-70x-install



Universal Agent 7.0.x Installation, Upgrade, and Applying Maintenance

z/OS USS Installation - 6.6.x Upgrade, Existing CSI
Universal Agent 6.6.x for z/OS USS Upgrade, Existing CSI

The Universal Agent 6.6.x for z/OS USS Upgrade, Existing CSl installation process describes how to upgrade an existing Universal Agent 6.6.x package in
an existing SMP/E CSI.

Note

1
Before the Universal Agent 6.6.x for zZ/OS USS package can be upgraded, you first must upgrade the Universal Agent 6.6.x for z/OS package to Universal
Agent 7.0.x.

The installation JCL referenced by the installation steps is created by the #SETUP member in the Universal Agent INSTALL library.
Each step consists of running a batch job. The batch job must end with the appropriate return code before proceeding to the next step.

The user ID used to run the installation jobs must have a valid OMVS segment defined and have READ access to the BPX.FILEATTR.APF profile in the F
ACILITY class.

Step 1 | Submit the JCL in member UNVUNO2. The JCL performs an SMP/E RECEIVE of the product FMIDs and available PTFs from the
distribution data sets. All steps must end with a return code 0.

Step 2 | Submit the JCL in member UNVUNO3. The JCL performs a SMP/E APPLY of the USS product FMIDs and any received PTFs. Step
APYFMID must end with a condition code of 0.

Step APYPTFS is considered successful under any of the following conditions:

® Step ends with condition code 0.

® Step ends with condition code 4, and message GIM42001W is written in ddname SMPOUT.

® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
The user ID used to run the job must have READ access to BPX.FILEATTR.APF profile in the FACILITY class in order to set the APF
attribute on the UDM file when it is created in the z/OS UNIX directory by the APPLY command.

Step 3 | Submit the JCL in member UNVUNO4. The JCL member performs a SMP/E ACCEPT of the USS product FMIDs and any applied PTFs.
Step ACCFMID must end with a condition code of 0. Step ACCPTFS is considered successful under any of the following conditions:

® Step ends with condition code O or 4.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.

Step 4 = Submit the JCL in member UNVUNOS. The JCL copies sample configuration members to the configuration library. All steps must end with a
return code 0.
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z/OS USS Installation - 6.5.x Upgrade, Existing CSI
Universal Agent 6.5.x for z/OS USS Upgrade, Existing CSI

The Universal Agent 6.5.x for z/OS USS Upgrade, Existing CSl installation process describes how to upgrade an existing Universal Agent 6.5.x package in
an existing SMP/E CSI.

Note

1
Before the Universal Agent 6.5.x for zZ/OS USS package can be upgraded, you first must upgrade the Universal Agent 6.5.x for z/OS package to Universal
Agent 7.0.x.

The installation JCL referenced by the installation steps is created by the #SETUP member in the Universal Agent INSTALL library.
Each step consists of running a batch job. The batch job must end with the appropriate return code before proceeding to the next step.

The user ID used to run the installation jobs must have a valid OMVS segment defined and have READ access to the BPX.FILEATTR.APF profile in the F
ACILITY class.

Step 1 | Submit the JCL in member UNVUNO2. The JCL performs an SMP/E RECEIVE of the product FMIDs and available PTFs from the
distribution data sets. All steps must end with a return code 0.

Step 2 | Submit the JCL in member UNVUNO3. The JCL performs a SMP/E APPLY of the USS product FMIDs and any received PTFs. Step
APYFMID must end with a condition code of 0.

Step APYPTFS is considered successful under any of the following conditions:

® Step ends with condition code 0.

® Step ends with condition code 4, and message GIM42001W is written in ddname SMPOUT.

® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
The user ID used to run the job must have READ access to BPX.FILEATTR.APF profile in the FACILITY class in order to set the APF
attribute on the UDM file when it is created in the z/OS UNIX directory by the APPLY command.

Step 3 | Submit the JCL in member UNVUNO4. The JCL member performs a SMP/E ACCEPT of the USS product FMIDs and any applied PTFs.
Step ACCFMID must end with a condition code of 0. Step ACCPTFS is considered successful under any of the following conditions:

® Step ends with condition code O or 4.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.

Step 4 = Submit the JCL in member UNVUNOS. The JCL copies sample configuration members to the configuration library. All steps must end with a
return code 0.
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z/OS USS Installation - 6.4.x Upgrade, Existing CSI
Universal Agent 6.4.x for z/OS USS Upgrade, Existing CSI

The Universal Agent 6.4.x for z/OS USS Upgrade, Existing CSl installation process describes how to upgrade an existing Universal Agent 6.4.x package in
an existing SMP/E CSI.

Note

1
Before the Universal Agent 6.4.x for zZ/OS USS package can be upgraded, you first must upgrade the Universal Agent 6.4.x for z/OS package to Universal
Agent 7.0.x.

The installation JCL referenced by the installation steps is created by the #SETUP member in the Universal Agent INSTALL library.
Each step consists of running a batch job. The batch job must end with the appropriate return code before proceeding to the next step.

The user ID used to run the installation jobs must have a valid OMVS segment defined and have READ access to the BPX.FILEATTR.APF profile in the F
ACILITY class.

Step 1 | Submit the JCL in member UNVUNO2. The JCL performs an SMP/E RECEIVE of the product FMIDs and available PTFs from the
distribution data sets. All steps must end with a return code 0.

Step 2 | Submit the JCL in member UNVUNO3. The JCL performs a SMP/E APPLY of the USS product FMIDs and any received PTFs. Step
APYFMID must end with a condition code of 0.

Step APYPTFS is considered successful under any of the following conditions:

® Step ends with condition code 0.

® Step ends with condition code 4, and message GIM42001W is written in ddname SMPOUT.

® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
The user ID used to run the job must have READ access to BPX.FILEATTR.APF profile in the FACILITY class in order to set the APF
attribute on the UDM file when it is created in the z/OS UNIX directory by the APPLY command.

Step 3 | Submit the JCL in member UNVUNO4. The JCL member performs a SMP/E ACCEPT of the USS product FMIDs and any applied PTFs.
Step ACCFMID must end with a condition code of 0. Step ACCPTFS is considered successful under any of the following conditions:

® Step ends with condition code O or 4.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.

Step 4 = Submit the JCL in member UNVUNOS. The JCL copies sample configuration members to the configuration library. All steps must end with a
return code 0.
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z/OS USS Installation - 6.3.x Upgrade, Existing CSI
Universal Agent 6.3.x for z/OS USS Upgrade, Existing CSI

The Universal Agent 6.3.x for z/OS USS Upgrade, Existing CSl installation process describes how to upgrade an existing Universal Agent 6.3.x package in
an existing SMP/E CSI.

Note

1
Before the Universal Agent 6.3.x for zZ/OS USS package can be upgraded, you first must upgrade the Universal Agent 6.3.x for z/OS package to Universal
Agent 7.0.x.

The installation JCL referenced by the installation steps is created by the #SETUP member in the Universal Agent INSTALL library.
Each step consists of running a batch job. The batch job must end with the appropriate return code before proceeding to the next step.

The user ID used to run the installation jobs must have a valid OMVS segment defined and have READ access to the BPX.FILEATTR.APF profile in the F
ACILITY class.

Step 1 | Submit the JCL in member UNVUNO2. The JCL performs an SMP/E RECEIVE of the product FMIDs and available PTFs from the
distribution data sets. All steps must end with a return code 0.

Step 2 | Submit the JCL in member UNVUNO3. The JCL performs a SMP/E APPLY of the USS product FMIDs and any received PTFs. Step
APYFMID must end with a condition code of 0.

Step APYPTFS is considered successful under any of the following conditions:

® Step ends with condition code 0.

® Step ends with condition code 4, and message GIM42001W is written in ddname SMPOUT.

® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
The user ID used to run the job must have READ access to BPX.FILEATTR.APF profile in the FACILITY class in order to set the APF
attribute on the UDM file when it is created in the z/OS UNIX directory by the APPLY command.

Step 3 | Submit the JCL in member UNVUNO4. The JCL member performs a SMP/E ACCEPT of the USS product FMIDs and any applied PTFs.
Step ACCFMID must end with a condition code of 0. Step ACCPTFS is considered successful under any of the following conditions:

® Step ends with condition code O or 4.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.

Step 4 = Submit the JCL in member UNVUNOS. The JCL copies sample configuration members to the configuration library. All steps must end with a
return code 0.
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z/OS USS Installation - 6.2.x Upgrade, Existing CSI
Universal Agent 6.2.x for z/OS USS Upgrade, Existing CSI

The Universal Agent 6.2.x for z/OS USS Upgrade, Existing CSl installation process describes how to upgrade an existing Universal Agent 6.2.x package in
an existing SMP/E CSI.

Note

1
Before the Universal Agent 6.2.x for zZ/OS USS package can be upgraded, you first must upgrade the Universal Agent 6.2.x for z/OS package to Universal
Agent 7.0.x.

The installation JCL referenced by the installation steps is created by the #SETUP member in the Universal Agent INSTALL library.
Each step consists of running a batch job. The batch job must end with the appropriate return code before proceeding to the next step.

The user ID used to run the installation jobs must have a valid OMVS segment defined and have READ access to the BPX.FILEATTR.APF profile in the F
ACILITY class.

Step 1 | Submit the JCL in member UNVUNO2. The JCL performs an SMP/E RECEIVE of the product FMIDs and available PTFs from the
distribution data sets. All steps must end with a return code 0.

Step 2 | Submit the JCL in member UNVUNO3. The JCL performs a SMP/E APPLY of the USS product FMIDs and any received PTFs. Step
APYFMID must end with a condition code of 0.

Step APYPTFS is considered successful under any of the following conditions:

® Step ends with condition code 0.

® Step ends with condition code 4, and message GIM42001W is written in ddname SMPOUT.

® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
The user ID used to run the job must have READ access to BPX.FILEATTR.APF profile in the FACILITY class in order to set the APF
attribute on the UDM file when it is created in the z/OS UNIX directory by the APPLY command.

Step 3 | Submit the JCL in member UNVUNO4. The JCL member performs a SMP/E ACCEPT of the USS product FMIDs and any applied PTFs.
Step ACCFMID must end with a condition code of 0. Step ACCPTFS is considered successful under any of the following conditions:

® Step ends with condition code O or 4.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.

Step 4 = Submit the JCL in member UNVUNOS. The JCL copies sample configuration members to the configuration library. All steps must end with a
return code 0.
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z/OS USS Installation - 5.2.0 Upgrade, Existing CSI
Universal Agent 5.2.0 for z/OS USS Upgrade, Existing CSI

The Universal Agent 5.2.0 for z/OS USS Upgrade, Existing CSl installation process describes how to upgrade an existing Universal Agent 5.2.0 package
in an existing SMP/E CSI.

Note

1
Before the Universal Agent 5.2.0 for z/OS USS package can be upgraded, you first must upgrade the Universal Agent 5.2.0 for z/OS package to Universal
Agent 7.0.x.

The installation JCL referenced by the installation steps is created by the #SETUP member in the Universal Agent INSTALL library.
Each step consists of running a batch job. The batch job must end with the appropriate return code before proceeding to the next step.

The user ID used to run the installation jobs must have a valid OMVS segment defined and have READ access to the BPX.FILEATTR.APF profile in the F
ACILITY class.

Step 1 | Submit the JCL in member UNVUNO2. The JCL performs an SMP/E RECEIVE of the product FMIDs and available PTFs from the
distribution data sets. All steps must end with a return code 0.

Step 2 | Submit the JCL in member UNVUNO3. The JCL performs a SMP/E APPLY of the USS product FMIDs and any received PTFs. Step
APYFMID must end with a condition code of 0.

Step APYPTFS is considered successful under any of the following conditions:

® Step ends with condition code 0.

® Step ends with condition code 4, and message GIM42001W is written in ddname SMPOUT.

® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
The user ID used to run the job must have READ access to BPX.FILEATTR.APF profile in the FACILITY class in order to set the APF
attribute on the UDM file when it is created in the z/OS UNIX directory by the APPLY command.

Step 3 | Submit the JCL in member UNVUNO4. The JCL member performs a SMP/E ACCEPT of the USS product FMIDs and any applied PTFs.
Step ACCFMID must end with a condition code of 0. Step ACCPTFS is considered successful under any of the following conditions:

® Step ends with condition code O or 4.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.

Step 4 = Submit the JCL in member UNVUNOS. The JCL copies sample configuration members to the configuration library. All steps must end with a
return code 0.
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z/OS USS Installation - 5.1.0 Upgrade, Existing CSI
Workload Automation 5.1.0 for z/OS USS Upgrade, Existing CSI

The Workload Automation 5.1.0 for z/OS USS Upgrade, Existing CSl installation process describes how to upgrade an existing Workload Automation 5.1.0
package in an existing SMP/E CSI.

Note

1
Before the Workload Automation 5.1.0 for z/OS USS package can be upgraded, you first must upgrade the Workload Automation 5.1.0 for z/OS package
to Universal Agent 5.2.0.

The installation JCL referenced by the installation steps is created by the #SETUP member in the Universal Agent INSTALL library.
Each step consists of running a batch job. The batch job must end with the appropriate return code before proceeding to the next step.

The user ID used to run the installation jobs must have a valid OMVS segment defined and have READ access to the BPX.FILEATTR.APF profile in the F
ACILITY class.

Step 1 | Submit the JCL in member UNVUNO2. The JCL performs an SMP/E RECEIVE of the product FMIDs and available PTFs from the
distribution data sets. All steps must end with a return code 0.

Step 2 | Submit the JCL in member UNVUNO3. The JCL performs a SMP/E APPLY of the USS product FMIDs and any received PTFs. Step
APYFMID must end with a condition code of 0.

Step APYPTFS is considered successful under any of the following conditions:

® Step ends with condition code 0.

® Step ends with condition code 4, and message GIM42001W is written in ddname SMPOUT.

® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
The user ID used to run the job must have READ access to BPX.FILEATTR.APF profile in the FACILITY class in order to set the APF
attribute on the UDM file when it is created in the z/OS UNIX directory by the APPLY command.

Step 3 | Submit the JCL in member UNVUNO4. The JCL member performs a SMP/E ACCEPT of the USS product FMIDs and any applied PTFs.
Step ACCFMID must end with a condition code of 0. Step ACCPTFS is considered successful under any of the following conditions:

® Step ends with condition code O or 4.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.

Step 4 = Submit the JCL in member UNVUNOS. The JCL copies sample configuration members to the configuration library. All steps must end with a
return code 0.
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z/OS USS Installation - 4.x Upgrade, Existing CSI
Stonebranch Solutions 4.x for z/OS USS Upgrade, Existing CSI

The Stonebranch Solutions 4.x for z/OS USS Upgrade, Existing CSl installation process describes how to upgrade an existing Stonebranch Solutions 4.x
package in an existing SMP/E CSI.

Note

1
Before the Stonebranch Solutions 4.x for z/OS USS package can be upgraded, you first must upgrade the Stonebranch Solutions 4.x for z/OS package to
Universal Agent 5.2.0.

The installation JCL referenced by the installation steps is created by the #SETUP member in the Universal Agent INSTALL library.
Each step consists of running a batch job. The batch job must end with the appropriate return code before proceeding to the next step.

The user ID used to run the installation jobs must have a valid OMVS segment defined and have READ access to the BPX.FILEATTR.APF profile in the F
ACILITY class.

Step 1 | Submit the JCL in member UNVUNO2. The JCL performs an SMP/E RECEIVE of the product FMIDs and available PTFs from the
distribution data sets. All steps must end with a return code 0.

Step 2 | Submit the JCL in member UNVUNO3. The JCL performs a SMP/E APPLY of the USS product FMIDs and any received PTFs. Step
APYFMID must end with a condition code of 0.

Step APYPTFS is considered successful under any of the following conditions:

® Step ends with condition code 0.

® Step ends with condition code 4, and message GIM42001W is written in ddname SMPOUT.

® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
The user ID used to run the job must have READ access to BPX.FILEATTR.APF profile in the FACILITY class in order to set the APF
attribute on the UDM file when it is created in the z/OS UNIX directory by the APPLY command.

Step 3 | Submit the JCL in member UNVUNO4. The JCL member performs a SMP/E ACCEPT of the USS product FMIDs and any applied PTFs.
Step ACCFMID must end with a condition code of 0. Step ACCPTFS is considered successful under any of the following conditions:
® Step ends with condition code O or 4.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.

Step 4 = Submit the JCL in member UNVUNOS. The JCL copies sample configuration members to the configuration library. All steps must end with a
return code 0.
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z/OS USS Installation - 3.2.0 Upgrade, Existing CSI
Universal Products 3.2.0 for z/OS USS Upgrade, Existing CSI

The Universal Products 3.2.0 for z/OS USS Upgrade, Existing CSI installation process describes how to upgrade an existing Universal Products 3.2.0
package in an existing SMP/E CSI.

Note

1
Before the Universal Products 3.2.0 for z/OS USS package can be upgraded, you first must upgrade the Universal Products 3.2.0 for z/OS package
Universal Agent 5.2.0.

The installation JCL referenced by the installation steps is created by the #SETUP member in the Universal Agent INSTALL library.
Each step consists of running a batch job. The batch job must end with the appropriate return code before proceeding to the next step.

The user ID used to run the installation jobs must have a valid OMVS segment defined and have READ access to the BPX.FILEATTR.APF profile in the F
ACILITY class.

Step 1 | Submit the JCL in member UNVUNO2. The JCL performs an SMP/E RECEIVE of the product FMIDs and available PTFs from the
distribution data sets. All steps must end with a return code 0.

Step 2 | Submit the JCL in member UNVUNO3. The JCL performs a SMP/E APPLY of the USS product FMIDs and any received PTFs. Step
APYFMID must end with a condition code of 0.

Step APYPTFS is considered successful under any of the following conditions:

® Step ends with condition code 0.

® Step ends with condition code 4, and message GIM42001W is written in ddname SMPOUT.

® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
The user ID used to run the job must have READ access to BPX.FILEATTR.APF profile in the FACILITY class in order to set the APF
attribute on the UDM file when it is created in the z/OS UNIX directory by the APPLY command.

Step 3 | Submit the JCL in member UNVUNO4. The JCL member performs a SMP/E ACCEPT of the USS product FMIDs and any applied PTFs.
Step ACCFMID must end with a condition code of 0. Step ACCPTFS is considered successful under any of the following conditions:
® Step ends with condition code O or 4.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.

Step 4 = Submit the JCL in member UNVUNOS. The JCL copies sample configuration members to the configuration library. All steps must end with a
return code 0.
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z/OS USS Installation - Customization

® Overview

® Universal Command Manager for z/OS USS Customization
® Configuration

® Universal Control Manager for z/OS USS Customization
® Configuration

® Universal Data Mover Manager for z/OS USS Customization
® Configuration

® Universal Event Monitor Manager for z/OS USS Customization
® Configuration

® Universal Query for z/OS USS Customization
® Configuration

Overview

The product executable files intended for command line use are located in the directory #USSPRE/universal/bin, where #USSPRE is the path prefix
where the USS component directories were created. This directory must be added to the PATH environment variable for intended users of the executable
files.

(For information on applying product licenses to installed Universal Agent for z/OS USS components, see z/OS USS Installation - Licensing.)

Universal Command Manager for z/OS USS Customization

Configuration

USS Universal Command Manager for z/OS uses a configuration file for system-wide customizations. The configuration file is member UCMCFGUO of the
UNVCONF library.

See the Universal Command 7.0.x Reference Guide for details on configuring Universal Command Manager.

Universal Control Manager for z/OS USS Customization

Configuration

USS Universal Control Manager for z/OS uses a configuration file for system-wide customizations. The default configuration file is member UCTCFGUO of
the UNVCONF library.

See the Universal Agent Utilities 7.0.x Reference Guide for details on configuring Universal Control Manager.

Universal Data Mover Manager for z/OS USS Customization

Configuration

USS Universal Data Mover Manager for z/OS uses a configuration file for system-wide customizations. The default configuration file is member UDMCFGU(
of the UNVCONF library.

See the Universal Data Mover 7.0.x Reference Guide for details on configuring Universal Data Mover.

Universal Event Monitor Manager for z/OS USS Customization

Configuration

USS Universal Event Monitor Manager for z/OS uses a configuration file for system-wide customizations. The default configuration file is member UEMCFG
U0 of the UNVCONF library.

See the Universal Event Monitor 7.0.x Reference Guide for details on configuring Universal Event Monitor Manager.

134 |/ ua-70x-install


https://docs.stonebranch.com/confluence/display/UA70/Universal+Command+7.0.x+Reference+Guide
https://docs.stonebranch.com/confluence/display/UA70/Universal+Agent+Utilities+7.0.x+Reference+Guide
https://docs.stonebranch.com/confluence/display/UA70/Universal+Data+Mover+7.0.x+Reference+Guide
https://docs.stonebranch.com/confluence/display/UA70/Universal+Event+Monitor+7.0.x+Reference+Guide

Universal Agent 7.0.x Installation, Upgrade, and Applying Maintenance

Universal Query for z/OS USS Customization

Configuration

USS Universal Query z/OS uses a configuration file for system-wide customizations. The default configuration file is member UQRCFGUO of the UNVCONF
library.

See Universal Query for details on configuring Universal Query.
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z/OS USS Installation - Data Set Inventory
SMP/E Data Sets

A number of SMP/E data sets are allocated and cataloged as part of the Universal Agent for z/OS USS installation.
The following table lists the data sets and their space requirements.

Depending on your installation choices, the data set high-level qualifiers may be different.

Data Set Name Space (tracks) Description
UNV.AUNVHBIN | 3000 SMP/E distribution library for z/OS UNIX executables.

UNV.AUNVHNLS ' 30 SMP/E distribution library for z/OS UNIX product national language support files.

z/OS UNIX Directories

A number of z/OS UNIX directories are created as part of the Universal Agent for z/OS USS installation.

The following table lists the directories and their space requirements.

Directory Name Space (MB) Description
universal/bin/IBM 80 SMP/E target directory for the SUNVHBIN DDDEF.
universal/bin 0 USS Universal Agent program files.
universal/nis/IBM 0.5 SMP/E target directory for the SUNVHNLS DDDEF.
universal/nls 0 USS Universal Agent national language support files.
universal/lucmdmgr ' O Universal Command Manager installation directory.
universal/uctimgr 0 Universal Control Manager installation directory.
universal/udmmgr | 0 Universal Data Mover Manager installation directory.
universal/uemmgr | 0 Universal Event Monitor Manager installation directory.
universal/uguery 0 Universal Query installation directory.
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z/OS USS Installation - Licensing

® Licensing Universal Agent for z/OS USS Components
® Product License File
® Format
® Sample
® Entering License Information
® Restart Universal Broker

Licensing Universal Agent for z/OS USS Components

After Universal Agent for z/OS USS has been installed, you must configure the following components with product licenses before they can be used:

® Universal Command Manager
® Universal Data Mover Manager

Product License File

For each component, product license information (license parameter keywords and their values) is contained in a separate text file provided by your
Stonebranch, Inc. account representative.

Note
1
Product license information for Universal Agent for z/OS USS components are contained in the Universal Agent for z/OS product license files.

Format

The format of the product license file name is: <component name>_<customer name>_<operating system>_<schedule or solution>.txt. For example: Indes
ca_Stonebranch_MVS_AL.txt

® For Universal Command Manager, Indesca is used as the <component name> in the product license file name and as the name of the product in
the file itself.

® For Universal Data Mover Manager, Infitran is used as the <component name> in the product license file name and as the name of the product in
the file itself.

Sample

The following is a sample Universal Agent for z/OS product license file (for Universal Command Manager):

Li cense_Product "I NDESCA"

Li cense_Cust omer " STONEBRANCH'

Li cense_OS_Type "MWS"

Li cense_Type " PERPETUAL"

Li cense_Expiration_Date 2029.12.31 YYYY. MM DD
Li cense_NT_Servers 100

Li cense_UNI X_Servers 100

Li cense_0S400_Servers 10000

Li cense_0OS390_Servers 10000

Li cense_Tandem Servers 10000

Li cense_0S390_Uni x_Servers 10000

Li cense_Key ABCD- 1234- EFGH 5678- | JKL- MNOP- 9999

Entering License Information

Enter each component's product license parameters into its configuration file in the UNVCONF product library:

® Universal Command Manager configuration file: member UCMCFGUO.
® Universal Data Mover Manager configuration file: member UDMCFGUO.

It is recommended that you enter license information at the end of the file. (The values are specified in the same syntax as all other configuration options.)
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If the Universal Broker STC is running, restart the Universal Broker STC to pick up the configuration file changes.

Restart Universal Broker

For Universal Broker to read the license information, you must stop and restart it.

Stop Universal Broker

STOP UBROKER

Start Universal Broker

START UBROKER[ , UPARME' opt i ons' |
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Windows Installation

® [ntroduction
® |nstallation Packages
® Distribution File Format
® Universal Agent Installation Methods
® System Installation
® User Mode Installation
® Pre-Installation Guidelines
® System Installation
® User Mode Installation
® |nstallation Paths
® System Installation
® User Mode Installation
® [nstallation Summary
® System Installation
® User Mode Installation
® Windows Installer
® Windows Installer Interfaces
® Determining Whether a Universal Agent Install Will Require a System Reboot
® Windows Installer Package File Locations
® Detailed Information

Introduction

These pages provide information on the installation of Stonebranch, Inc.'s Universal Agent on Microsoft Windows operating systems. Unless otherwise
specified, all references to Universal Agent for Windows refer to one of the 7.0.x versions (for example: 7.0.0.0).

Installation Packages

Universal Agent is installed with one required installation package and three optional installation packages.
To obtain a Universal Agent package, you must download the corresponding product distribution file from the Stonebranch Customer Portal.
Note

1
A customer user name and password - provided by Stonebranch, Inc. - are required to access this area.

The following table lists the packages available, their supported platforms, distribution file names, and whether or not the package is required.

Package Distribution File Required
Universal Agent (system installation) sb-7.0.0. LEVEL- wi ndows- x64. exe Yes
Universal Agent (user mode installation) sb-7.0. 0. LEVEL- wi ndows- x64- um exe No
Universal Enterprise Controller sb-UECt| r-6.3. 0. LEVEL- w ndows-i 386. exe (32-bit) No

Universal Enterprise Controller Client Applications ' sb- UEC i ent - 6. 3. 0. LEVEL- wi ndows-i 386. exe (32-bit) No

Universal Agent for SOA sb-soa-6. 7. 0. LEVEL- wi ndows- x64. exe No

The word LEVEL in each distribution file name is a numeric value representing the product maintenance level contained in the distribution file.

Distribution File Format

The product distribution files are in a Windows self-extracting archive file format.

The names of the distribution files have the following format:

PROD- VRML- OS- HW exe

PROD is the package content

VRM is the version, release, modification, and maintenance levels (for example, 7.0.0.0)

OS is the name of the operating system supported
HWis the hardware type supported
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Universal Agent Installation Methods

There are two installation methods available for Universal Agent for Windows packages:

1. The firstis a traditional Windows Installer-based installation, referred to here as a system installation.
2. The second is referred to as a user mode installation, which is a lightweight, fully-functional install that allows multiple Universal Agents to reside
on a single system.

Detailed information for each method can be found on the following pages.

® System Installation
® User Mode Installation

System Installation

The system installation method uses a traditional Windows Installer-based package. This installation method "assumes" that it is the only Universal Agent
instance on a system, and has the following distinguishing characteristics:

The application is listed in Programs and Features, under the Windows Control Panel.

Application files default to traditional install locations (for example, C:\Program Files).

Universal Manager and Utility components are installed in the Windows System32 directory.

Configuration and component definition files reside in in common, well-known locations (for example, C:\ProgramData).
The installation contains the logic necessary to create a new account for running the Universal Broker service.

The Universal Broker service name is not configurable. Its display name is Uni ver sal Br oker , its registered service name is UBr oker Ser vi ce
, and its Application event log message source is ubr oker .

The install contains logic to support upgrades from any prior release.

Removal requires a proper Uninstall, via the Windows Control Panel.

The installation is compatible with enterprise deployment tools (for example, SMS).

The installation may install system libraries that the Universal Agent requires.

The installation can automatically configure the Agent to simplify integration with other Stonebranch applications.

User Mode Installation

The user mode install is a lightweight installation method that results in a fully-functional Universal Agent, minus the Windows integration features that the
system install offers. However, this install method permits several Universal Agents to reside on a single system, whereas the system install is limited to a
single instance.

A user mode install can reside on a system that already has a system install, but an existing system install is not required.
A user mode install has the following distinguishing characteristics:

® Application files can reside in any location.

® Resources the Agent requires such as configuration and component definition files reside under the install location.

® Universal Manager and Utility components also reside under the install directory, in the . \ Sys32\ bi n folder. To ensure that Managers and
Utilities register with the correct local Broker, the SB_Conf i gSet up. bat script is provided to properly configure the environment.

® By default, a user mode install provides a single working directory for Universal Server components, . \ UAHone. A user mode install can still use
separate directories for each Server component (as is done for the system install), but doing so requires post-install updates to configuration and
component definition files.

® A user mode install can configure the Universal Broker service to run as an Administrative user account, but that account must already exist.

® The Universal Broker service name is configurable, and must be unique. The install creates the service and registers its Application event log as
the service's display name.

® A user mode install contains no upgrade logic. Consequently, all user mode installs should be installed in “clean" locations.

® The user mode install does not create an entry in Programs and Features. To remove a user mode install, you 1) run the provided ubr svc. bat
script with the -remove option to delete the Broker service and unregister its Application event log message source, and 2) remove the install
directory from the file system.

Note
1

A user mode install does not provide any required system libraries. All prerequisites must exist to run the Universal Agent in user mode. If the install cannot
find the appropriate Microsoft Visual C++ Runtime and the Microsoft Universal C Runtime, the install will fail with an error.

Pre-Installation Guidelines

System Installation

Before starting the Universal Agent for Windows system installation, it is recommended that you close all other Windows programs. Active programs may
be using system files that the Universal Agent installation may update.

If a system file is in use during the installation, it is placed in a temporary location. A reboot is required to free the file and move it from the temporary
location to its final destination. Closing all programs before the installation reduces the possibility that a file will be in use and that you will have to reboot
your computer.

You must be able to write to the directory from which the installation is launched.
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User Mode Installation

User mode installations do not update shared system files, so it is not necessary to close all other applications first. However, we do suggest that you close
the Windows Services application and the Windows Event Viewer, if open. A user mode installation will create the Universal Broker service and register its
message catalog as an Application event log message source. File contention/sharing issues may occur if the Services and/or Event Viewer is open during
Universal Broker service creation and configuration.

Note

1
Do not install a new user mode installation on top of an existing user mode installation. The installation contains no upgrade logic, so doing so can leave
the installation in an indeterminate state.

Installation Paths

System Installation
The default installation path for most packages is:
® "C:\ Program Fil es"
For the remaining 32-bit packages, the default installation path is:

® "C:\Program Fi |l es (x86)"

User Mode Installation

The default installation path for user mode installs is %'EMP% uni ver sal . However, you can install to any location.

Installation Summary

System Installation
Step 1 | Download the distribution file from the Stonebranch Customer Portal.
Step 2 | Log on to Windows using an Administrative account or an account that can be elevated to Administrative authority.
Step 3 | Exitall running programs to reduce the likelihood of a reboot.
Step 4 | Execute the installation file.

Step 5 | Follow installation instructions:

® [nstalling a Universal Agent System Install via the Graphical Interface
® |Installing a Universal Agent System Install via the Command Line Interface

User Mode Installation
Step 1 | Download the distribution file from the Stonebranch Customer Portal.
Step 2 | Close the Windows Services application and the Windows Event Viewer.
Step 3 | Execute the installation file, providing elevated credentials when/if asked to do so.

Step 4 | Follow the instructions for your desired installation method:

® |nstalling a Universal Agent User Mode Install via the Graphical Interface
® [nstalling a Universal Agent User Mode Install via the Command Line Interface

Windows Installer
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Note

1
All'information related to Windows Installer applies only to the system installation. The user mode installation does not provide or depend on the Windows
Installer.

The installation of each Universal Agent for Windows package requires Windows Installer (msiexec.exe) from Microsoft. Windows Installer is a service
application that is a standard component of Windows operating systems. (It also can be obtained from Microsoft's website.)

Each Universal Agent for Windows package provides version 3.1.4000.2435 of Windows Installer.

Windows Installer Interfaces

Windows Installer provides two interfaces that you can use to install Universal Agent:

® Graphical user interface
® Command line

Determining Whether a Universal Agent Install Will Require a System Reboot

If Windows Installer is not present on your Windows operating system, the Universal Agent package being installed will install it before any of its own files
are copied.

If Windows Installer is present on your Windows operating system, but it is a version prior to 3.1.4000.2435, the installation will upgrade it. It may be
necessary to reboot your system in this situation.

Recent versions of Microsoft Windows and Microsoft Server come with a version of Windows Installer that is much newer than the one provided by the
Universal Agent install. This reduces the likelihood that a reboot will be required following an Agent install.

Follow the steps below to determine whether the Universal Agent install will install or upgrade the Windows Installer.
Step 1 = From the Windows File Explorer, navigate to the System32 directory (for example, C:\Windows\System32).

Step 2 = Search for file msiexec.exe (Windows Installer).

® |f the file exists, continue to the Step 3.
* |f the file does not exist, Windows Installer is not installed on your system. The Universal Agent installation will install it.

Step 3 | Right-click on the msiexec.exe file name to display a pop-up menu.

Step 4 | Click Properties to display the Properties dialog for msiexec.exe.
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Step 5 | Click the Version tab. File Version: identifies the currently installed version of Windows Installer (see the following figure). If the version is
prior to 3.1.4000.2435, the package installation will upgrade it.

msiexec.exe Properties E I

General  Wersion | Enmpatil:uilit_l,ll SEcurit_l,II 5ummar_l,l|

File verzsion:  EREEINIY

Descrption:  Windowsz® ingtaller

Copyright: 2 Microgoft Corporation. Al ights reserved.

— Other version information

[tern name: Walue:

Microzoft Corporation ;I
File Wersion
Internal Mame
Language
LeqalTrademark.s1
LegalTrademark.z2
Oniginal File name
Froduct Mame
Product “ersion

[

()% I Cancel | i 1] |

(In this figure, the installed Windows Installer is identified as version 3.1.4000.1823. Since this is the earlier version than the version provided
by the package installation, it will be upgraded.)

Rebooting the System
If Windows Installer is installed or upgraded during the installation of the package, a reboot of the system is required.
The installation provides an option to either:

® Reboot after the installation is complete.
® Reboot immediately. The installation will resume automatically after Windows restarts.

If Windows Installer version 3.1.4000.2435 or above already exists on your system, it is not upgraded, and no reboot is required.

Windows Installer Package File Locations

When you install a Universal Agent for Windows package, the Windows Installer package file (*.msi) is extracted to the following locations:

Package Location
Universal Agent for Windows package <Local AppDat a>\ Uni ver sal Agent x64\ <packagecode>\ UCrdx64. nsi
(64-bit)
Universal Enterprise Controller for <Local AppDat a>\ Uni ver sal Ent erpri seControl | er\ <packagecode>\ UECt | r. nsi

Windows package

UEC Client Applications package <Local AppDat a>\ UEd i ent \ <packagecode>\ UEC i ent . nsi
Universal Agent for SOA for Windows <Local AppDat a>\ Uni ver sal Agent f or SOAx64\ <packagecode>\ St onebranch Uni versal
Package Agent for SOA (x64).nsi

In these paths:

143 | ua-70x-install



Universal Agent 7.0.x Installation, Upgrade, and Applying Maintenance

<Local AppDa @ User's local Application Data folder.
ta>
For example: If the installation was performed by the built-in Administrator account, <Local AppDat a> would expand - by default - to:

® C:\Users\Admi ni strator\ AppDat a\ Local .
<packagecod ' Universally Unique Identifier (UUID) in the format {JXXXXXXX- XXXX- XXXX- XXXX- XXXXXXXXXXXXY, where X is a hexadecimal
e> character in the range 0 (zero) - F.
For example:

* {3B10285A- 9602- 4DC9- BOA5- 4D701BEB5225}.

Detailed Information

The following pages provide detailed information for Windows Installation:

Universal Agent for Windows System Installation
Universal Agent for Windows User Mode Installation
Universal Enterprise Controller for Windows Installation
UEC Client Applications Installation

Universal Agent for SOA for Windows Installation
Licensing
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Universal Agent for Windows System Installation

Introduction

The following information is provided for the installation of Universal Agent for Windows:

® Installation Package

® [nstallation Requirements
® |nstallation Procedures

® File Inventory Lists

(For licensing information, see Windows Installation - Licensing.)
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Universal Agent for Windows - System Installation Package

Components

The Universal Agent for Windows System Installation package includes the following product components:

Universal Broker 7.0.x

Universal Automation Center Agent 7.0.x

Universal Certificate 7.0.x

Universal Command Manager and Server 7.0.x
Universal Connector for SAP 7.0.x

Universal Connector for PeopleSoft 7.0.x

Universal Control Manager and Server 7.0.x
Universal Controller Command Line Interface (CLI) 7.0.x
Universal Data Mover Manager and Server 7.0.x
Universal Encrypt 7.0.x

Universal Event Log Dump 7.0.x

Universal Event Monitor Manager and Server 7.0.x
Universal Message Service (OMS) 7.0.x

Universal Message to Exit Code Translator 7.0.x
Universal Query 7.0.x

Python 3.7 Distribution for Universal Agent (optional)

Note

!
Universal Enterprise Controller 6.3.x, Universal Enterprise Controller 6.3.x Client Applications, and Universal Agent for SOA 6.7.x are packaged separately
(see Universal Enterprise Controller for Windows - Installation Package, UEC Client Applications - Installation Package, and Universal Agent for SOA for
Windows - Installation Package).

Component Compatibility

The following table identifies the compatibility of Universal Agent for Windows components with previous component / product versions.

Component Compatibility
Universal Universal Agent / Workload Automation / Stonebranch Solutions / Universal Products releases 6.9.0, 6.8.0, 6.7.0, 6.6.0, 6.5.0, 6.4.0,
Broker 7.0.x 6.3.0, 6.2.0,5.2.0,5.1.0, 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0, 2.2.0, 2.1.0, and 1.2.0.
Universal Universal Command 6.9.0, 6.8.0, 6.7.0, 6.6.0, 6.5.0, 6.4.0, 6.3.0, 6.2.0, 5.2.0, 5.1.0, 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0, 2.2.0,
Command 7.0.x @ 2.1.0, and 1.2.0.
Universal Universal Control 6.9.0, 6.8.0, 6.7.0, 6.6.0, 6.5.0, 6.4.0, 6.3.0, 6.2.0, 5.2.0, 5.1.0, 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0, 2.2.0, 2.1.0,
Control 7.0.x and 1.2.0.

Universal Data Universal Data Mover 6.9.0, 6.8.0, 6.7.0, 6.6.0, 6.5.0, 6.4.0, 6.3.0, 6.2.0, 5.2.0, 5.1.0, 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1 and 3.1.0.
Mover 7.0.x

Universal Query = Universal Broker 6.9.0, 6.8.0, 6.7.0, 6.6.0, 6.5.0, 6.4.0, 6.3.0, 6.2.0, 5.2.0, 5.1.0, 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0, 2.2.0, 2.1.0,
7.0.x and 1.2.0.

Universal Event Universal Event Monitor 6.9.0, 6.8.0, 6.7.0, 6.6.0, 6.5.0, 6.4.0, 6.3.0, 6.2.0, 5.2.0, 5.1.0, 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, and 3.1.0.
Monitor 7.0.x

The component references pertain to all supported platforms for that version.
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Universal Agent for Windows - System Installation
Requirements

Windows Versions

Additional Requirements

Platform Requirements

Installation Account

Universal Broker Service
® UBrokerService: The Default Universal Broker Service Account
® Using a Windows Domain Account to Execute Universal Broker

® Spool Directory

® Universal Command Server

® UAG Cache

Windows Versions

To install Universal Agent for Windows, you must have one of the following versions of Windows:

® Windows Server 2012
® Windows Server 2012 R2
® Windows Server 2016
® Windows Server 2019

Additional Requirements

® An account with administrative privileges.

® Possible reboot: a reboot is required if the Windows Installer service is not installed, a version of the Windows Installer prior to 3.1.4000.1823 is
installed, or if required files are in use at the time of the installation.

* TCPI/IP.

® About 325 megabytes of disk space.

Platform Requirements

Since platform requirements may change with new releases of a product, please consult the Platform Support for Universal Controller 7.0.x and Universal
Agent 7.0.x page to make sure that your platform is supported before performing an installation.

Installation Account

The account used to install the package must have administrative privileges.

Universal Broker Service

The Universal Broker service runs either with an Administrative account or with the Local System account.
If you are using an Administrative account, the account must have the following privileges:

Act as part of the operating system
Adjust memory quotas for a process
Bypass traverse checking

Debug programs

Deny log on as batch job

Deny log on locally

Deny log on through Terminal Services
Log on as a service

Impersonate a client after authentication
Increase scheduling priority

Replace a process level token

Take ownership of files and other objects

UBrokerService: The Default Universal Broker Service Account
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The Universal Agent for Windows installation will create an account with the privileges listed above, if the account does not already exist. The name of this
account is UBr oker Ser vi ce. A default password provided for the account can be obtained by contacting Stonebranch support. We strongly suggest that
you set this password at install time via the installation dialogs or via the BROKERPWD command line option.

Note

1
If the UBrokerService account already exists, its password cannot be changed from the install.

See Installing a Universal Agent System Install via the Graphical Interface for detailed information about setting up the Universal Broker service account at
install time.

Using a Windows Domain Account to Execute Universal Broker

The Universal Broker Service may be configured to execute with an existing Windows domain account, provided that account has been granted the
privileges listed in this section, above, on the local system and the account has the file system permissions described in Service Security.

Note

!
Depending on your environment, it may be necessary to add this account to the Domain Admins group. This will ensure the account has sufficient access
to domain resources and is recognized as a true administrative account on all domain member systems that run the Universal Broker service as that
account.

Spool Directory

The spool directory is used to store the following types of information:

Execution information for Universal Agent components started by Universal Broker.

Event definitions and event handlers managed by Universal Broker and used by Universal Event Monitor.

Results of events tracked by Universal Event Monitor.

Redirected standard I/O files (stdin, stdout, and stderr) captured by Universal Command when run with Manager Fault Tolerance enabled.
Configuration information for Universal Agent components, when a local Universal Broker is operating in managed mode.

The default location for the spooled standard 1/O files is . \ Uni ver sal \ spool \ ucndsrv.

The default location for the other database files is . \ Uni ver sal \ spool \ ubr oker.

Universal Command Server

Location

The spool directory must reside on a local device. It cannot reside on any network device, including network drives that may be mapped to a local drive. By
default, the spool files are located in directory . \ Uni ver sal \ spool \ ucndsrv.

Space
You must have approximately 50 megabytes of disk space for the installation.
The amount of disk space required for the spool directory depend on the following factors:
® Number of spooling user processes that will be executing simultaneously. A user process is created for each command requested by a Universal
Command Manager. The default maximum number is 50.
® When a user process ends and a Manager has received all the spool files, the spool files themselves are deleted.
® Average size of the user processes standard input, output, and error files. Keep in mind that spooling is not a feature for file transfer purposes.
File transfer-related processes should execute without spooling enabled.
When these numbers have been determined, the average amount of disk space is calculated with the following formula:

MAX- PROCESSES x AVERAGE- STDI O SI ZE x 2 = required di sk space.

For example, if the maximum number of simultaneous user processes is estimated at 20 and the average size of processes standard I/O files is 100,000
bytes, the average amount of required disk space is 4MB (20 x 100000 x 2).

The Universal Command Server is configured with spooling disabled to prevent unintentional disk utilization. This feature can be enabled through the
Universal Configuration Manager.

For more information on the Manager Fault Tolerant feature, spooling of redirected standard 1/O files, and Universal Configuration Manager, see the Univer
sal Agent 7.0.x User Guide.
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Security

Universal Broker and Universal Command Server require read/write access to the spool directory. No other Universal Agent components access the spool
directory directly.

UAG Cache

UAG cache is used by Universal Automation Center Agent (UAG) for storing standard 1/O files.

Space
Cache files are located, by default, in directory . \ Uni ver sal \ UagSr v\ cache.
Cache files are created for each job that is run by Universal Agent. They remain in the cache until they are purged by an automated purge process
scheduled nightly by Universal Controller. You can configure the number of days that files remain in the cache using the Agent Cache Retention Period in
Days Universal Controller system property.
The amount of disk space required for the cache directory depends on:
1. Number of jobs you estimate will run during the cache retention period you specified.
2. These files remain until they are purged by the automated cache purge process scheduled by the Controller daily at midnight.
3. Average size of the user processes standard output and error files.
When these numbers have been determined, the average amount of disk space is calculated with the following formula:
(RETENTI ON PERI 0D x MAX-JOBS) x ( AVERAGE- STDOUT- SI ZE + AVERAGE- STDERR- SI ZE) = required di sk space.

For example:

If the files are purged every 7 days, and you run 1200 jobs on that agent server daily, and the average size of the STDOUT + STDERR files is 3,000 bytes,
the average amount of required disk space is 25MB (7 x 1,200 x 3000).

UAG automatically redirects the standard output and standard error files to the cache directory with no required user input.

Security

Universal Automation Center Agent (UAG) requires read/write access to the UAG cache directory. No other Universal Agent components access the cache
directory. No general user access is required.
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Universal Agent for Windows - System Installation
Procedures

Installation Procedures

The following procedures are provided for the installation and modification of Universal Agent for Windows:
® |nstalling a Universal Agent System Install via the Graphical Interface
® Modifying a Universal Agent System Install via the Graphical Interface
® Installing a Universal Agent System Install via the Command Line Interface

® Modifying a Universal Agent System Install via the Command Line Interface
Note

1
Modifying an Agent installation refers to the adding / removing of Agent components, repairing a corrupted installation, or removing an installation. To
change the installed version of an Agent, see Upgrading Universal Agent and Applying Maintenance to Universal Agent.
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Installing a Universal Agent System Install via the
Graphical Interface

® |nstalling a Universal Agent for Windows System Install via the Windows Installer Graphical Interface
® Windows Installer Package File Locations

Installing a Universal Agent for Windows System Install via the Windows
Installer Graphical Interface

To install a Universal Agent for Windows System Install via the Windows Installer graphical interface, perform the following steps:

Step 1 Download the desired Universal Agent for Windows System Install product distribution file to your work station:
® sb-7.0.0. <l evel >-wi ndows- x64. exe, the 64-bit Universal Agent for Windows System Install distribution file.
Step 2 Execute the distribution file from the command line to begin the installation process, which first determines whether a Windows Installer
update is needed (see Windows Installer).
The process then extracts and saves a Windows installer package file (.msi) to one of these locations.

Step 3 The installation starts after the files are extracted. It first will verify that your machine meets the minimum system requirements (see Installati
on Requirements and Summary - Windows). If the requirements are met, a Welcome dialog displays.

stonebranch

Welcome to the InstallShield Wizard for
Stonebranch Universal Agent (x64)

The InstallShield(R) Wizard will install Stonebranch Universal
Agent (x&4) on your computer,

It is strongly recommended that vou exit all Windows programs
before continuing with this installation,

Click Cancel to stop the installation and then dose any
programs you have running. Click Mext to continue with the
installation.
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Step 4 Click the Next button. A list of Universal Agent components included in the installation package then displays. It is from this list that you can
select which components to install.

>

Custom Setup stonebranch

Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

Feature Description

S
) ) Contains the features needed to
Universal Automation Center Age install Stonshranch Universal

Uriversal Command Manager Agent.
Universal Command Server
Universal Connector
Universal Connector for PeopleSo This feature reguires 6209KE on
Universal Cantrol Manager your hard drive, It has 15 of 17
subfeatures selected. The

o . L subfeatures require 100MEB on
< your hard drive.

Universal Control Server

Install to:
C:\Program Files\Jniversaly

InstallShield

Help

For a new installation, a drive icon displays next to each component in the list, indicating that the component will be installed.

Note

1
An Xicon displays next to the Universal Controller Command Line Interface (CLI) component, indicating that, by default, it will not be
installed. If you want to install the CLI, you must click the X icon and select the drive icon.

For an upgrade installation, either of the following icons displays next to an item:

® A drive icon indicates that the component is either:
* New to the installation and will be installed.
® Currently is installed and will be upgraded.
® An X icon indicates that the component is either:
® Currently not installed (but previously was available).
® Previously installed but removed.

A Stonebranch Tip

® |f the installation detects an existing Universal Agent installation, currently installed components may be upgraded. (Currently, there is
no way to specify that the state of a currently installed component should remain unchanged.)

® |f a component is selected for installation, and the version of the installed component is less than the version of the component being
installed, the installed component will be replaced by the component being installed.

® |f a component is not selected for installation (that is, the X icon is selected), and it currently is installed, the new installation will
remove that component.

Step 5 The previous figure indicates that all Universal Agent components will be installed in their respective directories under the C:\ProgramFiles\
Universal directory.
® |f you want to select a different location, click the Change... button.

* If you want to check the amount of disk space required for the installation, and the amount of available disk space on the selected
directory, click the Space button.
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Step 6 If you do not want to install a component:

1. Click the drive icon next to that component name.
2. From the drop-down list that displays, select the X icon to mark the component as one not to be installed.
For example, the following figure indicates that Universal Connector has been selected to not be installed.

ﬁ' Stonebranch Universal Agent - InstallShield Wizard X

Custom Setup stonebranch

Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

- Feature Description
E--- =0 = | Universal Agent Y
_I g Provides the ability to execute

SAP jobs remotely

Universal Connector

This feature will be installed on local hard drive.

This feature, and all subfeatures, will be installed on local hard drive.

=8 This feature will be installed when required.

This feature will not be available.
C:'\Program Files

Installshield

Step 7 When you have selected the components (and their installation destinations) that you want to install, click the Next> button. The Universal
Broker Service Account dialog then displays.

ﬁ Stonebranch Universal Agent - InstallShield Wizard =

Universal Broker Service Account StnnEbranch

Select the account to use to execute the Universal Broker
service,

Choose one of the options below to specify the account that will be used to execute the
Universal Broker service. An Administrative account will be created for a new user, or
enter the ID and valid password of an existing Administrative account. The account
currently used to execute the Broker is shown for upgrades.

{(_JLocal System

(®) The user account with the ID and password specified below. (Recommended)
User ID:

IUBrckerSer'u'ice

Password:

Confirm Password:

InstallShield
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Step 8 Select an account to use to execute the Universal Broker service:

® Local System (This is the default for upgrades from releases prior to 4.3.0.1.)
* An Administrative account capable of executing the Universal Broker service. (This is the default for new installs or upgrades where
the Universal Broker currently is executing with an account other than Local System.)

The user account ID defaults to UBrokerService, although any valid user name (up to 20 characters) can be specified.

If the account does not already exist, the install will create it with the privileges necessary to execute the Universal Broker service. See
Starting Universal Broker for the privileges that an account needs to run the Universal Broker service.

A default password provided for the account can be obtained by contacting Stonebranch support, although any password up to 256
characters can be specified.
® |f the user account does not exist, its password is set to the default value.
® |f the user account does exist, the installation process will validate the specified password. You must enter a valid password for
the account to continue with the install.

The Broker service may also be run using a Windows domain account. The primary difference between using a local and domain account is
that the domain account must already exist, and the installation will not configure it like it does a new local account. Required account
privileges and file system access can be found in Service Security.

Note
!
For upgrades, if the Universal Broker service is already configured to run with a user account, the install dialog shows only the account

name and omits the password fields. The Broker service's configuration in the Windows Service Control Manager is retained across
upgrades, making it unnecessary to re-enter account information during an upgrade.

Universal Broker Service Account StDnEbranCh

Select the account to use to execute the Universal Broker
service,

Choose one of the options below to specify the account that will be used to execute the
Universal Broker service. An Administrative account will be created for a new user, or
enter the ID and valid password of an existing Administrative account. The account
currently used to execute the Broker is shown for upgrades.

(") Local System

(®) The user account with the ID and password specified below. (Recommended)
User ID:

|LIBru:ukerServi|:E

InstallShield

The install provides the RUNBROKERASUSER, BROKERUID, and BROKERPWD command line options to override the default behavior
described above.

® Specifying RUNBROKERASUSER=0 causes the install to select Local System, regardless of how the Broker is currently configured to
execute.

® Specifying RUNBROKERASUSER=1 causes the install to select the user account option, even if the Broker is currently configured to
run as Local System.

When RUNBROKERASUSER=1, the BROKERUID and BROKERPWD command line options are provided to override the default or

currently configured user ID and password. The BROKERUID option limits user IDs to 20 characters; the BROKERPWD option limits
passwords to 14 characters. (See Windows Installer Command Line Parameters for more information).
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Step 9 When you have selected an account, click the Next> button. The OMS Server Options dialog then displays.

ﬁ Stonebranch Universal Agent - InstallShield Wizard >

OMS Server Options stonebranch

Set the OMS Server startup behavior and connection
information (optional).

Set options to control OMS Server startup and execution. Skip this step to use default
values. You may update the OMS Server configuration and component definition files
at any time to change this behavior.

OMS Server Auto-Start

Select the checkbox below to have the OMS Server execute at Universal Broker startup.
Leave the option unchecked to disable OMS Server execution on this system,

[]start the OMS Server automatically whenever the Universal Broker starts.

OMS Server Options
Accept incoming connections on port: I?B?B

Installshield

Note

1
This dialog displays only for new Universal Agent installs and upgrades to Universal Agent from earlier releases.

It does not display if you selected, in Step 6, to not install Universal Message Service (OMS), or for upgrades from Universal Agent to a
later version.

Step 10 = Select whether or not you want the Universal Message Service (OMS) Server to start up when Universal Broker starts up and, optionally,
change the OMS Server port connection (the default port, 7878, is pre-selected).
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Step 11 Click the Next> button. The Automation Center Configuration dialog displays.

ﬁ Stonebranch Universal Agent - InstallShield Wizard -

Automation Center Configuration stnnEbra nCh

Configure the Universal Automation Center Agent

Specify information to configure the Universal Automation Center Agent (JAGSRY) in the fields
provided below.

This step is optional. Connection information can be configured at any time after installation.

OMS Server(s): |
Format: port@host[,port@host,... port@host]

Network ID: |OPSAUTOCONF

Start the Automation Center Server Agent automatically whenever the Universal
Broker starts.

Installshield

Step 12 Enter a list of OMS Servers to specify how the Agent will connect to Universal Controller.

If the Start the Automation Center Server Agent automatically when the Universal Broker starts field is enabled (the default), you
must specify at least one OMS Server.

If you do not want the Agent to start automatically whenever the Universal Broker starts, deselect that field. You then do not have to specify
any OMS Servers; this information can be configured after installation.

If you want to configure additional connection options for Universal Automation Center Agent (UAG), click the Advanced button. The

Advanced Connection Info dialog displays.

ﬁ Advanced Connection Info - Stonebranch Universal Agent >

Configure additional connection options for the Universal Automation
Center Agent (UAG) Server options using the fields below. Currently
configured or default values are shown.

Report IP Address as:

Cluster membership:

IDpswise - Default LinuxUnix Cluster, Opswise - Default Windc

Installshield

Configure the UAG options as desired and click the OK button.
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Step 13 | Click the Next> button to continue the installation process. Depending on the components selected, the installation may prompt for
additional values, such as working folders for Server components. Follow the directions provided with each dialog.

When the installation is ready to begin, the Ready to Install dialog displays.

ﬁ‘ Stonebranch Universal Agent - InstallShield Wizard >

Ready to Install the Program Stnnebranch
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review ar change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstallShield

Click the Install button to begin the installation or click the <Back button to return to change information on any of the previous dialogs.
When the installation completes successfully, the Installation Complete dialog displays.

‘ﬁ! Stonebranch Universal Agent - InstallShield Wizard

stonebranch

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Stonebranch
Universal Agent. Click Finish to exit the wizard.

Step 14 | Click the Finish button to exit Windows Installation.
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Windows Installer Package File Locations

The Windows Installer Package file (Ucmdx64.msi) is extracted to the following location:
Universal Agent for Windows package (64-bit) = <Local AppDat a>\ Uni ver sal Agent x64\ <packagecode>\ Ucndx64. nsi

In these paths:

® <Local AppDat a> represents a particular user's local Application Data folder.
For example: If the installation was performed by the built-in Administrator account, <Local AppDat a> would expand by default to:
® C:\Users\Adni ni strator\ AppDat a\ Local .

® <packagecode> is a Universally Unique Identifier (UUID) in the format { XXXXXXXXK- XXX XXXX- XXXXK- XXXKXXXXXXXXX} , where X' is a
hexadecimal character in the range 0 (zero) - F.
For example: { 3B10285A- 9602- 4DC9- BOA5- 4D701BEB5225} .

Examples
In this example:
® Package level is 0 (zero).

® |nstall is executed by the built-in Administrator user.
® Package code for the 64-bit Universal Agent for Windows package is {3B10285A- 9602- 4DC9- BOA5- 4D701BEB5225}.

Universal Agent for Windows Package (64-bit)

Distribution File sb-7.0.0.0-windows-x64.exe

.msi File Name Ucmdx68.msi

Default .msi File C:\ User s\ Adm ni strat or\ AppDat a\ Local \ Uni ver sal Agent x64\ { 3B10285A- 9602- 4DC9- BOA5-
Location 4D701BEB5225}
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Modifying a Universal Agent System Install via the
Graphical Interface

Modifying a Universal Agent for Windows System Install via the Windows Installer Graphical Interface
Adding or Removing Universal Agent Components
Repairing a Corrupted Universal Agent Installation
Removing a Universal Agent Installation
® Un-Installed Files

Modifying a Universal Agent for Windows System Install via the Windows
Installer Graphical Interface

This page describes how to modify a Universal Agent for Windows System Install via the Windows Installer graphical interface.
After Universal Agent is installed, the Windows Installer can be run as many times as needed to modify the installation by:
® Adding or Removing Universal Agent Components

® Repairing a Corrupted Universal Agent Installation
® Removing a Universal Agent Installation

Adding or Removing Universal Agent Components
To add or remove components from a Universal Agent installation, perform the following steps:

On the Windows Control Panel, select Programs and Features. The Programs and Features dialog displays.

Step 1
Pragrams and Features - O x
« « 4 [@ > ControlPanel > Programs > Programs and Features v @ | Search Programs and Features 0
Control Panel H .
ontrelFenel fome Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
& Tum Windows features on or
off Organize ~ Uninstall | Change | Repair - 0
Name - Chenge the installation of this - Installed On  Size Version @
& Microsoft Visual C++ 2008 Riinsemesmeme—momrme wxbft Corporation 9/1/2015 163MB 9030729
[ Microsoft Visual C++ 2008 Redistributable - x649...  Microsoft Corporation 9r1/2015 830K 2.030729.6161
[ Microsoft Visual C++ 2008 Redistributable - x869...  Microsoft Corporation 10/15/2015 730ME  9.030720.4148
[ Microsoft Visual C+ + 2008 Redistributable - 86 9...  Microsoft Corporation 10/15/2015 675ME  9.030720.6161
[ Microsoft Visual C++ 2010 %64 Redistributable - 1... Microsoft Corporation 5/22/2015 180ME 10040219
[ Microsoft Visual C++ 2010 186 Redistributable - 1...  Microsoft Corporation 5/22/2015 209ME 10840219
18! Microsoft Visual C++ 2012 Redistributable (64) - .. Microsoft Corporation 4/20/2016 205ME 110610300
13! Microsoft Visual Studio 2010 Tools for Office Runti.. Microsoft Corporation 17202016 242MB 10050903
TABlstonebranch Universal Agent tonebranch, Inc. 3172017 GILEME 640

Stonebranch, Inc. Product version: 640
Help link:  http://

tonebran...Updat

Supportlink: ~ httpi//www.stonebran..Size: 9.8 MB

P toneb
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Step 2 | From the list of installed programs, select Stonebranch Universal Agent and click Change to start Windows Installer. The Welcome dialog
displays.

‘ﬁ! Stonebranch Universal Agent - InstallShield Wizard

stonebranch

Welcome to the InstallShield Wizard for
Stonebranch Universal Agent

The Installshield(R) Wizard will allow you to modify, repair, or
remove Stonebranch Universal Agent.

It is strongly recommended that you exit all Windows programs
before continuing with this installation.

Click Cancel to stop the installation and then dose any
programs you hawve running. Click Mext to continue with the
installation.

Step 3 | Click the Next> button. The Program Maintenance dialog displays.

‘ﬁ! Stonebranch Universal Agent - InstallShield Wizard >

Program Maintenance stonebranch

Madify, repair, or remaove the program.

(®) Modify

Change which program features are installed. This option displays the
Custom Selection dialog in which you can change the way features are
installed.

Repair errors in the program. This option fixes missing or corrupt files,
shortcuts, and registry entries.

Remove Stonebranch Universal Agent from your computer.

InstallShield
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Step 4 | Click the Modify radio button, and then the Next> button, to display the Custom Setup dialog.

ﬁ Stonebranch Universal Agent - InstallShield Wizard x

Custom Setup stonebranch

Select the program features you want installed.

Click on anicon in the list below to change how a feature is installed.

Feature Description

Uses a command line interface to
terminate a remote process
started by Universal Command.

[y Q-l Universal Agent "*

This feature requires OKE on
Universal Control Manager your hard drive.

This feature will be installed on local hard drive.

This feature, and all subfeatures, will be installed on local hard drive.

C:\Program File = This feature will be installed when required.

¥ This feature will not be available,

Help < Back Cancel

InztallShield

Currently installed components are identified by a drive icon.
Uninstalled components are identified by an X icon.
Step 5 | Toremove a currently installed component:
1. Click the drive icon next to that component.
2. Select the X icon from the drop-down list to mark the component for removal.
Step 6 | T0 add an uninstalled component:

1. Click the X icon next to that component.
2. Select the drive icon from the drop-down list to mark the component for installation.
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Click the Next> button to continue the installation process. Depending on the components selected, the installation may prompt for additional

Step 7
values, such as working folders for Server components. Follow the directions provided with each dialog.

When the installation is ready to be modified, the Ready to Modify the Program dialog displays.

ﬁ‘ Stonebranch Universal Agent - InstallShield Wizard *

Ready to Medify the Program Stunebranch
The wizard is ready to beain installation,

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstallShield

Step 8 | Click the Install button to modify the installation.
When the modifications are complete, the following actions will be taken:
® Components marked with a drive icon will:
® Remain installed if they already are installed.
® Be installed if they are not already installed.
® Components marked with an X will:

® Remain uninstalled if they are not currently installed
® Be removed if they currently are installed.

Repairing a Corrupted Universal Agent Installation

Windows Installer has the ability to recover accidentally deleted application files, configuration and component definition files, and registry entries required
by Universal Agent. This repair feature will re-install the missing items, making a complete re-install unnecessary.

During a repair, any options stored in configuration and component definition files are preserved. If a component definition or configuration file was deleted,
the installation will create a new configuration file with default values.

To repair an installation, perform the following steps:
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Step 1 | On the Windows Control Panel, select Programs and Features. The Programs and Features dialog displays.
[ Programs and Festures - m| x
« ~ 4 [ > ControlPanel » Programs > Programs and Features « @ | Search Programs and Features @
Centrol Panel He .
ol Fenelfoms Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
& Turn Windows features on or
off Organize =  Uninstall Repair = @
Name - , Instelled On  Size Version
program
[ Microsoft Visual C++ 2008 Reéa o oft Corporation 9/1/2015 163MB  9.0.30729
[ Microsoft Visual C++ 2008 Redistributable - x649.... Microsoft Corporation 9/1/2015 830KB 9.0.30729.6161
[ Microsoft Visual C++ 2008 Redistributable - x86 9.... Microsoft Corporation 10/15/2015 7.39MB  9.0.30729.4148
[ Microsoft Visual C++ 2008 Redistributable - x86 9.... Microsoft Corporation 10/15/2015 675MB  9.0.30729.6161
[ Microsoft Visual C++ 2010 x64 Redistributable - 1... Microsoft Corporation 5/22/2015 180MB 10040219
[%=] Microsoft Visual C++ 2010 x86 Redistributable - 1... Microsoft Corporation 5/22/2015 209ME  10.0.40219
ﬁ Microsoft Visual C++ 2012 Redistributable (x64) - ... Microsoft Corporation 4/20/2016 20.5MB  11.0.61030.0
ﬂ%‘M\(msnﬂV\sua\ Studio 2010 Tools for Office Runti... Microsoft Corporation 1/20/2016 242MB  10.0.50903
Mg Universal Agent inc. 3/17/2017 9TEMB 640
v
Stonebranch, Inc. Product version:  64.0 Support link:  http://www.stonebran...Size:  91.8 MB
Help fink: _ itg/fwww.stonebran..Updt e ————
Step 2 | From the list of installed programs, select Stonebranch Universal Agent and click Change to start Windows Installer. The Welcome dialog

displays.

‘ﬁ! Stonebranch Universal Agent - InstallShield Wizard

stonebranch

Welcome to the InstallShield Wizard for
Stonebranch Universal Agent

The InstallShield(R) Wizard will allow you to madify, repair, or
remove Stonebranch Universal Agent.

Itis strongly recommended that you exit all Windows programs
before continuing with this installation.

Click Cancel to stop the installation and then dose any
programs you hawve running. Click Mext to continue with the
installation.

< Back
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Step 3 | Click the Next> button. The Program Maintenance dialog displays.

‘_ﬁ! Stonebranch Universal Agent - InstallShield Wizard x

Program Maintenance stonebranch

Madify, repair, or remove the program.

() Modify

Change which program features are installed. This option displays the
Custom Selection dialog in which you can change the way features are
installed.

Repair errors in the program. This option fixes missing or corrupt files,
shortcuts, and registry entries.

Remove Stonebranch Universal Agent from your computer.,

InstallShield

Step 4 | Click the Repair radio button, and then the Next> button, to display the Ready to Repair the Program dialog.

l ‘_ﬁ' Stonebranch Universal Agent - InstallShield Wizard >

Ready to Repair the Program StnnEbl’a nch

The wizard is ready to beain installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, didk Badk. Click Cancel to
exit the wizard,

InstallShield

Step 5 | Click the Install button to repair the Stonebranch Universal Agent installation.

Removing a Universal Agent Installation

To uninstall a Universal Agent installation, perform the following steps:
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Step 1 | On the Windows Control Panel, select Programs and Features. The Programs and Features dialog displays.

[ Programs and Festures - ] %
&« ~ 4 [ > Control Panel > Programs > Programs and Features v & | Search Programs and Festures 0
Centrol Panel H .
el Fenelfome Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
& Turn Windows features on or
off Organize +  Uninstall Repair = @
Name h Change the installation of this jer Installed On ~ Size Version 2
program.
[&E] Microsoft Visual C++ 2008 Récmsems ¢t Corporation 9/1/2015 163MB 9030729
[ Microsoft Visual C++ 2008 Redistributable - x64 9. Microsoft Corporation 9/1/2015 830KB 9.0.30729.6161
[ Microsoft Visual C++ 2008 Redistributable - x86 9. Microsoft Corporation 10/15/2015 7.39MB  9.0.30729.4148
[ Microsoft Visual C++ 2008 Redistributable - x869...  Microsoft Corporation 10/15/2015 675MB  9.0.30729.6161
[ Microsoft Visual C++ 2010 x64 Redistributable - 1. Microsoft Corporation 5/22/2015 180MB 10040219
[ Microsoft Visual C++ 2010 x86 Redistributable - 1...  Microsoft Corporation 5/22/2015 209MB 10040219
# Microsoft Visual C++ 2012 Redistributable (<64) - .. Microsoft Corporation 4/20/2016 205MB 110610300
8! Microsoft Visual Studic 2010 Tools for Office Runti.. Microsoft Corporation 1/20/2016 242 ME  10.0.50003
%] S| Universal Agent inc. 3172017 Si8ME 640

Stonebranch, Inc. Product version:  64.0 Support link:  http://www.stonebran...Size:  91.8 MB

Help link:  http: stonebran...Updat: B stonebr

Step 2 | From the list of installed programs, select Stonebranch Universal Agent and click Change to start Windows Installer. The Welcome dialog
displays.

‘ﬁ! Stonebranch Universal Agent - InstallShield Wizard

stonebranch

Welcome to the InstallShield Wizard for
Stonebranch Universal Agent

The Installshield(R) Wizard will allow you to modify, repair, or
remove Stonebranch Universal Agent.

It is strongly recommended that you exit all Windows programs
before continuing with this installation.

Click Cancel to stop the installation and then dose any
programs you hawve running. Click Mext to continue with the
installation.
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Step 3 | Click the Next> button. The Program Maintenance dialog displays.

‘ﬁ' Stonebranch Universal Agent - InstallShield Wizard x

Program Maintenance stonebranch

Modify, repair, or remove the program.

Change which program features are installed. This option displays the
Custom Selection dialog in which you can change the way features are
installed.

Repair errors in the program. This option fixes missing or corrupt files,
shortcuts, and registry entries.

Remove Stonebranch Universal Agent from your computer.

=

Step 4 | Click the Remove radio button, and then the Next> button, to display the Remove the Program dialog.

ﬁ! Stonebranch Universal Agent - InstallShield Wizard >

Remove the Program stonebranch

You have chosen to remove the program from your system.

Click Remove to remove Stonebranch Universal Agent fram your computer. After removal,
this program will no longer be available for use.

If you want to review or change any settings, dick Back.

Installshield

Step 5 | Click the Remove button to remove the Stonebranch Universal Agent installation.

Un-Installed Files
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The un-install process will remove only those files created during the installation. Some files stored under the .\Universal install directory by Universal
Agent, such as trace files, files created under the Universal Command Server working directory, and spool files, may be left behind after the un- install. In
this situation, those files and/or directories may simply be deleted.

Before deleting the entire .\Universal directory, make sure that no other Stonebranch, Inc. products are installed there. (See Universal Agent for Windows
- System Installation File Inventory Lists for a list of files and directories installed with Universal Agent.)

In addition to those files and directories created by the Universal Agent installation, there may be some shared files (for example, codepage files) and

Universal Agent components (for example, Universal Configuration Manager and Universal Encrypt) that may be left behind following an un-install. These
components will be removed when the last Stonebranch Inc. product that uses them is un-installed.
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Installing a Universal Agent System Install via the
Command Line Interface

® |nstalling a Universal Agent for Windows System Install via the Windows Installer Command Line Interface
® |[nstalling the Agent

® Command Line Syntax

® Command Line Switches

® Command Line Parameters

® Command Line Installation Examples
® Detecting the Completion of a Silent Install

Installing a Universal Agent for Windows System Install via the Windows
Installer Command Line Interface

This page describes how to install a Universal Agent for Windows System Install using the Windows Installer command line interface.
A command line installation is useful in situations where:
® Several Universal Agent installations must be deployed across many different systems.

® |tis not practical or convenient to perform the graphical interface installation.
® |tis necessary to generate an installation log file.

Installing the Agent

To install a Universal Agent System Install using the Windows Installer command line interface, perform the following steps:

Step 1 | Download the desired Universal Agent for Windows product distribution file to your work station:
® sb-7.0.0. <l evel >-w ndows- x64. exe, the 64-bit Universal Agent for Windows distribution file (for supported 64-bit versions of
Windows only).
Step 2 | Execute the distribution file from the command line, and include all appropriate command line switches and parameters.

The installation process determines whether a Windows Installer update is needed. The process then extracts and saves a Windows installer
package file (.msi) to one of these locations.

After all files (including the .msi) are extracted from the distribution file, the installation process verifies that your machine meets the minimum
installation requirements. If the requirements are met, the installation begins.

Command Line Syntax

The following illustrates the command line syntax used to install the Agent:

sb-7.0.0. <l evel >-wi ndows- <pl atforne. exe [/v"command |ine paranmeters"] [/s] [/wW [/X]

In this syntax:

® <| evel > is the numeric package level.
® <pl at f or mp is x64 for the 64-bit Universal Agent distribution file.

The command line switches (/v, /s, /w, and /x) are processed directly by the distribution file to control behavior of the Windows Setup application.

The command line parameters are passed to the Windows Installer (msiexec) to control the extracted Windows Installer Package file (Ucmd.msi or Ucmd
x64.msi) behavior during the install process.

Command Line Switches

The following table describes the command line switches available for a command line installation:
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/fom | Repairs a Universal Agent for Windows installation.

om (after the /f) are options used by the repair. There are other options available, but for behavior that matches the repair done from the
graphical install, the om options must be used.

/fom cannot be used with the /x (uninstall) command line switch.
Is Suppresses the initialization and extraction dialogs displayed before the product install Welcome dialog."

If you are using the #/g command line parameter, use this switch additionally for a completely silent install.
N Passes parameters to the Windows Installer (msiexec).

The list of parameters must be enclosed in double (") quotation marks. See Command Line Parameters for available parameters.
w Instructs the Windows Setup application to wait until the installation completes.

Use this switch when launching the installation from a script file. Without it, the Setup application may return immediately after launching
Windows Installer.

Ix Uninstalls Universal Agent for Windows.

Ix cannot be used with the /fom (repair) command line switch.

Command Line Parameters
The following table describes the parameters that are available for a command line installation.
The parameters can be specified in any order, with the following exceptions:

® |f the Silent install (#/q) and/or Log file (#/L) parameters are used, they can be specified in any order, but they must be specified after all other
parameters.

These parameters are preceded by the #/v command line switch and must be enclosed in double () quotation marks.

Parameter Description Default

AC_AGENT @ Sets the AGENT_CLUSTERS UAG configuration option to specify the Universal Controller-defined agent clusters to which (none)
_CLUSTERS | this agent will belong.

=clusters

AC_AGENT @ Sets the AGENT_IP UAG configuration option to have UAG Server register with Universal Controller using a specific IP (none)
_IP=IP address.

address

AC_ENABL | This option is deprecated starting with Universal Agent 7.0.0.0. UAG Server will always attempt to use SSL/TLS for OMS n/a
E_SSL connections.

AC_NETNA | Specifies a value for a network ID that uniquely identifies the Agent on this system to the Universal Controller. The install OPSAUT
ME=value uses this value to set the UAG NETNAME configuration option. The value specified in AC_NETNAME will override any OCONF

currently configured options, including those imported from agent . pr ops, if CONVERT_OPSAGENT is set to yes.
If AC_NETNAME is omitted from the command line, and no other value specifies the Agent's network ID, the default is used.

BROKERP Used by the install when RUNBROKERASUSER=1 to specify the password for the account used to execute the Universal (none)
WD=BrokerA ' Broker service. The install also uses BROKERPWD to initialize the Password shown in the Universal Broker Service
ccountPass | Account dialog.
word
Valid values are any 256 characters or less.

BROKERPWD is ignored if RUNBROKERASUSER=0.

Note

1
If the BROKERPWD option is set from the command line, and an installation log is generated (using the / | option to nsi ex
ec), the password value may be displayed in the log file, depending on the logging options used. Specifically, the c, p, and v
flags will show the value of the BROKERPWD command line option. We recommend using / | i ar ewumto set installation
log file options to collect as much information as possible without exposing any sensitive information.

If the BROKERPWD option is not used from the command line, all logging options may be turned on (using / | *v) without
exposing any sensitive information.
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BROKERUID | Used by the install when RUNBROKERASUSER=1 to override the default or currently configured user ID associated with
=BrokerAcco ' the account used to execute the Universal Broker service. The install also uses BROKERUID to initialize the User ID shown
untld in the Universal Broker Service Account dialog.

Valid values are any 20 characters or less. For domain accounts, a domain name of up to 256 characters is accepted, but
the user ID is still limited to 20 characters.

BROKERUID is ignored if RUNBROKERASUSER=0.

CONVERT_  Specification for whether or not to convert an existing Opswise Automation Center Agent (1.5, 1.6, or 1.7) to Agent 7.0.x.

OPSAGENT

={yes|no} The installation process will invoke a script, opsier ge. vbs, which stops the Agent and converts the configuration options
stored in its agent . pr ops file to corresponding configuration options in the Universal Automation Center Agent (UAG) uag
s. conf file. The script also performs several other tasks needed for the conversion.

Note
!
You must include this parameter when upgrading an Opswise Automation Center Agent (1.5, 1.6, or 1.7) to Agent 7.0.x.

INSTALLDIR | Sets the root installation directory to installdir. Each component will be installed under this directory.

=installdir
INSTALLDIR is required only if you want to install Universal Agent for Windows under a directory different from the one
specified by the PROGRAMFILES environment variable (typically C: \ Pr ogr am Fi | es\ Uni ver sal ). If the directory
contains spaces, you must use double (" ) quotation marks around the path name.

KEYSTORE @ Specification for whether or not to create encryption keys during installation and set up the local Universal Broker as a
={yes|no} keystore owner.

OMS={yes|no Specification for whether or not to install the Universal Message Service (OMS) during new installs, upgrades, or
maintenance.

® |fyes is specified, OMS will be installed.
® If no is specified, OMS will not be installed. If OMS already is present on the system (via a previous installation), it will
be removed.

Since, by default, each component's install state is preserved during an upgrade or maintenance, OMS is not required
unless you want to change the current install state. OMS is ignored during an uninstall.

Setting this parameter has the same effect as selecting whether or not to install Universal Message Service on the Custom
Setup dialog when installing Universal Agent via the graphical interface.

OMS_AUTO | Specification for setting the start-up behavior of the Universal Message Service (OMS) Server component.
START={yes
|no} ® |fyes is specified, the AUTOMATICALLY_START OMS component definition option is set to yes, which instructs
Universal Broker to start the OMS Server automatically when it is started.
® |f no (the default) is specified, or if this option is not included on the command line, the AUTOMATICALLY_START and
RESTART OMS component definition options are set to no. Universal Broker will not start the OMS Server
automatically when it is started. This allows the OMS Server to be started manually any time after the Broker is started.

This OMS_AUTOSTART value is used to initialize the state of a check box on the OMS Server Start-up Option dialog,
which displays for new installs and upgrades from Universal Agent releases earlier than 5.2.0. Changing the state of this
check box will override the value specified from the command line.

OMS_SERV | Alist of one or more locations where an OMS Server resides.
ERS=port@i

paddr[,_portn

@ipaddrn_,..

1

OPSCLI={yes Specification (yes or no) for whether or not to install the Universal Controller Command Line Interface (CLI) during new
Ino} installs, upgrades, or maintenance.

® [fyes is specified, the CLI will be installed.
® [f no is specified, the CLI will not be installed. If the CLI already is present on the system (via a previous installation), it
will be removed.

Since, by default, each component's install state is preserved during an upgrade or maintenance, OPSCLI is not required
unless you want to change the current install state. OPSCLI is ignored during an uninstall.

Setting this parameter has the same effect as selecting whether or not to install Universal Controller Command Line
Interface on the Custom Setup dialog when installing Universal Agent via the graphical interface.

PYTHON={y = Specification for whether or not the Python 3.6 Distribution for Universal Agent is installed.
es|no}
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RUNBROKE

RASUSER={0

11}

UAG_AUTO
START={yes
[no}

UAGSRV={y
es|no}

UCMDMGR
={yes|no}

UCMDSRV=
{yes|no}

UCMDSRV
WORKFOL
DER=WorkF
olderPath

Controls whether the Universal Broker service executes as an Administrative user account or as Local System.

* |f RUNBROKERASUSER=1, the install will perform the following steps:

1. If the Universal Broker service is not installed or currently is configured to run as Local System, the install will set
the service's start-up account to UBrokerService or the user ID specified by the BROKERUID command line
option.

2. If the Universal Broker service is installed and already is configured to run as a user account, the Broker's start-up
account will not be changed (allows customized user accounts to be preserved during upgrades).

* |f RUNBROKERASUSER=0, the install will perform the following steps:
1. If the Universal Broker service is not installed or is currently configured to run as an account other than Local
System, the install will set the service's start-up account to Local System.

Note

1
The Universal Broker service's properties will be set to allow Universal Broker to interact with the desktop. This is
supported only when Universal Broker runs as Local System.

2. If the Universal Broker service is installed and is currently configured to run as LocalSystem, the Universal Broker
service's properties will not be changed.

Sets the AUTOMATICALLY_START UAG server component definition option to control whether Universal Broker
automatically starts the UAG Server.

Specification for whether or not to install Universal Automation Center Agent (UAG) during new installs, upgrades, or
maintenance.

® |fyes is specified, UAG will be installed.
® If no is specified, UAG will not be installed. If UAG already is present on the system (via a previous installation), it will
be removed.

Since, by default, each component's install state is preserved during an upgrade or maintenance, UAGSRYV is not required
unless you want to change the current install state. UAGSRYV is ignored during an uninstall.

Setting this parameter has the same effect as selecting whether or not to install Universal Automation Center Agent on
the Custom Setup dialog when installing Universal Agent via the graphical interface.

Specification for whether or not to install the Universal Command (UCMD) Manager during new installs, upgrades, or
maintenance.

® If yes is specified, the UCMD Manager will be installed.
® If no is specified, the UCMD Manager will not be installed. If the UCMD Manager already is present on the system (via
a previous installation), it will be removed.

Since, by default, each component's install state is preserved during an upgrade or maintenance, UCMDMGR is not
required unless you want to change the current install state. UCMDMGR is ignored during an uninstall.

Setting this parameter has the same effect as selecting whether or not to install Universal Command Manager on the
Custom Setup dialog when installing Universal Agent via the graphical interface.
Specification for whether or not to install the Universal Command (UCMD) Server during new installs, upgrades, or
maintenance.

® |fyes is specified, the UCMD Server will be installed.

® If no is specified, the UCMD Server will not be installed. If the UCMD Server already is present on the system (via a

previous installation), it will be removed.

Since, by default, each component's install state is preserved during an upgrade or maintenance, UCMDRSYV is not required
unless you want to change the current install state. UCMDSRYV is ignored during an uninstall.

Setting this parameter has the same effect as selecting whether or not to install Universal Command Server on the
Custom Setup dialog when installing Universal Agent via the graphical interface.

Sets the Universal Command Server working folder. This value is used only if the Universal Command Server is being
installed.

If the folder contains spaces, you must use double (" ) quotation marks around the path name.
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UCTLMGR=
{yes|no}

UCTLSRV={
yes|no}

UCTLSRVW
ORKFOLDER
=WorkFolder
Path

UDMMGR={
yes|no}

UDMSRV={y
es|no}

UDMSRVW
ORKFOLDER
=WorkFolder
Path

UELD={yes|
no}

Specification (yes or no) for whether or not to install the Universal Control (UCTL) Manager during new installs, upgrades, or ' yes
maintenance.

® Ifyes is specified, the UCTL Manager will be installed.
® If no is specified, the UCTL Manager will not be installed. If the UCTL Manager already is present on the system (via a
previous installation), it will be removed.

Since, by default, each component's install state is preserved during an upgrade or maintenance, UCTLMGR is not required
unless you want to change the current install state. UCTLMGR is ignored during an uninstall.

Setting this parameter has the same effect as selecting whether or not to install Universal Control Manager on the Custom

Setup dialog when installing Universal Agent via the graphical interface.

Specification for whether or not to install the Universal Control (UCTL) Server during new installs, upgrades, or maintenance. = yes
® [fyes is specified, the UCTL Server will be installed.
® If no is specified, the UCTL Server will not be installed. If the UCTL Server already is present on the system (via a

previous installation), it will be removed.

Since, by default, each component's install state is preserved during an upgrade or maintenance, UCTLRSV is not required
unless you want to change the current install state. UCTLSRYV is ignored during an uninstall.

Setting this parameter has the same effect as selecting whether or not to install Universal Control Server on the Custom
Setup dialog when installing Universal Agent via the graphical interface.

Sets the Universal Control Server working folder. This value is used only if the Universal Control Server is being installed. INSTALL
DIR\Ucm

If the folder contains spaces, you must use double (" ) quotation marks around the path name. dHome

Specification for whether or not to install the Universal Data Mover (UDM) Manager during new installs, upgrades, or yes

maintenance.

® |Ifyes is specified, the UDM Manager will be installed.
® If no is specified, the UDM Manager will not be installed. If the UDM Manager already is present on the system (via a
previous installation), it will be removed.

Since, by default, each component's install state is preserved during an upgrade or maintenance, UDMMGR is not required
unless you want to change the current install state. UDMMGR is ignored during an uninstall.

Setting this parameter has the same effect as selecting whether or not to install Universal Data Mover Manager on the
Custom Setup dialog when installing Universal Agent via the graphical interface.

Specification (yes or no) for whether or not to install the Universal Data Mover (UDM) Server during new installs, upgrades, yes
or maintenance.

* |f yes is specified, the UDM Server will be installed.
® |f no is specified, the UDM Server will not be installed. If the UDM Server already is present on the system (via a
previous installation), it will be removed.

Since, by default, each component's install state is preserved during an upgrade or maintenance, UDMRSYV is not required
unless you want to change the current install state. UDMSRYV is ignored during an uninstall.

Setting this parameter has the same effect as selecting whether or not to install Universal Data Mover Server on the
Custom Setup dialog when installing Universal Agent via the graphical interface.

Sets the Universal Data Mover Server working folder. This value is used only if the Universal Data Mover Server is being INSTALL
installed. DIR\Udm
Home

If the folder contains spaces, you must use double (" ) quotation marks around the path name.

Specification for whether or not to install Universal Event Log Dump (UELD) during new installs, upgrades, or maintenance. yes
® If yes is specified, UELD will be installed.
® If no is specified, UELD will not be installed. If UELD already is present on the system (via a previous installation), it

will be removed.

Since, by default, each component's install state is preserved during an upgrade or maintenance, UELD is not required
unless you want to change the current install state. UELD is ignored during an uninstall.

Setting this parameter has the same effect as selecting whether or not to install Universal Event Log Dump on the Custom
Setup dialog when installing Universal Agent via the graphical interface.
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UEMMGR={
yes|no}

UEMSRV={y
es|no}

UEMSRVW
ORKFOLDER
=WorkFolder
Path

UPPS={yes|
no}

UQUERY={y
es|no}

USAP={yes|
no}

Specification for whether or not to install the Universal Event Monitor (UEM) Manager during new installs, upgrades, or
maintenance.

* |If yes is specified, the UEM Manager will be installed.
® If no is specified, the UEM Manager will not be installed. If the UEM Manager already is present on the system (via a
previous installation), it will be removed.

Since, by default, each component's install state is preserved during an upgrade or maintenance, UEMMGR is not required
unless you want to change the current install state. UEMMGR is ignored during an uninstall.

Setting this parameter has the same effect as selecting whether or not to install Universal Event Monitor Manager on the
Custom Setup dialog when installing Universal Agent via the graphical interface.

Specification for whether or not to install the Universal Event Monitor (UEM) Server during new installs, upgrades, or
maintenance.

® |f yes is specified, the UEM Server will be installed.
® If no is specified, the UEM Server will not be installed. If the UEM Server already is present on the system (via a
previous installation), it will be removed.

Since, by default, each component's install state is preserved during an upgrade or maintenance, UEMRSYV is not required
unless you want to change the current install state. UEMSRYV is ignored during an uninstall.

Setting this parameter has the same effect as selecting whether or not to install Universal Event Monitor Server on the
Custom Setup dialog when installing Universal Agent via the graphical interface.

Sets the Universal Event Monitor Server working folder. This value is used only if the Universal Event Monitor Server is
being installed.

If the folder contains spaces, you must use double (" ) quotation marks around the path name.

Specification for whether or not to install the Universal Connector for PeopleSoft (UPPS) during new installs, upgrades, or
maintenance.

* [fyes is specified, UPPS will be installed.
® |f no is specified, UPPS will not be installed. If UPPS already is present on the system (via a previous installation), it
will be removed.

Since, by default, each component's install state is preserved during an upgrade or maintenance, UPPS is not required
unless you want to change the current install state. UPPS is ignored during an uninstall.

Setting this parameter has the same effect as selecting whether or not to install Universal Connector for PeopleSoft on
the Custom Setup dialog when installing Universal Agent via the graphical interface.
Specification for whether or not to install the Universal Query (UQUERY) during new installs, upgrades, or maintenance.
® |fyes is specified, UQUERY will be installed.
® If no is specified, UQUERY will not be installed. If UQUERY already is present on the system (via a previous

installation), it will be removed.

Since, by default, each component's install state is preserved during an upgrade or maintenance, UQUERY is not required
unless you want to change the current install state. UQUERY is ignored during an uninstall.

Setting this parameter has the same effect as selecting whether or not to install Universal Query on the Custom Setup
dialog when installing Universal Agent via the graphical interface.
Specification for whether or not to install the Universal Connector (USAP) during new installs, upgrades, or maintenance.
® |Ifyes is specified, USAP will be installed.
® If no is specified, USAP will not be installed. If USAP already is present on the system (via a previous installation), it

will be removed.

Since, by default, each component's install state is preserved during an upgrade or maintenance, USAP is not required
unless you want to change the current install state. USAP is ignored during an uninstall.

Setting this parameter has the same effect as selecting whether or not to install Universal Connector on the Custom Setup
dialog when installing Universal Agent via the graphical interface.
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USPOOL={y @ Specification (yes or no) for whether or not to install the Universal Spool Utilities, Universal Spool List (USLIST) and yes
es|no} Universal Spool Remove (USLRM), during new installs, upgrades, or maintenance.

® |If yes is specified, the Universal Spool Utilities will be installed.
® If no is specified, the Universal Spool Utilities will not be installed. If the Universal Spool Utilities already are present on
the system (via a previous installation), they will be removed.

Since, by default, each component's install state is preserved during an upgrade or maintenance, USPOOL is not required
unless you want to change the current install state. USPOOL is ignored during an uninstall.

Setting this parameter has the same effect as selecting whether or not to install Universal Spool Utilities on the Custom
Setup dialog when installing Universal Agent via the graphical interface.

lq{n|b|r} Suppresses the product installation dialogs. n/a
Use this parameter in addition to the #/s command line switch for a completely silent install.
The following flags are available for /q:
® n - Creates no user interface.
® b - Creates a basic user interface, which displays a simple dialog box to report progress and any errors.

® r - Creates a reduced user interface, which displays progress and errors in customized windows.

See Command Line Switches, Command Line Installation Examples, and Detecting the Completion of a Silent Install for
additional information regarding silent installs.

IL[*V] Instructs the installation process to create an installation log file named <I ogf i | epat h> (full path name). If <l ogfi | epath | n/a
> contains spaces, you must enclose it with double (" ) quotation marks.

*v are flags used to specify the level of detail (verbose) contained in the log file. To reduce the amount of output generated,
*v can be omitted. However, using these options is good practice; they can assist Stonebranch Customer Support with
problem determination should any errors occur during installation.

Command Line Installation Examples

The following examples illustrate different ways that Universal Agent for Windows can be installed from the command line.

Graphical User Interface Install, All Components

To install all Universal Agent for Windows components via the graphical interface using the 32-bit distribution file, issue the following command:

sb-7.0. 0. 0-w ndows- x64. exe

Graphical User Interface Install, with Log File

sb-7.0.0.0-w ndows-x64. exe /v"/I*v C\Tenp\install.log"

Silent Install, All Components, with Log File

To silently install all 64-bit Universal Agent for Windows components using the 64-bit distribution file and write a log file to C: \ Tenp\ wi ndows install.
| 0g, issue the following command:

sb-7.0.0.0-w ndows-x64.exe /s /v'/qgn /1*v C\Tenp\install.log"

Silent Install, Different Installation Directory
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sb-7.0.0.0-w ndows-x64. exe /s /v"/qgn | NSTALLDI R=D:\ Uni versal "

Silent Install, Quotation Marks for Directory Path with a Space

sb-7.0.0. 0-w ndows-x64. exe /s /v"/gn | NSTALLDI R=\" C:\ Program Fi | es\ St onebranch\""

Silent Installation Removal

sb-7.0.0.0-w ndows-x64.exe /x /s /v"/qgn"

Install Partial Components to a Different Installation Directory
To install only the Universal Broker (which always is installed), Universal Data Mover Manager, Universal Event Monitor Manager, Universal Control

Manager, and Universal Query components under D: \ Uni ver sal (thatis, a directory other than the one specified by the environment variable
PROGRAMFILES) using the 32-bit Universal Agent distribution file, issue the following command:

sb-7.0.0.0-w ndows- x64. exe /v"|NSTALLDI R=D: \ Uni versal OVB=no UAGSRV=no UCMDMGR=no UCMDSRV=no UCTLSRV=no UELD=no
USPOOL=no UDMSRV=no UEMSRV=no"

Install All Components, Set OMS Server Location

To install all Universal Agent components using the 32-bit Universal Agent distribution file, and to set the Universal Automation Center Agent (UAG) OMS_
SERVERS configuration option, issue the following command:

sb-7.0.0.0-w ndows- x64. exe /v" OV5_SERVERS=7878@pshost "

Install All Components, Set Universal Broker Service

To install all Universal Agent components using the 64-bit Universal Agent distribution file, and to set the Universal Broker service to execute with an
administrative account with the specified user ID and password, issue the following command (for example):

sb-7.0.0.0-w ndows- x64. exe /v" RUNBROKERASUSER=1 BROKERUI D=ubr adm n BROKERPWD=guessmne"
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Note

1
If the option to generate an installation log file is used alongside the BROKERPWD option, the password value may be displayed in the log file, depending
on the logging options used. Specifically, the c, p, and v flags will cause the value of the BROKERPWD option to appear in the log file.

To generate a log file when specifying the BROKERPWD option, we recommend using / | i ar emumto set to collect as much information as possible
without exposing any sensitive information.

For example:
sb-7.0.0.0-w ndows- x64. exe /v"/liarewm setup.| og RUNBROKERASUSER=1 BROKERUI D=ubr adm n BROKERPWD=guessnme"

If the BROKERPWD option is not used from the command line, all logging options may be turned on (using / | *v) without exposing any sensitive
information.

Detecting the Completion of a Silent Install

If /s and /q are used to perform a silent install, no graphical interface or user interaction is required. One drawback to this is that no feedback is provided
that indicates when the Windows Installer process (install, uninstall, or repair) finishes.

One method that can be used to detect when the installation process ends is to execute it using the system's start command. Using available command
line switches, start can be used to initiate the installation process and then wait for it to finish. When start returns control to its calling process (for
example, the command prompt), the process will have ended.

For example, from the command prompt, issue the following command to perform a silent 64-bit Universal Agent installation using the 64-bit distribution file
and wait for it to finish:

start /b /wait sb-7.0.0.0-w ndows-x64.exe /w/s /v"/qgn"

® The /b switch prevents the start command from opening a new window.
® The /wait parameter causes the start command to start the installation and then wait for it to finish.

This also is the recommended way to execute the installation from within a batch file.

For more information on the start command, go to the Windows command prompt and enter: start /?.
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Modifying a Universal Agent System Install via the
Command Line Interface

® Modifying a Universal Agent System Install via the Windows Installer Command Line Interface
® Adding or Removing Universal Agent Components
® Repairing a Corrupted Universal Agent Installation
® Silent Repair, Distribution File Execution, with Log File
® Silent Repair, 64-bit Installation, Windows Installer Execution, with Log File
® Removing a Universal Agent Installation
® |nteractive Removal, Distribution File Execution
® Silent Removal, 64-bit Installation, Windows Installer Execution

Modifying a Universal Agent System Install via the Windows Installer
Command Line Interface

This page describes how to modify a Universal Agent installation via the Windows Installer command line interface.

After Universal Agent is installed, Windows Installer can be run as many times as needed to modify the installation by:

® Adding or Removing Universal Agent Components
® Repairing a Corrupted Universal Agent Installation
®* Removing a Universal Agent Installation

(For a description of the parameters used in these procedures, see Windows Installer Command Line Parameters.)

Adding or Removing Universal Agent Components

Currently, it only is possible to add or remove individual Universal Agent components using the Windows Installer graphical interface (see Modifying a
Universal Agent System Install via the Graphical Interface).

Repairing a Corrupted Universal Agent Installation

To recover accidentally deleted files or registry entries required by Universal Agent using the Windows Installer command line interface, use the /f switch
together with the om parameters.

These are the same repair options set internally by the graphical interface installation. They cause Windows Installer to reinstall files that either are missing
or older than the version contained in the Universal Agent distribution file.

Silent Repair, Distribution File Execution, with Log File

To repair a Universal Agent installation from the command line using the original distribution file, issue the following command:

sb-7.0.0. <l evel >-wi ndows-<pl atfornm>. exe /v"/fom/q /L*v c:\tenp\repair.log"
In this command, <I evel > is the numeric package level and <pl at f or m> is x64 (64-bit distribution file).

Silent Repair, 64-bit Installation, Windows Installer Execution, with Log File

To repair a 64-bit Universal Agent installation using the .msi file that was extracted from the distribution file during the initial install, issue the following
command:

nsi exec. exe /fom SetupPat h\ Ucndx64. msi /q /L*v c:\tenp\repair.log
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In the last two examples, Set upPat h refers to the location in which the extracted .msi file resides. The exact path varies, depending on the user account
that performed the install and the Windows version.

For information on how the installation determines Set upPat h, see Step 2 of the Installing via Command Line procedures.

Note

!
All' of these commands also use the optional /L*v parameter to generate a log file named C: \ t enp\ r epai r . | 0g. If you want to generate a log file, you
can substitute the path and file name for one of your choosing. If no log file is desired, simply omit the /L*v option and file name.

Removing a Universal Agent Installation

Interactive Removal, Distribution File Execution

To uninstall a Universal Agent installation from the command line using the original distribution file, issue the following command:

sb-7.0.0. <l evel >-wi ndows- <pl at f or n>. exe /x

In this command, <I evel > is the numeric package level and <pl at f or m> is x64 for the 64-bit distribution file.

Silent Removal, 64-bit Installation, Windows Installer Execution

To uninstall a 64-bit Universal Agent installation using the .msi file that was extracted from the distribution file during the initial install, issue the following
command:

nsi exec. exe /x SetupPat h\ Ucndx64. nsi /q

In the last two examples, Set upPat h refers to the location in which the extracted .msi file resides. The exact path varies depending on the user account
that performed the install and the Windows version.

For information on how the installation determines Set upPat h, see Step 2 of the Installing via Command Line procedures.
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Universal Agent for Windows - System Installation File
Inventory Lists

Universal Agent for Windows - File Inventory Lists
Universal Automation Center Agent
Universal Broker

Universal Command Manager

Universal Command Server

Universal Connector for PeopleSoft
Universal Connector for SAP

Universal Control Manager

Universal Control Server

Universal Data Mover Manager

Universal Data Mover Server

Universal Event Monitor Manager
Universal Event Monitor Server

Universal Configuration Manager
Universal Copy

Universal Encrypt

Universal Event Log Dump

Universal Message Translator

Universal Products Install Merge

Universal Query

Universal Spool Utilities

Universal Message Service (OMS)
Universal Controller Command Line Interface (CLI)
System Files

Universal Translate Tables (UTT)

Python 3.7 Distribution for Universal Agent

Universal Agent for Windows - File Inventory Lists

The Universal Agent 7.0.x for Windows System Installation package includes the files required for the following components / utilities:

Universal Automation Center Agent
Universal Broker

Universal Command Manager
Universal Command Server
Universal Configuration Manager
Universal Connector for PeopleSoft
Universal Connector for SAP
Universal Control Manager
Universal Control Server

Universal Copy

Universal Data Mover Manager
Universal Data Mover Server
Universal Encrypt

Universal Event Log Dump
Universal Event Monitor Manager
Universal Event Monitor Server
Universal Products Install Merge
Universal Query

Universal Spool Utilities

Universal Message Service (OMS)
Universal Controller Command Line Interface (CLI)

Universal Broker and Universal Configuration Manager always are installed. Other components are installed as desired. If any of the components already
are installed, Windows Installer will upgrade them to the latest version.

This page lists the files installed with each Universal Agent for Windows component. The file paths specified are relative to the root installation directory
(for example, C:\ProgramFiles\Universal) that was specified during the installation, except %ALLUSERSPROFILE%, which resolves as documented.

Items shown with a path of System32 are installed in the Windows system folder. The actual name of this directory depends on the Windows version

® For all supported 64-bit Windows editions when the 64-bit Universal Agent package is installed, the path is \Windows\System32.

Universal Automation Center Agent
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File
UAGSrv\bin\uagsrv.exe
UAGSrv\bin\ops_copyfile.exe
UAGSrv\bin\ops_scan.exe
UAGSrv\bin\opsmerge.vbs
UAGSrv\bin\uftp.exe
UAGSrv\samples
UAGSrv\samples\OPSWISE-MIB.txt

UAGSrv\samples\parser.txt

UBroker\tmpl\uagcmp
UBroker\tmpl\uagcfg
UBroker\tmpl\uagcmp
nls\uagmceng.umf
Universal\cmdref
Universal\keystore

%ALLUSERSPROFILE%
\Universal\confluags.conf

%ALLUSERSPROFILE%
\Universal\comp\uag

%ALLUSERSPROFILE%
\Universal\confluftp.conf

Universal Broker
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Description
Universal Automation Center Agent Application program.
Universal Automation Center Agent copy utility.
Universal Automation Center Agent scan utility.
Visual Basic script used to migrate an existing 1.5, 1.6, or 1.7 Opswise Agent to UAG.
Universal FTP Client program.
UAG sample directory.
MIB file.

Universal FTP Client file describing the format of file listings received from FTP servers, based on
operating system and/or file system.

Template file for the Universal Automation Center Agent component definition.
Template file for the Universal Automation Center Agent configuration.
Template file for the Universal FTP Client component definition.

English message catalog.

Universal Agent command Reference files directory

Broker Key Store.

Universal Automation Center Agent configuration file.

Universal Automation Center Agent component definition file.

Universal FTP Client configuration file.

File Description

UBroker\bin\ubroker.exe
UBroker\bin\ubrsvc.exe
UBroker\bin\ubrdbrec.bat

UBroker\bin\xpsmsgnt.dll

Console application program.
Windows service program.
Recovers Universal Agent database files.

Universal Broker file, used to interface with the Windows Application Event Log, containing IDs for the messages that

Universal Broker may display.

UBroker\tmpl
UBroker\tmpl\aclcfg
UBroker\tmpl\ubrcfg
nis\ussmceng.umc

%ALLUSERSPROFILE%
\Universal\confluacl.conf

%ALLUSERSPROFILE%

XML template files used by I-Management Console for remotely configuring Universal Agent.
Universal Access Control List (UACL) configuration template.

Universal Broker configuration template.

English message catalog.

Universal Access Control List (ACL) configuration file .%ALLUSERSPROFILE% is a system environment variable that
expands to the All Users profile directory, typically C:\DocumentsandSettings\All Users.

Universal Broker configuration file. %ALLUSERSPROFILE% is a system environment variable that expands to the All

\Universal\conflubroker.conf | Users profile directory, typically C:\DocumentsandSettings\AllUsers.

Universal Command Manager

File Description

System32\ucmd.exe
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UBroker\tmpl\ucmcfg Universal Command Manager configuration template.

nls\ucmmceng.umc English message catalog.

%ALLUSERSPROFILE% Universal Command Manager configuration file. %ALLUSERSPROFILE% is a system environment variable that
\Universal\conflucmd.conf expands to the All Users profile directory, typically C:\DocumentsandSettings\AllUsers.

Universal Command Server

File Description
UBroker\tmplucscfg Universal Command Server configuration template.
UBroker\tmpl\ucmcmp Universal Command Server component definition template.
UCmdSrv\bin\lucmsrv.exe Application program.
System32\urc.exe Universal Return Code utility.
nls\ucmmceng.umc English message catalog.
%ALLUSERSPROFILE% Universal Command Server component definition file. %ALLUSERSPROFILE% is a system environment variable that
\Universal\comp\ucmd expands to the All Users profile directory, typically C:\DocumentsandSettings\AllUsers.
%ALLUSERSPROFILE% Universal Command Server configuration file. % ALLUSERSPROFILE% is a system environment variable that

\Universal\conflucmds.conf | expands to the All Users profile directory, typically C:\DocumentsandSettings\AllUsers.

Universal Connector for PeopleSoft

File Description
nls\uppmceng.umc English message catalog.
UBroker\tmpl\uppcfg Universal Connector for PeopleSoft configuration template.
UPPS\bin\upps.exe Application program.

%ALLUSERSPROFILE%\Universal\conflupps.conf | Universal Connector for PeopleSoft configuration file.

Universal Connector for SAP

File Description
UBroker\tmpl\uspcfg Universal Connector for SAP configuration template.
USap\bin\usap.exe Universal Connector application program.
USap\samp\sapnwrfc.ini SAP NW (NetWeaver) RFC interface configuration file in the sample file directory.
UBroker\tmpl\uspcfg Universal Connector remote configuration template.
nls\uspmceng.umc Universal Connector English message catalog.
nis\*.stt Spoollist translation table files.

%ALLUSERSPROFILE%\Universal\conflusap.conf = Universal Connector configuration file.

Universal Control Manager

File Description
System32\uctl.exe Application program.
UBroker\tmplluctcfg Universal Control Manager configuration template.
nls\uctmceng.umc English message catalog.
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%ALLUSERSPROFILE%
\Universal\confluctl.conf

Universal Control Manager configuration file. %ALLUSERSPROFILE% is a system environment variable that expands
to the All Users profile directory, typically C:\Documents and Settings\All Users.

Universal Control Server

File
UBroker\tmpl\utscfg
UBroker\tmpl\uctcmp
UCtISrv\bin\uctsrv.exe
nls\uctmceng.umc

%ALLUSERSPROFILE%
\Universal\comp\uctl

%ALLUSERSPROFILE%
\Universal\confluctls.conf

Description
Universal Control Server configuration template.
Universal Control Server component definition template.
Application program.
English message catalog.

Universal Control Server component definition file. %ALLUSERSPROFILE% is a system environment variable that
expands to the All Users profile directory, typically C:\Documents and Settings\All Users.

Universal Control Server configuration file. %ALLUSERSPROFILE% is a system environment variable that expands to
the All Users profile directory, typically C:\Documents and Settings\All Users.

Universal Data Mover Manager

File
System32\udm.exe
UBroker\tmpl\udmcfg
nls\udmmceng.umc

%ALLUSERSPROFILE%
\Universal\confludm.conf

Description
Application program.
Universal Data Mover Manager configuration template.
English message catalog.

Universal Data Mover Manager configuration file. % ALLUSERSPROFILE% is a system environment variable that
expands to the All Users profile directory, typically C:\Documents and Settings\All Users.

Universal Data Mover Server

File
UBroker\tmpl\udscfg
UBroker\tmpl\udmcmp
UdmSrv\bin\udmsrv.exe
nls\udmmceng.umc

%ALLUSERSPROFILE%
\Universal\comp\udm

%ALLUSERSPROFILE%
\Universal\confludms.conf

Description
Universal Data Mover Server configuration template.
Universal Data Mover Server component definition template.
Application program.
English message catalog.

Universal Data Mover Server component definition file. % ALLUSERSPROFILE% is a system environment variable that
expands to the All Users profile directory, typically C:\Documents and Settings\All Users.

Universal Data Mover Server configuration file. % ALLUSERSPROFILE% is a system environment variable that
expands to the All Users profile directory, typically C:\Documents and Settings\All Users.

Universal Event Monitor Manager

File
System32\uem.exe
UBroker\tmpl\uemcfg
nls\uemmceng.umc

%ALLUSERSPROFILE%
\Universal\confluem.conf
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Universal Event Monitor Server

File Description

System32\uemload.exe Event definition and event handler database load utility.

UBroker\tmpl\uedcmp Universal Event Monitor Demand-Driven Server component definition template.
UBroker\tmpl\uemcmp Universal Event Monitor Event-Driven Server component definition template.
UBroker\tmplluescfg Universal Event Monitor Server configuration template.

UemSrv\bin\uemsrv.exe | Application program.
nls\uemmceng.umc English message catalog.

%ALLUSERSPROFILE% = Component definition file for the Universal Event Monitor Demand-Driven Server. %ALLUSERSPROFILE% is a system
\Universal\comp\uemd environment variable that expands to the All Users profile directory, typically C:\Documents and Settings\All Users.

%ALLUSERSPROFILE% = Component definition file for the Universal Event Monitor Event-Driven Server. %ALLUSERSPROFILE% is a system
\Universal\comp\uems environment variable that expands to the All Users profile directory, typically C:\Documents and Settings\All Users.

%ALLUSERSPROFILE%  Universal Event Monitor Server configuration file. %ALLUSERSPROFILE% is a system environment variable that
\Universal\confluems. expands to the All Users profile directory, typically C:\Documents and Settings\All Users.
conf

Universal Configuration Manager

File Description
UCfgMgr\bin\ucfgmgr.cpl Universal Configuration Manager control panel application.

UCfgMgr\bin\UCfgMgrHelp.pdf = Universal Configuration Manager help file.

Universal Copy

File Description

System32\ucopy.exe | Utility used for binary file copies. Similar to the UNIX cat command. Installed only if Universal Command Server is installed.

Universal Encrypt

File Description

System32\uencrypt.exe = Application program. Installed only if Universal Command Manager is installed.

Universal Event Log Dump

File Description
System32\ueld.exe Application program.
UBroker\tmpl\uelcfg Universal Event Log Dump configuration template.
nls\uelmceng.umc English message catalog.
%ALLUSERSPROFILE% Universal Event Log Dump configuration file. % ALLUSERSPROFILE% is a system environment variable that expands
\Universal\conflueld.conf to the All Users profile directory, typically C:\Documents and Settings\All Users.

Universal Message Translator
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File Description

System32\umet.exe = Application program, always installed. Used to map application-specific error messages to error codes.

Universal Products Install Merge

File Description

UPIMerge\bin\upi = Application

program, always installed. Provides command line access to the same functionality used by the Universal Agent

merge.exe installation to merge options from a new configuration file into an existing file.

Universal Query

File
System32\uquery.exe
UBroker\tmpl\ugrcfg
nls\ugrmceng.umc
%

ALLUSERSPROFILE\Universa
I\confluquery.conf

Description
Application program.
Universal Query configuration template.
English message catalog.

Universal Query configuration file. %ALLUSERSPROFILE% is a system environment variable that expands to the All
Users profile directory, typically C:\Documents and Settings\All Users.

Universal Spool Utilities

File
USpool\bin\uslist.exe
USpool\bin\usirm.exe

USpool\bin\udb_archive.
exe
USpool\bin\udb_dump.exe
USpool\bin\udb_load.exe
USpool\bin\udb_recover.
exe
USpool\bin\udb_stat.exe
USpool\bin\udb_upgrade.
exe
USpool\bin\udb_verify.exe

Description
Used to list the contents of Universal Spool files.
Used to remove records from Universal Spool files.

Miscellaneous spool file utilities. Should be used only for debugging purposes, and only at the request of Stonebranch,
Inc. Customer Support.

Universal Message Service (OMS)

File
omssrv\binlomssrv.exe
omssrv\bin\omsadm.exe
nls\omsmceng.umc
UBroker\tmpl\omscfg

UBroker\tmpl\omscmp

Description
OMS Server.
OMS Administration utility.
OMS message catalog.
OMS Server configuration template.

OMS Server component definition template.

%ALLUSERSPROFILE%\Universal\conflomss.conf = OMS configuration file.

%ALLUSERSPROFILE%\Universal\comp\oms OMS component definition file.
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Universal Controller Command Line Interface (CLI)

File
OpsCli\bin\uagcmd

OpsCli\bin\ops-change-credentials-password.bat

OpsCli\bin\ops-change-user-password.bat
OpsCli\bin\ops-connector-status.bat
OpsCli\bin\ops-export-bulk.bat
OpsCli\bin\ops-export-trigger.bat
OpsCli\bin\ops-import-bulk.bat
OpsCli\bin\ops-import-trigger.bat
OpsCli\bin\ops-manual-setcompleted.bat
OpsCli\bin\ops-manual-setstarted.bat
OpsCli\bin\ops-resume-agent.bat
OpsCli\bin\ops-resume-agent-cluster.bat
OpsCli\bin\ops-resume-agent-cluster-membership.bat

OpsCli\bin\ops-set-agent-cluster-task-execution-limit.
bat

OpsCli\bin\ops-set-agent-task-execution-limit.bat
OpsCli\bin\ops-suspend-agent.bat
OpsCli\bin\ops-suspend-agent-cluster.bat
OpsCli\bin\ops-suspend-agent-cluster-membership.bat
OpsCli\bin\ops-task-cancel.bat
OpsCli\bin\ops-task-forcefinish.bat
OpsCli\bin\ops-task-hold.bat
OpsCli\bin\ops-task-launch.bat
OpsCli\bin\ops-task-list.bat
OpsCli\bin\ops-task-release.bat
OpsCli\bin\ops-task-rerun.bat
OpsCli\bin\ops-task-setpriority.bat
OpsCli\bin\ops-task-skip.bat
OpsCli\bin\ops-task-status.bat
OpsCli\bin\ops-trigger-disable.bat
OpsCli\bin\ops-trigger-enable.bat
OpsCli\bin\ops-trigger-now.bat
OpsCli\bin\ops-trigger-status.bat
OpsCli\bin\ops-update-resource-limit.bat
OpsCli\bin\ops-variable-list.bat
OpsCli\bin\ops-variable-set.bat

OpsCli\bin\uagcmd.exe
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Description
CLI executable command.

Changes the runtime password for the specified Universal Controller credentials
resource.

Changes the password for the specified Universal Controller User account.
Lists the status of one or more Connectors.

Performs a bulk export of all Controller database records.

Performs an export of the specified triggers and any associated records.
Imports Controller database records that were exported with ops-export-bulk.
Imports triggers and associated records that were exported using ops-export-trigger.
Sets Manual task status to Success.

Changes Manual task status from Action Required to Started.

Allows a suspended Agent to submit tasks once again.

Allows a suspended Agent Cluster to execute tasks once again.

Allows a specified Agent to rejoin specified Agent Cluster.

Sets the task execution limit for an Agent Cluster.

Sets the task execution limit for an Agent.

Temporarily prevents a specified Agent from submitting tasks.
Temporarily prevents the Agents in the specified Cluster from submitting tasks.
Temporarily removes an Agent from cluster membership.
Cancels a task.

Force Finishes a task.

Places a task on hold.

Executes a task.

Lists the specified tasks.

Releases a held task.

Re-executes the specified task.

Changes the execution priority of a Started task.

Skips the specified task instance.

Displays the status of the task instance(s) associated with a task.
Disables the specified trigger(s).

Enables the specified trigger(s).

Satisfies all conditions in the specified trigger and launches its associated tasks.
Displays the status of the specified trigger(s).

Sets the resource limit for a resource.

Displays the specified variable's value.

Sets the specified variable's value.

CLI Executable binary.
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%ALLUSERSPROFILE%\Universal\conficmdtools.props | Optional CLI configuration file.

System Files

The following files will be installed only if they are newer than the existing file.

All files are installed to the Windows System32 folder, unless otherwise noted.

Description File
Visual C++ 14 Runtimes concrt140.dll
msvcp140.dil

msvcp140_1.dll
msvcpl40_2.dll
ucrtbase.dll
veeorlib140.dll
veruntime140_1.dll

Microsoft Foundation Class 14.0 mfc140.dll
mfc140u.dll
mfcm140.dll
mfcm140u.dll
mfc140chs.dll
mfc140cht.dll
mfc140deu.dll
mfcl40enu.dll
mfc140esn.dll
mfc140fra.dll
mfc140ita.dll
mfc140jpn.dil
mfc140kor.dll
mfc140rus.dll

Microsoft Universal C Runtime * api_ms_win_core_console_I1_1_0.dIl
api_ms_win_core_datetime_I1_1_0.dll
api_ms_win_core_debug_I1_1_0.dll
api_ms_win_core_errorhandling_I1_1_0.dll
api_ms_win_core_file_I1_1_0.dll
api_ms_win_core_file_I1_2_0.dll
api_ms_win_core_file_I2_1_0.dll
api_ms_win_core_handle_|1_1_0.dll
api_ms_win_core_heap_I1_1_0.dll
api_ms_win_core_interlocked_I1_1_0.dll
api_ms_win_core_libraryloader_I11_1_0.dll
api_ms_win_core_localization_I1_2_0.dll
api_ms_win_core_memory_I1_1_0.dll
api_ms_win_core_namedpipe_I1_1_0.dll
api_ms_win_core_processenvironment_|1_1_0.
dil
api_ms_win_core_processthreads_[1_1_0.dll
api_ms_win_core_processthreads_[1_1_1.dll

api_ms_win_core_profile_I1_1_0.dll
api_ms_win_core_rtlsupport_I1_1_0.dll
api_ms_win_core_string_I11_1_0.dll
api_ms_win_core_synch_I1_1_0.dll
api_ms_win_core_synch_I1_2_0.dll
api_ms_win_core_sysinfo_[1_1_0.dll
api_ms_win_core_timezone_|1_1_0.dll
api_ms_win_core_util_I1_1_0.dll
api_ms_win_crt_conio_|1_1_0.dll
api_ms_win_crt_convert_|1_1_0.dll
api_ms_win_crt_environment_I1_1_0.dll

api_ms_win_crt_filesystem_I1_1_0.dll
api_ms_win_crt_heap_I1_1_0.dll
api_ms_win_crt_locale_|1_1_0.dll
api_ms_win_crt_math_I1_1_0.dll
api_ms_win_crt_multibyte_11_1_0.dll
api_ms_win_crt_private_|1_1_0.dll
api_ms_win_crt_process_|1_1_0.dll
api_ms_win_crt_runtime_|1_1_0.dll
api_ms_win_crt_stdio_I1_1_0.dll
api_ms_win_crt_string_I1_1_0.dll
api_ms_win_crt_time_|1_1_0.dll
api_ms_win_crt_utility_11_1_0.dll
ucrtbase.dll
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Microsoft Windows Installer 3.1.4000.1823 2 = Msiexec.exe

1 The Microsoft Universal C Runtime is built into Windows 10, Server 2016, and Server 2019. It is available as a Microsoft update on Windows 7, Server
2008 R2, Server 2012, and Server 2012 R2 systems. Although the Universal Agent install provides these .dlls on older system, the install will issue an
error and stop without installing any files if they do not already exist. The install executes functions that rely on the MS UCRT.

2 see the documentation regarding the Microsoft Windows Installer.

Universal Translate Tables (UTT)

File
C:\Program Files\Universal\nis\default.stt
C:\Program Files\Universal\nIs\raw.stt
C:\Program Files\Universal\nls\iso8859-10.utt
C:\Program Files\Universal\nls\iso8859-13.utt
C:\Program Files\Universal\nls\iso8859-14.utt
C:\Program Files\Universal\nls\iso8859-15.utt
C:\Program Files\Universal\nls\iso8859-1.utt
C:\Program Files\Universal\nls\iso8859-2.utt
C:\Program Files\Universal\nls\iso8859-3.utt
C:\Program Files\Universal\nls\iso8859-4.utt
C:\Program Files\Universal\nls\iso8859-5.utt
C:\Program Files\Universal\nls\iso8859-6.utt
C:\Program Files\Universal\nls\iso8859-7.utt
C:\Program Files\Universal\nls\iso8859-8.utt
C:\Program Files\Universal\nls\iso8859-9.utt
C:\Program Files\Universal\nls\pc437.utt
C:\Program Files\Universal\nls\pc737.utt
C:\Program Files\Universal\nls\pc775.utt
C:\Program Files\Universal\nls\pc850.utt
C:\Program Files\Universal\nls\pc852.utt
C:\Program Files\Universal\nls\pc855.utt
C:\Program Files\Universal\nls\pc857.utt
C:\Program Files\Universal\nls\pc860.utt
C:\Program Files\Universal\nls\pc861.utt
C:\Program Files\Universal\nls\pc862.utt
C:\Program Files\Universal\nls\pc863.utt
C:\Program Files\Universal\nls\pc864.utt
C:\Program Files\Universal\nls\pc865.utt
C:\Program Files\Universal\nls\pc866.utt
C:\Program Files\Universal\nls\pc869.utt
C:\Program Files\Universal\nls\pc874.utt

C:\Program Files\Universal\nls\win1250.utt
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C:\Program Files\Universal\nls\win1251.utt
C:\Program Files\Universal\nls\win1252.utt
C:\Program Files\Universal\nls\win1253.utt
C:\Program Files\Universal\nls\win1254.utt
C:\Program Files\Universal\nls\win1255.utt
C:\Program Files\Universal\nls\win1256.utt
C:\Program Files\Universal\nls\win1257.utt

C:\Program Files\Universal\nls\win1258.utt

Python 3.7 Distribution for Universal Agent

Installed under \Universal\Python.
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Universal Agent for Windows User Mode Installation

Introduction

The following information is provided for the user mode installation of Universal Agent for Windows:

® Installation Package

® [nstallation Requirements
® |nstallation Procedures

® File Inventory Lists

(For licensing information, see Windows Installation - Licensing.)
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Universal Agent for Windows - User Mode Installation
Package

® Components
® Component Compatibility
® Broker Service Management Commands
® ubrsvc.bat
® Executing Manager Components and Utilities

Components

The Universal Agent for Windows package includes the following product components:

Universal Broker 7.0.x

Universal Automation Center Agent 7.0.x
Universal Certificate 7.0.x

Universal Command Manager and Server 7.0.x
Universal Connector for SAP 7.0.x

Universal Connector for PeopleSoft 7.0.x
Universal Control Manager and Server 7.0.x
Universal Controller Command Line Interface (CLI) 7.0.x
Universal Data Mover Manager and Server 7.0.x
Universal Encrypt 7.0.x

Universal Event Log Dump 7.0.x

Universal Event Monitor Manager and Server 7.0.x
Universal Message Service (OMS)7.0.x

Universal Message to Exit Code Translator 7.0.x
Universal Query 7.0.x

Component Compatibility

The following table identifies the compatibility of Universal Agent for Windows components with previous component / product versions.

Component Compatibility
Universal Universal Agent / Workload Automation / Stonebranch Solutions / Universal Products releases 6.9.0, 6.8.0, 6.7.0, 6.6.0, 6.5.0, 6.4.0,
Broker 7.0.x 6.3.0, 6.2.0,5.2.0,5.1.0, 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0, 2.2.0, 2.1.0, and 1.2.0.
Universal Universal Command 6.9.0, 6.8.0, 6.7.0, 6.6.0, 6.5.0, 6.4.0, 6.3.0, 6.2.0, 5.2.0, 5.1.0, 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0, 2.2.0,
Command 7.0.x @ 2.1.0, and 1.2.0.
Universal Universal Control 6.9.0, 6.8.0, 6.7.0, 6.6.0, 6.5.0, 6.4.0, 6.3.0, 6.2.0, 5.2.0, 5.1.0, 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0, 2.2.0, 2.1.0,
Control 7.0.x and 1.2.0.

Universal Data Universal Data Mover 6.9.0, 6.8.0, 6.7.0, 6.6.0, 6.5.0, 6.4.0, 6.3.0, 6.2.0, 5.2.0, 5.1.0, 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1 and 3.1.0.
Mover 7.0.x

Universal Query = Universal Broker 6.9.0, 6.8.0, 6.7.0, 6.6.0, 6.5.0, 6.4.0, 6.3.0, 6.2.0, 5.2.0, 5.1.0, 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0, 2.2.0, 2.1.0,
7.0.x and 1.2.0.

Universal Event Universal Event Monitor 6.9.0, 6.8.0, 6.7.0, 6.6.0, 6.5.0, 6.4.0, 6.3.0, 6.2.0, 5.2.0, 5.1.0, 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, and 3.1.0.
Monitor 7.0.x

The component references pertain to all supported platforms for that version.

Broker Service Management Commands

ubr svc. bat wraps several commands to control the Universal Broker service (that is, -start, -stop, -restart, -status, -remove). The ubr svc. bat scriptis
generated by the user mode installation and contains commands that target the Universal Broker service created and registered by that installation.

ubrsvc.bat

ubr svc. bat supports the following command line syntax:
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ubrsvc { -start | -stop | -restart | -status | -renmove } [-[h]elp]

start

st op

rest
art

st at
us

reno
ve

-h

Note
1

Starts the Broker service.
Stops the Broker service.

Stops and starts the Broker service.

Reports the current status of the Broker.

Stops the Broker service, removes it from the Service Control Manager (SCM), and unregisters its message source.

Important

1
Be sure to run the provided SB_Conf i gSet up. bat script before removing the Universal Broker service definition. Doing so will ensure that
the correct Broker is removed when multiple user mode installs exist.

Displays this message.

The - r enpve option is a critical first step when removing a user mode installation.

Executing Manager Components and Utilities

When executing a Universal Agent Manager component (for example, Universal Command Manager or Universal Data Mover Manager), from a user mode
installation, execute SB_Conf i gSet up. bat to configure the environment for proper local Universal Broker registration.

Failure to do this may cause a component of one version to register with the system-installed Universal Broker, which could be a different version.

This script should also be run prior to using the - r enbve option to ubrsvc.bat. See note above.
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Universal Agent for Windows - User Mode Installation
Requirements

Windows Versions
Additional Requirements
Platform Requirements
Installation Account
Universal Broker Service
® Selecting a Universal Broker Service Account
® Spool Directory
® Universal Command Server
® UAG Cache

Windows Versions

To install Universal Agent for Windows, you must have one of the following versions of Windows:

® Windows Server 2012
® Windows Server 2012 R2
® Windows Server 2016
® Windows Server 2019
Note
1
The Universal Agent for Windows User Mode installation package will execute only on a 64-bit version of Windows.

Additional Requirements

Administrative authority to execute the installation.

Network connectivity via TCP/IP.

About 120 MB available disk space.

Interactive access to the Windows system (command line support will be provided in an upcoming release).
Microsoft Visual C++ 14 Runtime

Microsoft Universal C Runtime

Note

1

The Universal Agent User Mode install does not provide the required Microsoft runtimes. If either of these do not exist, the install will issue an error and
stop without installing any files. Both runtimes are available as redistributable packages from Microsoft. The Universal C Runtime is built into Windows 10,
Server 2016, and Server 2019. It is available via a Microsoft update for Windows Server 2012 and Windows Server 2012 R2.

Platform Requirements

Since platform requirements may change with new releases of Universal Agent, please consult the Platform Support for Universal Controller 7.0.x and
Universal Agent 7.0.x page to make sure that your platform is supported before performing an installation.

Installation Account

The account used to execute a Universal Agent for Windows user mode installation must have administrative privileges.

Universal Broker Service

The Universal Broker service runs either with an Administrative account or with the Local System account.

If you are using an Administrative account, the account must have the following privileges on the system upon which the Universal Agent resides (optional,
but recommended privileges are noted):

Act as part of the operating system

Adjust memory quotas for a process

Bypass traverse checking

Debug programs

Deny log on as batch job (optional, recommended)

Deny log on locally (optional, recommended)

Deny log on through Terminal Services (optional, recommended)
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Log on as a service

Impersonate a client after authentication
Increase scheduling priority

Replace a process level token

Take ownership of files and other objects

Selecting a Universal Broker Service Account

The Universal Agent for Windows user mode install will supply default credentials for an account named UBrokerService. This is the same default account
that the Universal Agent for Windows system installation creates (if it does not already exist).

If the Universal Broker service will execute with a different account, you can provide that account's user ID and password during the install or specify them
post-install in the Universal Broker service's configured settings within the Windows Services application.

If the Universal Broker service will execute with a domain account, that account must have the privileges listed above on the local Universal Agent system.
The privileges can be granted locally or inherited via Active Directory policy, but they must be granted on the local system.

In all cases, the account chosen to run the Universal Broker service must be an existing Administrative account. The Universal Agent for Windows user
mode install will not create it.

Spool Directory

The spool directory is used to store the following types of information:

Execution information for Universal Agent components started by Universal Broker.

Event definitions and event handlers managed by Universal Broker and used by Universal Event Monitor.

Results of events tracked by Universal Event Monitor.

Redirected standard I/O files (stdin, stdout, and stderr) captured by Universal Command when run with Manager Fault Tolerance enabled.
Configuration information for Universal Agent components, when a local Universal Broker is operating in managed mode.

For user mode installations, the spool directory resides just under the main install directory.

® Most database files reside in . \ spool \ ubr oker .
® Spooled standard I/O files reside in . \ spool \ ucndsrv.

Universal Command Server

Location

The spool directory must reside on a local device. It cannot reside on any network device, including network drives that may be mapped to a local drive. By
default, the spool files are located in directory . \ spool \ ucndsr v (relative to the main installation directory).

Space
You must have approximately 125 MB available disk space for each instance of a Universal Agent for Windows user mode installation.
The amount of disk space required for the spool directory depend on the following factors:
® Number of spooling user processes that will be executing simultaneously. A user process is created for each command requested by a Universal
Command Manager. The default maximum number is 50.
® When a user process ends and a Manager has received all the spool files, the spool files themselves are deleted.
® Average size of the user processes standard input, output, and error files. Keep in mind that spooling is not a feature for file transfer purposes.
File transfer-related processes should execute without spooling enabled.
When these numbers have been determined, the average amount of disk space is calculated with the following formula:

MAX- PROCESSES x AVERAGE- STDI O SI ZE x 2 = required di sk space.

For example, if the maximum number of simultaneous user processes is estimated at 20 and the average size of processes standard I/O files is 100,000
bytes, the average amount of required disk space is 4MB (20 x 100000 x 2).

The Universal Command Server is configured with spooling disabled to prevent unintentional disk utilization. This feature can be enabled by updating the
Universal Command Server configuration file, . \ conf \ ucnds. conf .

For more information on the Manager Fault Tolerant feature and spooling of redirected standard I/O files, see the Universal Agent 7.0.x User Guide.

Security

Universal Broker and Universal Command Server require read/write access to the spool directory. No other Universal Agent components access the spool
directory directly.
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UAG Cache

The Universal Automation Center Agent (UAGSRYV) stores standard I/O redirected from processes it executes to files in the UAG cache locations below.

Space
Cache files are located, by default, in directory . \ UagSr v\ cache, relative to the main Universal Agent for Windows user mode installation directory.
Cache files are created for each job that is run by Universal Agent. They remain in the cache until they are purged by an automated purge process
scheduled nightly by Universal Controller. You can configure the number of days that files remain in the cache using the Agent Cache Retention Period in
Days Universal Controller system property.
For each instance of a Universal Agent user mode installation, the amount of disk space required for the cache directory depends on:

1. Number of jobs you estimate will run during the cache retention period you specified.

2. These files remain until they are purged by the automated cache purge process scheduled by the Controller daily at midnight.

3. Average size of the user processes standard output and error files.
When these numbers have been determined, the average amount of disk space is calculated with the following formula:
(RETENTI ON PERI 0D x MAX-JOBS) x ( AVERAGE- STDOUT- SI ZE + AVERAGE- STDERR- SI ZE) = required di sk space.

For example:

If the files are purged every 7 days, and you run 1200 jobs daily on a particular user mode Universal Agent and the average size of the STDOUT +
STDERR files is 3,000 bytes, the average amount of required disk space is 25MB (7 x 1,200 x 3000).

UAG automatically redirects the standard output and standard error files to the cache directory with no required user input.

Security

Universal Automation Center Agent (UAG) requires read/write access to the UAG cache directory. No other Universal Agent components access the cache
directory. No general user access is required.
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Universal Agent for Windows - User Mode Installation
Procedures

Installation Procedures

The following procedures are provided for the a Universal Agent for Windows user mode installation and removal:
® |nstalling a Universal Agent User Mode Install via the Graphical Interface

® |nstalling a Universal Agent User Mode Install via the Command Line Interface
® Removing a Universal Agent User Mode Install
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Installing a Universal Agent User Mode Install via the
Graphical Interface

Installing a Universal Agent for Windows User Mode install via the Windows
Installer Graphical Interface

To install a Universal Agent for Windows User Mode Install via the Windows Installer graphical interface, perform the following steps.

Step 1 Download the desired Universal Agent for Windows user mode installation file to your work station:

® sb-7.0.<npd>. <l evel >-w ndows- x64- um exe, the 64-bit Universal Agent for Windows user mode distribution file.

Step 2 Execute the distribution file. You can launch it from an Administrative command prompt or by double-clicking the file in Windows Explorer.
When launched from Windows Explorer, you may be prompted for Administrative credentials so that the installation can execute with
elevated privileges.

Step 3 When the installation starts, it will verify your Windows version to ensure it is a supported version. It also will look for the Microsoft VC++
2010 runtime libraries, which are required to run the Universal Agent. If either of these checks fail, the installation will finish.

If all installation pre-requisites are satisfied, the Welcome dialog displays. Click Next to proceed to the next dialog in the installation
sequence. Select Back to return to any previous dialog. Select Cancel to terminate the installation (no system changes are made until the
Progress dialog displays).

B Universal Agent User Mode Install

stonebranch

Welcome to the Univeral Agent User Mode Install for Windows,

This installation will create a local instance of the Universal
Agent. Multiple Agent instances may be installed using this
utility.

This user mode install may reside alongside a traditional

system-based install, which is one that is registered with the
Windows installer and exists in a shared, wel+known location.
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Step 4 After the Welcome dialog, the Installation Directory dialog displays. Enter the desired installation location or select it using the ... button. If
the specified installation directory does not exist, the installation will create it.

ﬂ Universal Agent User Mode Install

stonebranch

Installation Directory

Select the directory where the Universal Agent will reside, Enter the directory
path, or select it using the browse button,
The directory defaults to your temporary directory, If the directory does not
exist, this application can create it for you.

Install files to:
| C:\Jsers'\DAN~1,MOR \AppDataLocal\Tempuniversal

In the example above, the user mode installation will reside under the C: \ User s\ DAN~1. MOR\ AppDat a\ Local \ Tenp\ uni ver sal
folder.
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Step 5 Click the Next button to display the Universal Broker Service configuration dialog.
B Universal Agent User Mode Install

stonebranch

Universal Broker Service

Choose one of the options below to run the Universal Broker as LocalSystem
or as an existing Administrative account.

(") Local System

(®) An existing Administrative account (Recommended)

User ID: | UBrokerService

Password: | Ty

Confirm passwaord: | LIy

LUniversal Broker Service Options
Set Broker service options to configure a unigue Braoker instance.

Service display name: | Universal Broker {(User Mode)

Service name (no spaces): | UBrokerUMService

Listen on port: | 7387

< Back I I Mext =

From this dialog, you can choose to run the Universal Broker service as LocalSystem or an existing Administrative account. If the account
does not exist, the installation will not issue an error here. Instead, the installation will fail when it attempts to create and configure the
Broker service.

The Universal Broker service's display name and service name also can be specified from this dialog. The installation will ensure that the
service name is unique.

The port upon which the Universal Broker service accepts incoming connections is specified in the Listen on port field. Note that the
installation will not check whether another process is already accepting incoming connections over the specified port. It is your
responsibility to ensure that the port is available.

The value specified here is used to set the service_port option in the Universal Broker configuration file, . \ conf \ ubr oker . conf . 100 is
added to this value to set the component_port option in ubr oker . conf . The Broker accepts external connections over the service_port
and uses the component_port to accept control sessions from local Universal Server components. Either of these values can be changed
after the installation.
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Step 6 Click the Next button to display the OMS Server Information dialog.

ﬂ Universal Agent User Mode Install

stonebranch

OMS Server Information

Set options to contral OMS Server startup and execution. Skip this step to use
default values. ‘You may update the OMS Server configuration and and
component definition files at any time to change this behavior,

OMS Server Auto-Start

Select the checkbox below to have the OMS Server execute at Universal
Broker startup, Leave the option unchedked to disable OMS Server
execution on this system,

0 Start the OMS Server automatically whenever the Universal Broker
starts.

OMS Server Options

Accept incoming connections on port:

The option to automatically start the OMS Server is necessary only if local or remote Universal Agents will use this OMS Server to
communicate with a Universal Controller. If the Universal Agent will connect using an existing OMS Server, the option can be left
unchecked.

If the OMS Server will run from this installation, enter a port number upon which it will accept connections from local or remote Universal

Agents. This port number must be unique, and like the Universal Broker port, the user mode installation makes no attempt to confirm its
availability.
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Step 7 Click the Next button to display the UAG Server Connection dialog.

ﬂ Universal Agent User Mode Install

stonebranch

UAG Server Connection

Enter information below to specfy how Universal Agent connects to a Universal
Controller.

This step is optional. Connection information may be configured at any time
after installation.

OMS Server(s):

Format: port@host,port@host,. .., part@host]

Metwork ID:
| oPsaUTOCONF

Use this dialog to configure how the UAG Server connects to and identifies itself to a Universal Controller.

One or more local or remote OMS Servers can be specified. The OMS Server is the component responsible for exchanging messages
between the Universal Controller and Universal Agent.

The Network ID controls how the Universal Agent is displayed in the Universal Controller. The default setting of OPSAUTOCONF instructs

the Controller to assign a unique ID to the Agent. A specific value can be provided here to override this default and customize names for
Universal Agents that the Universal Controller displays.
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Step 8 Click the Next button to display the Universal Working Folder dialog. This working folder is shared between the Universal Command Server,
Universal Data Mover Server, and Universal Event Monitor Server components. If the directory does not exist, the installation will create it.

B Universal Agent User Mode Install

stonebranch

Universal Working Folder

The Universal working folder is the default location used by Universal Server
components to store local resources in a secure location.  If the Server
component is configured to run with security enabled, individual folders with
names matching a spedified user account's name will be used to store these
resources, If the subfolder matching the user's name does not exist, one will
be created.

If Server components are configured to run with security disabled, the
location specified below is used as the working folder,

The default working folder is within the installation path, but any path may be
chosen. When selecting a path, the primary consideration should be that it is
accessible to all user accounts executing work via the Universal Agent.

Set working folder to:
|C:‘\UsersEDANm:l.MDF‘.‘!,A|:||:|Da13‘\].ocal\,TempthiversaI‘\lJAHome |

Step 9 Click the Next button to begin the installation.

The installation first unloads an embedded . cab file that contains the Universal Agent application files and resources. The installation
extracts the contents of this . cab file to create the Universal Agent's application directory structure.

After the files are placed on the file system, the installation uses values provided in the previous dialogs to configure the Universal Agent.
The installation updates configuration and component definition files with these values.

Next, the installation creates the Universal Broker service and configures it to run via the Windows Service Control Manager (SCM). The
Broker's message source also is registered with the Windows Application event log.

Finally, the installation creates two helper scripts: SB_Conf i gSet up. bat and ubr svc. bat .

® SB_Confi gSet up. bat configures an environment to simplify execution of Universal Manager (for example: UCMD, UDM) and
Universal Utility (for example: UENCRYPT, UFTP) components. Run this script to ensure that those components register with (and
receive the correct configuration from) the local Universal Broker installed with the user mode installation. If this script is not run and a
system-installed Universal Broker is running, the user mode-installed components may unintentionally register with it or fail local
Broker registration altogether.

® ubrsvc. bat wraps several commands to control the Universal Broker service (that is, -start, -stop, -restart, -status, -remove).

The Broker service also can be controlled via the Windows SCM, but familiarity with the script is important, and useful particularly when unin
stalling a user mode installation.
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Step 10 = When the installation finishes, the Complete dialog displays.

B Universal Agent User Mode Install

stonebranch

Success

The Universal Agent User Mode Install for Windows has completed
successfully.

If any errors were encountered during the installation, this dialog is replaced by a Failed dialog.
Step 11 = Select the Close button to exit the installation.

Verify the results of the installation and start the Universal Broker service. The installation configures it to start automatically, but the service

Step 12
waits to be started for its initial run.
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Installing a Universal Agent User Mode Install via the
Command Line Interface

® |nstalling a Universal Agent for Windows User Mode Install via the Command Line Interface
® |[nstalling the Agent

® Command Line Syntax

® Command Line Parameters

® Command Line Installation Examples

Installing a Universal Agent for Windows User Mode Install via the Command
Line Interface

This page describes how to install Universal Agent using the user mode install command line interface.
A command line installation is useful in situations where:

® Automation is used to deploy Universal Agent installations across many different systems.
® [tis not practical or convenient to perform the graphical interface installation

Installing the Agent

To install Universal Agent for Windows using the user mode command line interface, perform the following steps:

Step 1 | Download the Universal Agent for Windows User Mode Install product distribution file, sb- 7. 0. 0. <l evel >- wi ndows- x64- um exe, to
your work station, where <I evel > is the numeric package level.

Step 2 | Execute the distribution file from the command line, and include all appropriate command line parameters.

Command Line Syntax
The following illustrates the command line syntax used to install the Agent:
sb-7.0.0. <l evel >-wi ndows- x64- um execommand line parameters
In this syntax:
® <| evel > is the numeric package level.
The command line parameters control the behavior of the install process. Where noted, some command line parameters have environment variable and
configuration file equivalents that are available as alternate sources of user mode install input. The user mode install evaluates each source and combines

the values to form a single set of input data. Environment variables override configuration file values, and command line parameter values override
environment variables.

Command Line Parameters

The following table describes the parameters that are available for a command line installation.

The parameters can be specified in any order. The order of precedence for the different sources are:
. Command line parameters (overrides all)

. Command file parameters

. Environment variables
. Configuration file values

A WN P

Syntax
eI DESEpHen Command Environment Configuration Retalln
Line Variable File
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AC_AGENT_CLUSTERS=c
lusters

Sets the AGENT_CLUSTERS UAG configuration option to
specify the Universal Controller-defined agent clusters to which
this agent will belong.

AC_AGENT_IP=IP address = Sets the AGENT_IP UAG configuration option to have UAG
Server register with Universal Controller using a specific IP
address.

AC_ENABLE_SSL This option is deprecated starting with Universal Agent 7.0.0.0.
UAG Server will always attempt to use SSL/TLS for OMS
connections.

AC_NETNAME=value Specifies a value for a network ID that uniquely identifies the
Agent on this system to the Universal Controller. The install
uses this value to set the UAG NETNAME configuration option.
BROKERDISPNAME Specifies the name with which the Universal Broker for this
user mode install is shown in the Windows Services Manager.

This value is also used to register the message source for
messages the Universal Broker sends to the Windows
Application event log.

Note that this is only the "friendly” name of the service,
intended to uniquely identify the Broker service. The value
specified for the BROKERSERVICENAME is the internal name
the Windows Service Control Manager uses to control the
service.

BROKERPORT Specifies the port number or service name upon which the
Universal Broker accepts connections from Universal Agent

components.

The value specified for this parameter must be unique for all
services on the system, including other Universal Brokers.

BROKERPWD=BrokerAcco
untPassword

Used by the install when RUNBROKERASUSER is yes to
specify the password for the account used to execute the
Universal Broker service.

Valid values are any 256 characters or less.
BROKERPWD is ignored if RUNBROKERASUSER is no.

Specifies the name with which the Universal Broker is assigned
and recognized by the Windows Services Control

Manager. This is the "true" name of the service and is the
value used for service control via the command line or
Windows APIs.

BROKERSERVICENAME

The value specified for this parameter must be unique among
all the services — including other Universal Brokers — installed
on the system.

Used by the install when RUNBROKERASUSER is yes to set
BROKERUSERID the user account used to execute the Universal Broker service.
Valid values are any 20 characters or less. For domain
accounts, a domain name of up to 256 characters is accepted,
but the user ID is still limited to 20 characters.

BROKERUID is ignored if RUNBROKERASUSER is no.
Important

1
The user account specified by this parameter MUST exist
before the Broker can execute. The User Mode install will not
create the account. Refer to the Universal Agent for Windows -
User Mode Installation Requirements section for more
information.
COMMAND_FILE Specifies a text file that contains command line
parameters. This file may be used to simplify automated
deployments and/or to shorten the length of the command line
used to do the user mode installation.

Note that this is not the same as a user mode installation CONF

IGURATION_FILE. The format of each option specified within
this file must follow command line syntax, and each option
must reside on a separate line within the file.

The path specified for the file may be an absolute path or one
relative to the current working directory.
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ac_agent_clu
sters val

-ac_agent_ip
ipaddr

n/a

-ac_netname
name

broker_dispn
ame name

-broker_port
port

-w password

-broker_pwd
password

broker_svcna
me name

-u userid

broker_userid
userid

-f path
-file path

UMIAGENTCLU
STERS=val

UMIAGENTIP=ip
addr

n/a

UMIUAGSRVNE
TNAME name

UMIBROKERDI
SPNAME=name

UMIBROKERPO
RT=port

UMIBROKERPW
D=password

UMIBROKERSV
CNAME=name

UMIBROKERUI
D=userid

N/A

ac_agent_cluster
s val

ac_agent_ip ipad
dr
n/a

ac_netname name

broker_dispname
name

broker_port port

broker_password
password

broker_svcname
name

ubroker_userid us
erid

N/A

Opswise -
Default Linux
/Unix Cluster,
Opswise -
Default
Windows
Cluster

(none)

n/a

OPSAUTOCO

NF

Universal
Broker
(User Mode)

7887

BrSvcAcct001

UBrokerUMSe

rvice

UBrokerService

(none)


https://docs.stonebranch.com/confluence/display/UA70/AGENT_CLUSTERS+-+UAG+configuration+option
https://docs.stonebranch.com/confluence/display/UA70/AGENT_IP+-+UAG+configuration+option
https://docs.stonebranch.com/confluence/display/UA70/NETNAME+-+UAG+configuration+option
https://docs.stonebranch.com/confluence/display/DEV/Universal+Agent+for+Windows+-+User+Mode+Installation+Requirements
https://docs.stonebranch.com/confluence/display/DEV/Universal+Agent+for+Windows+-+User+Mode+Installation+Requirements
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CONFIGURATION_FILE

HELP

INSTALLDIR

OMS_AUTOSTART

OMS_PORT

OMS_SERVERS

RUNBROKERASUSER
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Specifies a file in standard Universal Agent configuration file
format that contains keywords and values that may be used to
set installation parameters.

Note that this file is not the same as a user mode installation CO
MMAND_FILE. The format of each option specified within this
file must follow configuration file syntax, which each option
place on a separate line within the file.

The path specified for the file may be an absolute path or one
relative to the current working directory.

Displays command line help and exits without installing.

This parameter has no value associated with it.

Sets the root user mode installation directory to dir. Each
component will be installed under this directory.

If the directory contains spaces, you must use double (")
quotation marks around the path name.

Specifies the behavior of the Universal Message Service
(OMS) Server component at Universal Broker startup.

® |fyes is specified, the AUTOMATICALLY_START OMS
component definition option is set to yes, which instructs
Universal Broker to start the OMS Server automatically
when it is started.

If no (the default) is specified, or if this option is not
included on the command line, the AUTOMATICALLY_ST
ART and RESTART OMS component definition options
are set to no, and Universal Broker will not start the OMS
Server automatically when it is started. However, the
OMS Server may still be started manually any time after
the Broker is started via the Universal Agent's Universal
Control utility.

Specifies the port number or service name upon which the
Universal Message Service (OMS) Server accepts connections
from the Universal Automation Center (UAG) Server
component and the optional Universal Automation Center
command line interface (UVAGCMD).

The value specified for this parameter must be unique for all
services on the system, including other OMS Servers.

A list of one or more locations where an OMS Server resides.

When this value is specified, it sets the oms_servers value
inside the Universal Automation Center (UAG) Server
configuration file. The UAG Server uses this value to
determine which OMS Server it will connect to.

The format of this value is port@ipaddr[;portl@ipaddrlf[;...;po
rtn@ipaddrn]], where port is the OMS Server's configured oms
_port value and ipaddr is the IP address or host name of the
OMS Server system.

UAG Server will stop processing the list after it successfully
connects to one of the OMS Servers listed.

Controls whether the Universal Broker service executes as an
Administrative user account or as Local System.

® |f yes, the install will perform the following steps:

1. The install will set the service's start-up account to U
BrokerService (the default) or the user ID specified
by the BROKERUID command line option.

2. If the Universal Broker service is installed and
already is configured to run as a user account, the
Broker's start-up account will not be changed
(allows customized user accounts to be preserved
during upgrades).

® If no, the install will perform the following steps:

1. The install will set the service's start-up account to L
ocal System.

2. If the Universal Broker service is installed and is
currently configured to run as LocalSystem, the
Universal Broker service's properties will not be
changed.

-conf_file path | UMICONFIGFIL

-?
-h
-help

-installdir dir

oms_autostar
topt

-oms_port po
rt

oms_servers
value

run_broker_a
s_user opt

E=path

N/A

UMIINSTALLDIR=

dir

UMIOMSAUTOS
TART=opt

UMIOMSPORT=
port

UMIOMSSERVE
RS=value

UMIRUNBROKE
RASUSER=0pt

N/A (none)
N/A

installation_direct = %TEMP%
ory dir \universal

oms_autostart opt | no

oms_port port 7878

oms_servers value  (none)

run_broker_as_us @ yes
er opt
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When specified, no product installation dialogs are shown. If
SILENTMODE no other install parameters are specified, default values for all
options are used.

This option has no value. Only the parameter itself is
necessary.

UAG_AUTOSTART Specifies the behavior of the Universal Automation Center
(UAG) Server component at Universal Broker startup.

® If yes is specified, the AUTOMATICALLY_START UAG
component definition option is set to yes, which instructs
Universal Broker to start the UAG Server automatically
when it is started.

If no (the default) is specified, or if this option is not

included on the command line, the AUTOMATICALLY_ST

ART and RESTART UAG component definition options

are set to no, and Universal Broker will not start the UAG

Server automatically when it is started. However, the
UAG Server may still be started manually any time after
the Broker is started via the Universal Agent's Universal
Control utility.

WORKING_FOLDER Sets the Universal Agent working folder for this user mode
installation.

For user mode installs, this folder is shared by the following
agent components:

® Universal Command Server

® Universal Control Server

® Universal Data Mover Server

® Universal Event Monitor Server

If the folder contains spaces, you must use double (")
quotation marks around the path name.

Command Line Installation Examples

-silent

uag_autostart
opt

working_folde
r dir

N/A N/A

UMIUAGSRVAU | uag_autostart opt
TOSTART=yes

UMIWORKINGF | working_folder dir
OLDER=dir

The following examples illustrate different ways that Universal Agent for Windows can be installed from the command line.

Graphical User Interface Install

no

yes

INSTALLDIR\WU
AHome

To launch the graphical user interface for a Universal Agent for Windows User Mode Install via the command line, execute the following command:

sb-7.0. 0. 0-w ndows- x64- um exe

Silent Install

To suppress the GUI and execute a silent Universal Agent for Windows User Mode Install, execute the following command:

sb-7.0.0.0-w ndows- x64-um exe -silent

This will execute the install using default values for all options.

Silent Install with Universal Broker Service Options

The configure the Universal Broker and override the default installation directory from a silent Universal Agent for Windows User Mode Install, execute the

following command:
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sb-7.0.0.0-w ndows- x64-um exe -silent -broker_di spname "Universal Broker (6800)" -broker_svcnane UBroker 6800 -
broker _port 6800 -installdir "c:\ua\6800"

Actual values used for each of the options shown above will depend on your specific requirements, but this command will:

® |nstall the Universal Agent to c: \ ua\ 6800

® Configure the Universal Broker service with a display name of Universal Broker (6800)

® Configure the Universal Broker service to register messages sent to the Windows Application event log with a message source of Universal
Broker (6800)

® Configure the Universal Broker service with an internal name of UBroker6800

® Configure the Universal Broker service to accept connections from Universal Agent components on port 6800

This information will also be used to populate the c:\ua\6800\ubrsvc.bat script, which may be used to start, stop, restart, or remove the Universal Broker
service.

Silent Install, with Universal Automation Center (UAG) Server Options

To configure the UAG Server and override the default installation directory from a silent Universal Agent for Windows User Mode Install, execute the
following command:

sb-7.0.0.0-w ndows- x64-um exe -silent -uag_autostart yes -ac_netnane UAGENT- 6800 -ons_servers 7878@nshost.com -
installdir "c:\ua\6800"

Actual values used for the some of the options above will depend on your specific requirements, but this command will:

Install the Universal Agent to c: \ ua\ 6800

Configure the UAG Server component to start automatically at Universal Broker startup

Connect to an OMS Server that resides on omshost.com, which is accepting connections over port 7878
Cause the UAG Server to register with a Universal Controller using the name UAGENT-6800
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Removing a Universal Agent User Mode Install

Universal Agent for Windows User Mode Install Removal

Use the following two-step process to remove a Universal Agent for Windows User Mode Install:
Step 1 | Open an Administrative command prompt and switch to the Universal Agent for Windows user mode installation directory.
Execute the ubr svc script and pass it the -remove option.

For example, assuming the Agent was installed to C: \ User s\ DAN~1. MOR\ AppDat a\ Local \ Tenp\ uni ver sal , issue the following
commands

cd C:\Users\ DAN~1. MOR\ AppDat a\ Local \ Tenp\ uni ver sal
ubrsvc -renove

The -remove option will stop the Universal Broker, delete it from the Windows Service Control Manager, and remove its message source
registration with the Application event log viewer.

Step 2 | After ubr svc finishes, remove all the files and directories under the Universal Agent for Windows user mode installation location.
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Universal Agent for Windows - User Mode Installation File
Inventory Lists

Universal Agent for Windows - File Inventory Lists
Universal Automation Center Agent
Universal Broker

Universal Command Manager
Universal Command Server
Universal Connector for PeopleSoft
Universal Connector for SAP
Universal Control Manager
Universal Control Server

Universal Data Mover Manager
Universal Data Mover Server
Universal Event Monitor Manager
Universal Event Monitor Server
Universal Copy

Universal Encrypt

Universal Event Log Dump
Universal Message Translator
Universal Products Install Merge
Universal Query

Universal Spool Utilities

Universal Message Service (OMS)
Universal Controller Command Line Interface (CLI)
Universal Translate Tables (UTT)

Universal Agent for Windows - File Inventory Lists

The Universal Agent 7.0.x for Windows user mode installation package includes the files required for the following components / utilities:

Universal Automation Center Agent
Universal Broker

Universal Command Manager
Universal Command Server
Universal Configuration Manager
Universal Connector for PeopleSoft
Universal Connector for SAP
Universal Control Manager
Universal Control Server

Universal Copy

Universal Data Mover Manager
Universal Data Mover Server
Universal Encrypt

Universal Event Log Dump
Universal Event Monitor Manager
Universal Event Monitor Server
Universal Products Install Merge
Universal Query

Universal Spool Utilities

Universal Message Service (OMS)
Universal Controller Command Line Interface (CLI)

This page lists the files installed for a user mode installation and the Universal Agent for Windows component to which they belong. The file paths
specified are relative to the root installation directory (for example, %EMP% Uni ver sal ) that was specified during the installation.

Additionally, the following script files also are provided for a user mode installation:

File Description
ubrsvc.bat Manages the user mode-installed Universal Broker.

SB_ConfigSetup.bat | Configures the local environment for the user mode manager and utilities.

Universal Automation Center Agent
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File Description
UAGSrv\bin\uagsrv.exe Universal Automation Center Agent Application program.

UAGSrv\bin\ops_copyfile.exe | Universal Automation Center Agent copy utility.

UAGSrv\bin\ops_scan.exe Universal Automation Center Agent scan utility.

UAGSrv\bin\uftp.exe Universal FTP Client program.

UAGSrv\samples\OPSWISE- MIB file.

MIB.txt

UAGSrv\samples\parser.txt Universal FTP Client file describing the format of file listings received from FTP servers, based on operating system
and/or file system.

UBroker\tmpl\uagcmp Template file for the Universal Automation Center Agent component definition.

UBroker\tmpl\uagcfg Template file for the Universal Automation Center Agent configuration.

nls\uagmceng.umf English message catalog.

confluags.conf Universal Automation Center Agent configuration file.

compluag Universal Automation Center Agent component definition file.

Universal Broker

File Description

UBroker\bin\ubroker. = Console application program.
exe

UBroker\bin\ubrsvc. Windows service program.
exe

UBroker\bin\ubrdbre | Recovers Universal Agent database files.
c.bat

UBroker\bin\xpsmsg Universal Broker file, used to interface with the Windows Application Event Log, containing IDs for the messages that
nt.dll Universal Broker may display.

UBroker\tmpl\aclcfg Universal Access Control List (UACL) configuration template.

UBroker\tmpl\ubrcfg Universal Broker configuration template.

nls\ussmceng.umc English message catalog.
confluacl.conf Universal Access Control List (ACL) configuration file.
conflubroker.conf Universal Broker configuration file.

Universal Command Manager

File Description

System32\bin\ucmd.exe = Universal Command Manager application program.

UBroker\tmpl\ucmcfg Universal Command Manager configuration template.
nls\ucmmceng.umc English message catalog.
conflucmd.conf Universal Command Manager configuration file.

Universal Command Server

File Description

UBroker\tmpllucscfg Universal Command Server configuration template.
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UBroker\tmpl\ucmcmp Universal Command Server component definition template.

UCmdSrv\bin\ucmsrv.exe | Universal Command Server application program.

nls\ucmmceng.umc English message catalog.

Sys32\bin\urc.exe Universal Return Code utility.

comp\ucmd Universal Command Server component definition file.
conflucmds.conf Universal Command Server configuration file.

Universal Connector for PeopleSoft

File Description
UBroker\tmpl\uppcfg = Universal Connector for PeopleSoft configuration template.
UPPS\bin\upps.exe Universal Connector for PeopleSoft application program.
nls\uppmceng.umc English message catalog.

conflupps.conf Universal Connector for PeopleSoft configuration file.

Universal Connector for SAP

File Description
UBroker\tmplluspcfg Universal Connector for SAP configuration template.
USap\bin\usap.exe Universal Connector for SAP application program.

USap\samp\sapnwrfc.ini = SAP NW (NetWeaver) RFC interface configuration file in the sample file directory.

UBroker\tmpl\uspcfg Universal Connector for SAP remote configuration template.
nis\uspmceng.umc Universal Connector for SAP English message catalog.
nis\*.stt Spoollist translation table files.

conflusap.conf Universal Connector for SAP configuration file.

Universal Control Manager

File Description
System32\bin\uctl.exe = Universal Control Manager application program.
UBroker\tmpl\uctcfg Universal Control Manager configuration template.
nls\uctmceng.umc English message catalog.

confluctl.conf Universal Control Manager configuration file.

Universal Control Server

File Description
UBroker\tmpl\utscfg Universal Control Server configuration template.
UBroker\tmplluctcmp | Universal Control Server component definition template.
UCtISrv\bin\uctsrv.exe = Universal Control Server application program.

nls\uctmceng.umc English message catalog.
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compluctl Universal Control Server component definition file.

confluctls.conf Universal Control Server configuration file.

Universal Data Mover Manager

File Description
System32\bin\udm.exe | Universal Data Mover Manager application program.
UBroker\tmpl\udmcfg | Universal Data Mover Manager configuration template.
nls\udmmceng.umc English message catalog.

confludm.conf Universal Data Mover Manager configuration file.

Universal Data Mover Server

File Description
UBroker\tmpl\udscfg Universal Data Mover Server configuration template.
UBroker\tmpl\udmcmp Universal Data Mover Server component definition template.

UdmSrv\bin\udmsrv.exe = Universal Data Mover Server application program.

nis\udmmceng.umc English message catalog.
comp\udm Universal Data Mover Server component definition file.
confludms.conf Universal Data Mover Server configuration file.

Universal Event Monitor Manager

File Description
System32\bin\uem.exe = Universal Event Monitor Manager application program.
UBroker\tmpl\uemcfg = Universal Event Monitor Manager configuration template.
nls\uemmceng.umc English message catalog.

confluem.conf Universal Event Monitor Manager configuration file.

Universal Event Monitor Server

File Description

System32\bin\uemload.exe = Event definition and event handler database load utility.

UBroker\tmpl\uedcmp Universal Event Monitor Demand-Driven Server component definition template.
UBroker\tmpl\uemcmp Universal Event Monitor Event-Driven Server component definition template.
UBroker\tmpl\uescfg Universal Event Monitor Server configuration template.
UemSrv\bin\uemsrv.exe Universal Event Monitor Server application program.

nis\uemmceng.umc English message catalog.

comp\uemd Component definition file for the Universal Event Monitor Demand-Driven Server.
comp\uems Component definition file for the Universal Event Monitor Event-Driven Server.
confluems.conf Universal Event Monitor Server configuration file.
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Universal Copy

File Description

System32\bin\ucopy.exe = Universal Copy application program.

Universal Encrypt

File Description

System32\bin\uencrypt.exe | Universal Encrypt application program.

Universal Event Log Dump

File Description

System32\bin\ueld.exe = Universal Event Log Dump application program.

UBroker\tmpl\uelcfg Universal Event Log Dump configuration template.
nls\uelmceng.umc English message catalog.
conflueld.conf Universal Event Log Dump configuration file.

Universal Message Translator

File Description

System32\bin\umet.exe = Universal Message Translator application program.

Universal Products Install Merge

File Description
UPIMerge\bin\upimerge.exe = Universal Products Install Merge application program.

UPIMerge\bin\upimerge.dll | Universal Products Install Merge exported function library.

Universal Query

File Description

System32\bin\uquery.exe = Universal Query application program.

UBroker\tmpl\ugrcfg Universal Query configuration template.
nls\ugrmceng.umc English message catalog.
confluquery.conf Universal Query configuration file.

Universal Spool Utilities

File Description
USpool\bin\uslist.exe Universal Spool List application program.
USpool\bin\usirm.exe Universal Spool remove application program.
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USpool\bin\udb_archive.exe
USpool\bin\udb_dump.exe
USpool\bin\udb_load.exe
USpool\bin\udb_recover.exe
USpool\bin\udb_stat.exe
USpool\bin\udb_upgrade.exe
USpool\bin\udb_verify.exe

Customer Support.

Universal Agent 7.0.x Installation, Upgrade, and Applying Maintenance

Miscellaneous spool file utilities. Used only for debugging purposes, and only at the request of Stonebranch, Inc.

Universal Message Service (OMS)

File Description
omssrv\bin\omssrv.exe
omssrv\binlomsadm.exe | OMS Administration utility.
UBroker\tmpl\omscfg
UBroker\tmpl\omscmp
nls\omsmceng.umc OMS message catalog.
conflomss.conf OMS configuration file.

comp\oms

OMS Server application program.

OMS component definition file.

OMS Server configuration template.

OMS Server component definition template.

Universal Controller Command Line Interface (CLI)

File
OpsCli\bin\uagcmd.exe
OpsCli\bin\ops-agent-status.bat

OpsCli\bin\ops-change-credentials-password.bat

OpsCli\bin\ops-change-user-password.bat
OpsCli\bin\ops-connector-status.bat
OpsCli\bin\ops-export-bulk.bat
OpsCli\bin\ops-export-trigger.bat
OpsCli\bin\ops-import-bulk.bat
OpsCli\bin\ops-import-trigger.bat
OpsCli\bin\ops-manual-setcompleted.bat
OpsCli\bin\ops-manual-setstarted.bat
OpsCli\bin\ops-resume-agent.bat
OpsCli\bin\ops-resume-agent-cluster.bat
OpsCli\bin\ops-resume-agent-cluster-membership.bat

OpsCli\bin\ops-set-agent-cluster-task-execution-limit.
bat

OpsCli\bin\ops-set-agent-task-execution-limit.bat
OpsCli\bin\ops-suspend-agent.bat
OpsCli\bin\ops-suspend-agent-cluster.bat
OpsCli\bin\ops-suspend-agent-cluster-membership.bat

OpsCli\bin\ops-task-cancel.bat
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Description
CLI application program.
Displays Universal Agent status.

Changes the runtime password for the specified Universal Controller credentials
resource.

Changes the password for the specified Universal Controller User account.
Lists the status of one or more Connectors.

Performs a bulk export of all Controller database records.

Performs an export of the specified triggers and any associated records.
Imports Controller database records that were exported with ops-export-bulk.
Imports triggers and associated records that were exported using ops-export-trigger.
Sets Manual task status to Success.

Changes Manual task status from Action Required to Started.

Allows a suspended Agent to submit tasks once again.

Allows a suspended Agent Cluster to execute tasks once again.

Allows a specified Agent to rejoin specified Agent Cluster.

Sets the task execution limit for an Agent Cluster.

Sets the task execution limit for an Agent.

Temporarily prevents a specified Agent from submitting tasks.

Temporarily prevents the Agents in the specified Cluster from submitting tasks.
Temporarily removes an Agent from cluster membership.

Cancels a task.



OpsCli\bin\ops-task-forcefinish.bat
OpsCli\bin\ops-task-hold.bat
OpsCli\bin\ops-task-launch.bat
OpsCli\bin\ops-task-list.bat
OpsCli\bin\ops-task-release.bat
OpsCli\bin\ops-task-rerun.bat
OpsCli\bin\ops-task-setpriority.bat
OpsCli\bin\ops-task-skip.bat
OpsCli\bin\ops-task-status.bat
OpsCli\bin\ops-trigger-disable.bat
OpsCli\bin\ops-trigger-enable.bat
OpsCli\bin\ops-trigger-now.bat

OpsCli\bin\ops-trigger-status.bat

OpsCli\bin\ops-update-resource-limit.bat

OpsCli\bin\ops-variable-list.bat

OpsCli\bin\ops-variable-set.bat

Universal Agent 7.0.x Installation, Upgrade, and Applying Maintenance

Force Finishes a task.

Places a task on hold.

Executes a task.

Lists the specified tasks.

Releases a held task.

Re-executes the specified task.

Changes the execution priority of a Started task.

Skips the specified task instance.

Displays the status of the task instance(s) associated with a task.
Disables the specified trigger(s).

Enables the specified trigger(s).

Satisfies all conditions in the specified trigger and launches its associated tasks.
Displays the status of the specified trigger(s).

Sets the resource limit for a resource.

Displays the specified variable's value.

Sets the specified variable's value.

Universal Translate Tables (UTT)

File
nis\default.stt
nis\raw.stt
nls\iso8859-10.utt
nls\iso8859-13.utt
nis\iso8859-14.utt
nls\iso8859-15.utt
nis\iso8859-1.utt
nls\iso8859-2.utt
nls\iso8859-3.utt
nis\iso8859-4.utt
nls\iso8859-5.utt
nis\iso8859-6.utt
nls\iso8859-7.utt
nis\iso8859-8.utt
nis\iso8859-9.utt
nls\pc437.utt
nls\pc737.utt
nls\pc775.utt
nls\pc850.utt

nls\pc852.utt
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nls\pc855.utt
nis\pc857.utt
nls\pc860.utt
nis\pc861.utt
nls\pc862.utt
nls\pc863.utt
nls\pc864.utt
nls\pc865.utt
nls\pc866.utt
nls\pc869.utt
nis\pc874.utt
nls\win1250.utt
nis\win1251.utt
nls\win1252.utt
nis\win1253.utt
nis\win1254.utt
nis\win1255.utt
nis\win1256.utt
nis\win1257.utt

nls\win1258.utt
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Universal Enterprise Controller for Windows Installation

Currently, Windows runs Universal Enterprise Controller 6.3.0.0. These pages provide information for that version.

Overview

The following information is provided for the installation of Universal Enterprise Controller for Windows:

Installation Package
Installation Requirements
Installation Procedures
64-Bit Windows Editions
Database Configuration
File Inventory Lists

(For licensing information, see Windows Installation - Licensing.)
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Universal Enterprise Controller for Windows - Installation
Package

® Components
® Component Compatibility

Components
The Universal Enterprise Controller (UEC) 6.3.x for Windows package includes a single component:

® Universal Enterprise Controller 6.3.x

Note

1
Installations of Universal Enterprise Controller v110-3 and earlier also included desktop application versions of the Universal Enterprise Controller Client
Applications: I-Administrator, I-Activity Monitor, and I-Management Console.

As of v110-4, these client applications are contained in their own, separate installation package.

Component Compatibility

The following table identifies the compatibility of Universal Enterprise Controller 6.3.x for Windows with previous component / product versions.

Component Compatibility

Universal Enterprise Controller 6.3.
X ® Universal Broker 6.3.0, 6.2.0, 5.2.0, 5.1.0, 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0, and 2.2.0.
® Not compatible with previous versions of Universal Enterprise Controller Client Applications.

The component references pertain to all supported platforms for that version.
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Universal Enterprise Controller for Windows - Installation
Requirements

Windows Versions

To install the Universal Enterprise Controller, you must have one of the following versions of Windows:

Windows Server 2003 SP1 and higher
Windows XP SP3

Windows Vista

Windows 7

Windows Server 2008

Windows Server 2008 R2

Windows Server 2012

Windows Server 2012 R2

Additional Requirements

® An account with administrative privileges.

® Possible reboot: a reboot is required if the Windows Installer service is not installed, a version of the Windows Installer prior to 3.1.4000.1823 is
installed, or if required files are in use at the time of the installation.

* TCP/IP.

® About 35 megabytes of disk space.

Platform Requirements

Since platform requirements may change with new releases of a product, please consult the Platform Support for Universal Controller 7.0.x and Universal
Agent 7.0.x page to make sure that your platform is supported before performing an installation.
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Universal Enterprise Controller for Windows - Installation
Procedures

Overview

The following procedures are provided for the installation and modification of Universal Enterprise Controller (UEC) for Windows:

Installing UEC via the Graphical Interface
Modifying a UEC Installation via the Graphical Interface
Installing UEC via the Command Line

L]
L[]
L]
® Modifying a UEC Installation via the Command Line

Note
1
Modifying a UEC installation refers to the adding / removing of UEC components, repairing a corrupted installation, or removing an installation. To change

the installed version of UEC, see Upgrading Universal Agent and Applying Maintenance to Universal Agent.
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Installing UEC via the Graphical Interface

Installing Universal Enterprise Controller via the Windows Installer Graphical
Interface

To install Universal Enterprise Controller using the Windows Installer graphical interface, perform the following steps:

Step 1

Step 2

Download the Universal Enterprise Controller for Windows product distribution file, sb-UECtIr-6.3.0.<level>-windows-i386.exe, to your work
station.

Execute the distribution file to extract the files.

Note

1
If you already have extracted the files from the distribution file, but cancelled installation in order to separately install Windows Installer, you
can simply double-click the extracted Universal Enterprise Controller installation file, UECtIr.msi, to begin the installation.

Installing over a Remote Desktop Session

Stafting with Windows Server 2003, Remote Desktop provides distinct session environments for each logged-in user. This means that
extraction may use an environment setting that is not available once the Remote Desktop session ends.

For example, the distribution file's default extraction location is based on the TEMP environment variable. The location referenced by this
variable can change between Remote Desktop sessions, and any files extracted there may not be accessible after the session is closed.

To ensure that extracted files and other required resources are accessible after the initial install, extract the files to a well-known location that
is not likely to change between Remote Desktop sessions.

Refer to the Microsoft documentation on the Remote Desktop feature for additional information.

The installation starts after the files are extracted.

It first will verify that your machine meets the minimum system requirements (see Universal Enterprise Controller for Windows - Installation
Requirements). If the requirements are met, a Welcome dialog displays.

i'él' Universal Enterprise Controller - InstallShield Wizard x|

¥, stonebranch

Welcome to the InstallShield Wizard for

. Universal Enterprise Controller
Universal

Agent

The InstallShield(R) Wizard will install Universal Enterprise
Controller on your computer.

It is strongly recommended that you exit all Windows programs
befare continuing with this installation.

Click Cancel to stop the installation and then dose any programs
you have running. Click Mext to continue with the installation.

= Back I Mext = I Cancel
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Step 3

Step 4

Click the Next button. A list of Universal Enterprise Controller components included in the installation package then displays. It is from this
list that you can select which components to install.

i'% Universal Enterprise Controller - InstallShield Wizard Xl

Custom setup " stonebranch

Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

- Feature Description

Installs all Universal Enterprise
Controller components.

=l ~ | Universal Enterprise Contraller Servic

This feature requires OKE on
your hard drive. Ithas 1of 1
subfeatures selected, The
subfeatures require 11MEB on

1| | LI your hard drive,
Install to:

C:\Program Files (x86)\Universal Change... |
Installshield
Help Space < Back I Mext = I Cancel |

For a new installation, a drive icon displays next to each item in the list, indicating that the component will be installed.
For an upgrade installation, either of the following icons displays next to an item:

® Addrive icon indicates that the component is either:
* New to the installation and will be installed.
® Currently is installed and will be upgraded.
® An Xicon indicates that the component is either:
® Currently not installed (but previously was available).
® Previously installed but removed.

A Stonebranch Tip

If thE installation detects an existing Universal Enterprise Controller installation, currently installed components may be upgraded.
(Currently, there is no way to specify that the state of a currently installed component remain unchanged.)

If a component is selected for installation, and the version of the installed component is below the version of the component being installed,
the installed component will be replaced by the component being installed.

If a component is not selected for installation (that is, the X icon is selected), and it currently is installed, the new installation will remove that
component.

The previous figure shows that all Universal Enterprise Controller components will be installed in their respective directories under the C:
\ Progranfi | es\ Uni ver sal directory.

1. If you want to select a different location, click the Change... button.
2. If you want to check the amount of disk space required for the installation, and the amount of available disk space on the selected
directory, click the Space button.
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Step 5 | Ifyou do not want to install a component:

1. Click the drive icon next to that component name.
2. From the drop\-down list that displays, select the X icon to mark the component as one not to be installed.

For example, the following figure indicates that the Universal Enterprise Controller Service has been selected to not be installed.

x
Custom Setup % ; Stunebranch

Select the program features you want installed. e

Click on an icon in the list below to change how a feature is installed.

& Qvl Universal Enterprise Controller
- Universal Enterprise Contraller Serwvic
=0 This feature will be installed on local hard drive.
(=08 This feature, and all subfeatures, will be installed on local hard drive.

Installs the Universal Enterprise

Crntrallar NT aervire annlicatinn

"Feature Descripkion

=0 This feature wil be installed when required.

This feature will not be

<]

Install to:

C:\Program Files (x88)\Jniversal \UECHr, Change... |
InstallShield
Help Space < Back I Mext = I Cancel |

223 | ua-70x-install



Universal Agent 7.0.x Installation, Upgrade, and Applying Maintenance

Step 6 | When you have selected the components (and their installation destinations) that you want to install, click the Next> button to continue the
installation process.

When the installation is ready to begin, the Ready to Install dialog displays.

i';‘ Universal Enterprise Controller - InstallShield Wizard x|
Ready to Install the Program % _ Stunebranch

The wizard is ready to begin installation. AR

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Installshield

< Back I Install I Cancel

Click the Install button to begin the installation or click the <Back button to return to change information on any of the previous dialogs.

When the installation completes successfully, the Installation Complete dialog displays.

i'-;‘ Universal Enterprise Controller - InstallShield Wizard ﬂ

%~ stonebranch

InstallShield Wizard Completed

Universal The InstallShield Wizard has successfully installed Universal
Agent Enterprise Controller, Click Finish to exit the wizard.

v Run the Universal Configuration Manager to
configure Universal Enterprise Controller

¥ start the Universal Enterprise Controller service

% Back Finish Zancel
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Step 7 If the Universal Enterprise Controller service was installed, the following options display on this dialog:

® Run the Universal Configuration Manager
® Start the Universal Enterprise Controller service

Select both of these options to configure and/or start the Universal Enterprise Controller service.

Step 8 | Click the Finish button to exit Windows Installation.
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Modifying a UEC Installation via the Graphical Interface

Modifying a Universal Enterprise Controller Installation via the Windows Installer Graphical Interface
Adding or Removing Universal Enterprise Controller Components
Repairing a Corrupted Universal Enterprise Controller Installation
Removing a Universal Enterprise Controller Installation
® Un-Installed Files

Modifying a Universal Enterprise Controller Installation via the Windows
Installer Graphical Interface

After Universal Enterprise Controller is installed, Windows Installer can be run as many times as needed to modify the installation.

These installation modifications are:

® Adding or Removing Universal Enterprise Controller Components
® Repairing a Corrupted Universal Enterprise Controller Installation
® Removing a Universal Enterprise Controller Installation

Adding or Removing Universal Enterprise Controller Components

To add or remove components from a Universal Enterprise Controller installation, perform the following steps:

Step 1 On the Windows Control Panel, select Programs and Features. The Programs and Features dialog displays.

ij Programs and Features ;lglil
|G( ;.v ﬁ - Control Panel - All Control Panel Ttems = Programs and Features A lml I Search Programs and Features [ﬂl

Control Panel Home Uninstall or change a program

view installed updates To uninstall a program, select it from the list and then dick Uninstall, Change, or Repair.
‘E:," Turn Windows features on or off =
Organize *  Uninstall Change | Repair = v @
Mame = [change the installation of this program. | | v| Install... | -] Size |.| Version | v;l
) MySQL Server 5.5 Crade Corporation 443/2012 123MB  5.5.22
# Stonebranch Universal Agent Stonebranch, Inc. 10/122015 71.1MB 6.2.0

Stonebranch, Inc. 116ME 6.2.0
Stonebranch, Inc,

Stonebranch, Inc.

3.92ME 8.2.0

| 1item selected v

Windows Server 2003

If y6U are using Windows Server 2003, select Add or Remove Programs on the Windows Control Panel.
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Step 2 From the list of installed programs, select Universal Enterprise Controller and click Change to start Windows Installer. The Welcome
dialog displays.

i'-.E‘ Universal Enterprise Controller - InstallShield Wizard x|

% stnngbranch

WORKLOAD AUTOMATION SIMPLIFIED

Welcome to the InstallShield Wizard for

. Universal Enterprise Controller
Universal

Agent

The Installshield(R) Wizard will allow you to modify, repair, or
remove Universal Enterprise Contraller. To continue, didk Mext.

= Back I Mext = I Cancel
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Step 4

Click the Next> button. The Program Maintenance dialog displays.

i'él Universal Enterprise Controller - InstallShield Wizard x|

Program Maintenance % ; Stn nEbfanCh

Modify, repair, or remove the program.

i Modify

Change which program features are installed. This option displays the
@ Custom Selection dialog in which you can change the way features are
installed,

i Repair

Repair installation errors in the program. This option fixes missing or
corrupt files, shortcuts, and registry entries.

" Remove

@ Remave Universal Enterprise Controller from your computer.
. |

Installshield

< Back I Mext = I Cancel

Installing over a Remote Desktop Session

If URiversal Enterprise Controller was installed via a Remote Desktop connection, the environment settings used during that session may no
longer be available. Starting with Windows Server 2003, Remote Desktop provides distinct session environments for each logged-in user.

The distribution file's default extraction location is based on the TEMP environment variable. The location referenced by this variable can
change between Remote Desktop sessions, and any files extracted there may not be accessible after the session is closed. Consequently,
any attempts to modify the installation may fail because the Windows Installer can't locate the installation's source files (a dialog similar to
the one shown below may be displayed).

=" LUECHr

The laatuss wou e g 5o uiss i on &
etk

rezoirce thal i unavadable

Chick DK lo & sgen, o srber sm sbernsle path ko 5
fokder eontanig the nstalation packags WECH re
i the bax below.

Llp= sounce:

|CADOCUME TWADMIN A LOCALES T Temph2 =] Brewsse...

To resolve this issue, re-extract the distribution files to a location that is independent of a Remote Desktop environment and specify that
location in the dialog above. Keep in mind, however, that the extracted files must come from the same distribution package used to do the
initial install. If matching distribution files can't be found, Universal Enterprise Controller must be uninstalled and then reinstalled with the
desired modifications.
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Step 5 Click the Modify radio button, and then the Next> button, to display the Custom Setup dialog.

i'._% Universal Enterprise Controller - InstallShield Wizard

X

Select the program features you want installed.

Custom Setup % ) stunEbraI'ICh

1N LIMELIFIED

Click on an icon in the list below to change how a feature is installed.

= Qvl Universal Enterprise Controller
Universal Enterprise Controller Servi

=0 This feature wil be installed on local hard drive.

"Feature [Descripkian

Installs the Universal Enterprise

Crntroller NT asrvicre annlicatinn

=18 This feature, and all subfeatures, will be installed on local hard drive,

=0 This feature wil be installed when required.

¥ This feature will not be available.

| | 2

C:\Program Files (x86)\Universal \UECHrY

InstallShield

Help | < Back I Mext = I Cancel

Currently installed components are identified by a drive icon.
Uninstalled components are identified by an X icon.
Step 6 To remove a currently installed component:
1. Click the drive icon next to that component.
2. Select the X icon from the drop-down list to mark the component for removal.
Step 7 To add an uninstalled component:

1. Click the X icon next to that component.
2. Select the drive icon from the drop-down list to mark the component for installation.
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Step 8 Click the Next> button to display the Ready to Modify the Program dialog.

i'él Universal Enterprise Controller - InstallShield Wizard x|

Ready to Modify the Program % ; StnnEbranCh

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstallShield

< Back I Install I Cancel

Step 9 Click the Install button to modify the installation.
When the modifications are complete, the following actions will be taken:
® Components marked with a drive icon will:
® Remain installed if they already are installed.
® Be installed if they are not already installed.
® Components marked with an X will:

® Remain uninstalled if they are not currently installed
® Be removed if they currently are installed.

Repairing a Corrupted Universal Enterprise Controller Installation

Windows Installer has the ability to recover accidentally deleted application files, configuration files, or registry entries required by Universal Enterprise
Controller. This repair feature will re-install the missing items, making a complete re-install unnecessary.

During a repair, any options stored in the Universal Enterprise Controller configuration file is preserved. If the UEC configuration file was deleted, the
installation will create a new configuration file with default values.

To repair an installation, perform the following steps:
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Step 1 On the Windows Control Panel, select Programs and Features. The Programs and Features dialog displays.
[l Programs and Features ol x|
Gov 5/~ Control Panel + All Contral Panel Items - Programs and Features + &3 [ seerch Programs and Features @‘
Control Panel Home Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then dick Uninstall, Change, or Repair.
) Turn Windows features on or off
- Organize v  Uninstall Change | Repair = - @
Name = [change the installation of this program. | |v| Install... | -| Size |v| Version |v;|
( iMySQL Server 5.5 Orade Corporation 4f3f2012 123MB  5.5.22
" Stonebranch Universal Agent Stonebranch, Inc. 10/12f2015 71.1MB
4, Stonebranch Universal Agent for S0A Stonebranch, Inc. 10/12/2015
*2Un 10, 015
4 Universal Enterprise Controller Client Applications  Stonebranch, Inc. 10/12f2015
4| | ¥
|1 item selected 4
pre-Vista versions of Windows
If y6U are using an earlier version of Windows than Windows Vista, select Add or Remove Programs on the Windows Control Panel.
Step 2 From the list of installed programs, select Universal Enterprise Controller and click Change to start Windows Installer. The Welcome

dialog displays.

3 Universal Enterprise Controller - InstallShield Wizard

X

branch

SION LIABLIFIED

0.-- ston

WORKLOAD

Welcome to the InstallShield Wizard for

. Universal Enterprise Controller
Universal

Agent

The Installshield(R) Wizard will allow you to maodify, repair, or
remove Universal Enterprise Controller. To continue, didk Mext.

= Back

I Mext = I

Cancel
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Step 3 Click the Next> button. The Program Maintenance dialog displays.

x
Program Maintenance % ' Stﬂ nEbra nch

Madify, repair, or remove the program. s

" Modify

Change which program features are installed. This option displays the
@ Custom Selection dialog in which you can change the way features are
installed.

[0 Repair

Repair installation errors in the program. This option fixes missing or
corrupt files, shortcuts, and registry entries.

" Remove

@ Remove Universal Enterprise Controller from your computer.
& |

InstallShield

< Back I Mext = I Cancel

Step 4 Click the Repair radio button, and then the Next> button, to display the Ready to Repair the Program dialog.

i'-“!:“ Universal Enterprise Controller - InstallShield Wizard x|
Ready to Repair the Program % _ StnnEbranCh

The wizard is ready to begin installation. R

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstallShield

< Back I Install I Cancel

Step 5 Click the Install button to repair the installation.

Removing a Universal Enterprise Controller Installation

To uninstall a Universal Enterprise Controller installation, perform the following steps:
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On the Windows Control Panel, select Programs and Features. The Programs and Features dialog displays.
tep
[l Programs and Features ol x|
Gov 5/~ Control Panel + All Contral Panel Items - Programs and Features + &3 [ seerch Programs and Features @‘
Control Panel Home Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then dick Uninstall, Change, or Repair.
) Turn Windows features on or off
- Organize v  Uninstall Change | Repair = - @
Name = [change the installation of this program. | |v| Install... | -| Size |v| Version |v;|
( iMySQL Server 5.5 Orade Corporation 4f3f2012 123MB  5.5.22
" Stonebranch Universal Agent Stonebranch, Inc. 10/12f2015 71.1MB
4, Stonebranch Universal Agent for S0A Stonebranch, Inc. 10/12/2015
*2Un 10, 015
4 Universal Enterprise Controller Client Applications  Stonebranch, Inc. 10/12f2015
4| | ¥
|1 item selected 4
pre-Vista versions of Windows
If y6U are using an earlier version of Windows than Windows Vista, select Add or Remove Programs on the Windows Control Panel.
Step 2 From the list of installed programs, select Universal Enterprise Controller and click the Change button to start Windows Installer. The

Welcome dialog displays.

3 Universal Enterprise Controller - InstallShield Wizard

X

branch

SION LIABLIFIED

0.-- ston

WORKLOAD

Welcome to the InstallShield Wizard for

. Universal Enterprise Controller
Universal

Agent

The Installshield(R) Wizard will allow you to maodify, repair, or
remove Universal Enterprise Controller. To continue, didk Mext.

= Back

I Mext = I

Cancel
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Step 3 Click the Next> button. The Program Maintenance dialog displays.

ii.‘wl,l Universal Enterprise Controller - InstallShield Wizard ﬂ

Program Maintenance % _ StnnEbranCh

Madify, repair, or remaove the program., arsE

™ Modify

Change which program features are installed. This option displays the
@ Custom Selection dialog in which you can change the way features are
installed.

8 Repair

Repair installation errors in the program. This option fixes missing or
corrupt files, shortcuts, and reqistry entries.

{* Remove

@ Remove Universal Enterprise Controller from your computer.
-3l

Installshield

< Back I Mext = I Cancel

Step 4 Click the Remove radio button, and then the Next> button, to display the Remove the Program dialog.

i'.‘w!"J Universal Enterprise Controller - InstallShield Wizard ﬂ
Remove the Program % . stonebranch

You have chosen to remove the program from your system. ansEan

Click Remove to remove Universal Enterprise Controller from your computer. After
removal, this program will no longer be available for use.

If you want to review or change any settings, dick Badk.

Installshield

< Back I Remove I Cancel

Step 5 Click the Remove button to remove the installation.

Un-Installed Files

The un-install process will remove only those files created during the installation. Some files stored under the .\Universal install directory by Universal
Enterprise Controller, such as trace files, may be left behind after the uninstall. In this situation, those files and/or directories may simply be deleted.
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Before deleting the entire .\Universal directory, make sure that no other Stonebranch, Inc. products are installed there. (See Universal Enterprise
Controller for Windows - File Inventory Lists for a list of files and directories installed with Universal Enterprise Controller.)

In addition to those files and directories created by the Universal Enterprise Controller installation, there may be some shared files left behind following an
uninstall. These components will be removed when the last Stonebranch Inc. product that uses them is uninstalled.
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Installing UEC via the Command Line

® Introduction
® |nstalling UEC

® Command Line Syntax

® Command Line Switches

® Command Line Parameters

® Command Line Installation Examples
® Detecting the Completion of Silent Installs

Introduction

This page describes how to install Universal Enterprise Controller (UEC) using the Windows Installer command line interface.
A command line installation is useful in situations where:
® Several Universal Enterprise Controller installations must be deployed.

® |tis not practical or convenient to perform the graphical interface installation.
® |tis necessary to generate an installation log file.

Installing UEC

Step 1 = Download the Universal Enterprise Controller for Windows product distribution file, sb-UECtIr-6.3.0.<level>-windows-i386.exe, to your work
station.

Step 2 | Execute the distribution file from the command line, and include all appropriate command line switches and parameters.

The installation process determines whether a Windows Installer update is needed. The process then extracts and saves a Windows installer
package file (.msi) to this location.

After all files (including the .msi) are extracted from the distribution file, the installation process verifies that your machine meets the minimum
installation requirements. If the requirements are met, the installation begins.

Command Line Syntax

The following illustrates the command line syntax used to install UEC:

sb-UECtI r-6. 3. 0. <l evel >-w ndows-i 386. exe [/v"command |ine paranmeters"] [/s] [/w] [/X]

In this syntax:
® <| evel > is the numeric package level.
The command line switches (/v, /s, lw, and /x) are processed directly by the distribution file to control behavior of the Windows Setup application.

The command line parameters are passed to the Windows Installer (msiexec) to control the extracted Windows installer package file (.msi) behavior
during the install process.

Command Line Switches

The following table describes the command line switches available for a command line installation:

N Passes parameters to the Windows Installer (msiexec).
The list of parameters must be enclosed in double (") quotation marks. See #Command Line Parameters for available parameters.
/s Suppresses the initialization and extraction dialogs displayed before the product install Welcome dialog."

If you are using the #/q command line parameter, use this switch additionally for a completely silent install.
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jw  Instructs the Windows Setup application to wait until the installation completes.

Use this switch when launching the installation from a script file. Without it, the Setup application may return immediately after launching

Windows Installer.

Ix Uninstalls UEC.

Command Line Parameters

The following table describes the parameters that are available for a command line installation.

The parameters can be specified in any order, with the following exceptions:

® |f the Repair (#/fom) or Remove (#/x) parameter is used, it must be specified before all other parameters.
® |f the Silent install (#/q) and/or Log file (#/L) parameters are used, they can be specified in any order, but they must be specified after all other
parameters.

These parameters are preceded by the #/v command line switch and must be enclosed in double (") quotation marks.

Parameter

/fom

Ix

INSTALLDIR

=installdir

UECTLR={y
es|no}

Iq

IL*v

Description
Repairs a Universal Enterprise Controller installation.

om (after the /f) are options used by the repair. There are other options available, but for behavior that matches the repair
done from the graphical install, the om options must be used.

/fom cannot be used with the /x (remove) parameter.
Removes Universal Enterprise Controller.
/x cannot be used with the /fom (repair) parameter.
Sets the root installation directory to <i nst al | di r >. Each component will be installed under this directory.
INSTALLDIR is required if you want to install UEC under a directory different from the one specified by the PROGRAMFILES
environment variable (typically C: \ Pr ogr am Fi | es\ Uni ver sal ). If the directory contains spaces, you must use double ("
) quotation marks around the path name.
Specification for whether or not to install the UEC Service component during new installs, upgrades, or maintenance.
® [fyes is specified, UEC Service will be installed.
® |f no is specified, UEC Service will not be installed. If UEC Service already is present on the system (via a previous

installation), it will be removed.

Since, by default, each component's install state is preserved during an upgrade or maintenance, UEC Service is not
required unless you want to change the current install state. UEC Service is ignored during an uninstall.

Setting this parameter has the same effect as selecting whether or not to install UEC Service on the Custom Setup dialog
when installing UEC via the graphical interface.

Suppresses the product installation dialogs.

Use this parameter in addition to the #/s command line switch for a completely silent install.

See #Command Line Switches, #Command Line Installation Examples, and #Detecting the Completion of Silent Installs for
additional information regarding silent installs.

Instructs the installation process to create an installation log file named <I ogf i | epat h> (full path name). If <l ogfi | epath
> contains spaces, you must enclose it with double (" ) quotation marks.

*v are flags used to specify the level of detail (verbose) contained in the log file. To reduce the amount of output generated,
*v can be omitted. However, using these options is good practice; they can assist Stonebranch Customer Support with
problem determination should any errors occur during installation.

Command Line Installation Examples

The following examples illustrate different ways that UEC can be installed from the command line.

Graphical User Interface Install, All Components

To install all UEC components via the graphical user interface, issue the following command:
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sb-UECt| r-6.3. 0. 0-w ndows-i 386. exe

Graphical User Interface Install, All Components, with Log File

To install all UEC components using the Windows Installer graphical user interface and write a log file to C: \ t enp\ i nst al | . | og during the installation,
issue the following command:

sb-UECtIr-6.3. 0. 0-wi ndows-i 386.exe /v"/l*v c:\tenp\install.log"

Silent Install, Different Installation Directory

To install UEC under D:\Universal, which is a directory other than the one specified by the environment variable PROGRAMFILES, issue the following
command:

sb-UECtIr-6.3. 0. 0-wi ndows-i 386.exe /s /v"/qgn | NSTALLDI R=D: \ Uni versal "

Silent Install, All Components

To install all UEC components without using a graphical interface — that is, a silent install — issue the following command:

sb-UECtIr-6.3. 0. 0-wi ndows-i 386.exe /s /v"/qgn"

Detecting the Completion of Silent Installs

If the #/q switch is used to perform a silent install, no graphical interface or user interaction is required. One drawback to this is that no feedback is
provided indicating when the Windows Installer process (install, uninstall, or repair) finishes.

One method that may be used to detect when the Windows Installer process ends is to execute it using the system's start command. Using available
command line switches, the start command can be used to initiate the Windows Installer process and then wait for it to finish. When the start command
returns control to its calling process (for example, the command prompt), the process will have ended.

For example, from the command prompt, issue the following command to start the Universal Enterprise Controller installation and wait for it to finish.

start /b /wait sb-UECtIr-6.3.0.0-w ndows-i386.exe /w /s /v"/qgn"

® The /b switch prevents the start command from opening a new window.
® The /wait parameter causes the start command to start the application, sb-UECtIr-6.3.0.0-windows-i386.exe, and then wait for it to finish.

The syntax above can also be used to execute the start command from within a script, such as a .bat file.

For more information on the start command, go to the Windows command prompt and enter: start /?.
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Modifying a UEC Installation via the Command Line

® Modifying a Universal Enterprise Controller Installation via the Windows Installer Command Line Interface
® Adding or Removing Universal Enterprise Controller Components
® Repairing a Corrupted Universal Enterprise Controller Installation
® Silent Repair
® Interactive Repair, with Log File
® Removing a Universal Enterprise Controller Installation
¢ Silent Removal

Modifying a Universal Enterprise Controller Installation via the Windows
Installer Command Line Interface
This page describes how to modify a Universal Enterprise Controller installation via the Windows Installer command line.
After Universal Enterprise Controller is installed, Windows Installer can be run as many times as needed to modify the installation by:
¢ Adding or Removing Universal Enterprise Controller Components

® Repairing a Corrupted Universal Enterprise Controller Installation
® Removing a Universal Enterprise Controller Installation

(For a description of the parameters used in these procedures, see Windows Installer Command Line Parameters.)

Adding or Removing Universal Enterprise Controller Components

Currently, it only is possible to add or remove Universal Enterprise Controller components using the Windows Installer graphical interface (see Modifying a
UEC Installation via the Graphical Interface).

Repairing a Corrupted Universal Enterprise Controller Installation

To recover accidentally deleted files or registry entries required by Universal Enterprise Controller using the Windows Installer command line interface, use
the /f switch together with the om parameters.

These are the same repair options set internally by the graphical interface installation. They cause Windows Installer to reinstall files that are missing or
older than the version contained in the Universal Enterprise Controller distribution file.

Silent Repair

To repair a Universal Enterprise Controller installation from the command line, issue the following command:

nei exec. exe /fom SetupPath\UECtIr.msi /q

Interactive Repair, with Log File

To repair a Universal Enterprise Controller installation using the Windows Installer graphical interface, and instruct Windows Installer to write a log file to C:
\ Tenp\ r epai r . | og while running the repair, issue the following command:

nei exec. exe /fom SetupPath\UECtIr.nmsi /L C\Tenp\repair.|og

Removing a Universal Enterprise Controller Installation

To uninstall Universal Enterprise Controller using the Windows Installer command line interface, use the /x switch.
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Silent Removal

To uninstall Universal Enterprise Controller without using the Windows Installer graphical interface, issue the following command:

nmsi exec. exe /x SetupPath\UECtIr.nsi /q
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Universal Enterprise Controller for Windows - 64-Bit
Windows Editions

® Universal Enterprise Controller - Installing on 64-bit Windows Editions
® Applications Installed in the Windows System Folder

®* Example 1

® Example 2

Universal Enterprise Controller - Installing on 64-bit Windows Editions

All Universal Agent components have been tested and verified on the 64-bit editions of the following Windows systems:

Windows XP

Windows Server 2003
Windows Vista

Windows Server 2008
Windows 7

Windows Server 2008 R2

This page describes some modifications that may need to be made to the default installation options to ensure that the installed Universal Enterprise
Controller components function correctly.

Applications Installed in the Windows System Folder

The Universal Enterprise Controller package installs several command-line applications in the Windows system folder. The default system folder for 32-bit
applications installed on 64-bit Windows editions is the %8y st enRoot % SysWOW64 directory (for example, C: \ W ndows\ Sys\WOW64).

The following table identifies the affected Universal Agent applications.

File Description

Name

ucert.exe Universal
Certificate

uecload.exe = UECLoad

uencrypt. Universal Encrypt
exe

These applications can be executed using either the:

® 32-bit command shell (%SystemR00t%\SysWOW64\cmd.exe)
® Default 64-bit command shell (%SystemRoot%\System32\cmd.exe).

By default, the %Sy st enRoot % SysWOW54 directory is not part of the system path. Therefore, to execute uecload.exe using the 32-bit command shell,
either:

® Directory must be added to the PATH environment variable.
® Complete path to the application and/or the 32-bit command shell must be specified.
Example 1

To execute UECLoad in the default 64-bit command shell, issue the following command:

%8y st enRoot % SysWOWs4\ uecl oad

Example 2

To execute UECLoad within the 32-bit command shell, issue the following command:

241 | ua-70x-install



Universal Agent 7.0.x Installation, Upgrade, and Applying Maintenance

%Sy st enRoot % SysWOWs4\ cnd. exe / C ¥Byst enRoot % SysWOWN64\ uecl oad
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Universal Enterprise Controller for Windows - Database
Configuration
Universal Enterprise Controller - Database Configuration

Berkeley DB uses a temporary cache in memory to manage its databases. If this cache becomes sufficiently large, it must be written to disk.

Berkeley DB has a default location for storing temporary cache files, but if UEC cannot access that location, or there is no space to write these files in the
default location, the following error can occur in UEC, and UEC shuts down:

UNV4301D Database error: 'temporary: write failed for page XXXXX'

To work around this issue, perform the following steps to write the temporary cache files to the UEC database directory:
Step 1 Inside the UEC database directory, create a text file named DB_CONFIG.

Step 2 Inside the DB_CONFIG file, add the following string:
set _tnp_dir *dbpat h*
(dbpat h is the path to the location in which the database files reside.)

Step 3 | Start/restart UEC.
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Universal Enterprise Controller for Windows - File
Inventory Lists

Universal Enterprise Controller - File Inventory Lists

Universal Products Install Merge Utility

(]
® Universal Enterprise Controller
L]
L[]

System Files

Universal Enterprise Controller - File Inventory Lists

The Universal Enterprise Controller installation includes the files required for the following components / utilities:

® Universal Enterprise Controller
® Universal Configuration Manager
® Universal Products Install Merge

The Universal Configuration Manager is installed whenever Universal Enterprise Controller is installed. It is used to maintain the configuration options for
the Universal Enterprise Controller service. If any of the components already are installed, Windows Installer will upgrade them to the latest version.

The files installed with each Universal Enterprise Controller component / utility are listed in the following tables. The file paths specified are relative to the
root installation directory (for example, C: \ Pr ogr am Fi | es\ Uni ver sal ) that was specified during the installation.

Items shown with a path of System32 are installed in the 32-bit system folder. The actual name of this directory depends on the Windows version:

® For all supported 32-bit Windows editions, the path is \ W ndows\ Syst enB2.
® For all supported 64-bit Windows editions, the path is \ W ndows\ SysWw64.

Universal Enterprise Controller

File
nls\*.utt
nIs\README.TXT

nls\uecmceng.
umc

UCfgMgr\bin\ucfg
mgr.cpl

UCfgMgr\bin\ucfg
mgr.hlp

UECtIr\bin\acl.xml

UECtIr\bin\broker
s.xml

UECtIr\bin\groups.

xml

UECtIr\bin\librfc32
dll

UECtIr\bin\ueccfg.
dll

UECtIr\bin\ueccfg.
hlp

UECtIr\bin\uecdbr
ec.bat

UECtIr\bin\uecms
gnt.dll
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Description

Code page files used for text translation between different operating systems and platforms.
Information about the contents of the .\nls directory.

English message catalog.

Universal Configuration Manager control panel application.

Universal Configuration Manager help file.

Used to store Access Control List entries for Universal Enterprise Controller.

Used to store a list of Universal Brokers that will be monitored by the Universal Enterprise Controller.

Used to store defined groups of Universal Brokers.

Support file for Universal Enterprise Controller.

Used by Universal Configuration Manager to manage Universal Enterprise Controller configuration options.

Universal Enterprise Controller configuration help file.

Recovers a Universal Enterprise Controller database, specified from the command line. The default database is uec_evm.db.

Used to write error messages to the Windows Application event log.
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UECtIr\bin\uectlrs. | Universal Enterprise Controller installation file.
exe

UECtIr\bin\users. Used to store a list of user accounts authorized to use Universal Enterprise Controller and its associated Client Applications: I-
xml Administrator, |-Activity Monitor, and I-Management Console.

UPIMerge\bin\upi Command line interface to configuration file merge routines).
merge.exe

USpool\bin\udb_d ' UEC database utility; to be used only upon request of Stonebranch, Inc. Customer Support.

ump.exe

USpool\bin\udb_| UEC database utility; to be used only upon request of Stonebranch, Inc. Customer Support.
oad.exe

Universal\conf\ Universal Enterprise Controller configuration file.

uec.conf!

ucert.exe? Universal Certificate utility, used to generate X.509 Certificates.

uecload.exe? Universal Enterprise Controller load utility.

uencrypt.exe? Universal Encrypt utility, used to encrypt sensitive Universal application command line options.

1 This file is installed under %ALLUSERSPROFI LE% Appl i cati on Dat a, which, by default, resolves to:

® C:\Docunents and Settings\Al |l Users\Application Data on?2003and XP.
® C:\ ProgranDat a on Vista and Windows 2008 Server.

2 This file is installed under environment variable %8y st enRoot % which, by default, resolves to:
® C:\ Wndows on all platforms.

® On x86 platforms, these files are installed under ¥%8yst enRoot % syst enB2.
® On x64 platforms, these files are installed under ¥%8yst emRoot % SysWwe4.

Universal Products Install Merge Utility

File Description

UPIMerge\bin\upi | Application program, always installed. Provides command line access to the same functionality used by the Universal Agent
merge.exe installation to merge options from a new configuration file into an existing file.

System Files

The following files will be installed only if they are newer than the existing files.

The directories shown in this table are relative to the #SYSTEMROOT%directory, where #8YSTEMROOT%is an environment variable that resolves to C:
\ W ndows on all Windows platforms.

File Description
System32\asycfilt.dll Version 2.40.4275.1. This DLL is one of the components of the Microsoft OLE library.
System32\comcat.dll Version 4.71.1460.1 of the Microsoft Component Category Manager library.

Microsoft C-Runtimev8.0.50727.7621 = Version 8.0.50727.762 of the Microsoft C runtime side-by-side assembly.

System32\msiexec.exe Version 3.1.4000.1823 of the Microsoft Windows Installer (see Windows Installer for more
information).

System32\oleaut32.dll Version 2.40.4275.1. This DLL is one of the components of the Microsoft OLE library.
System32\olepro32.dll Version 5.0.4275.1. This DLL is one of the components of the Microsoft OLE library.
System32\psapi.dll Version 4.0.1371.1 of the Microsoft process status library.

System32\stdole2.tlb Version 2.40.4275.1. This file is one of the components of the Microsoft OLE library.

1 The Microsoft C-Runtime distribution consists of several files, which are subject to change. Refer to Microsoft documentation for a complete list of files
delivered with the specified runtime version.
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UEC Client Applications Installation

Currently, Windows runs UEC Client Applications 6.3.0.0. These pages provide information for that version.

UEC Client Applications

The following information is provided for the installation of UEC Client Applications:

Installation Package
Installation Requirements
Installation Procedures
64-Bit Windows Editions
File Inventory Lists

246 | ua-70x-install



Universal Agent 7.0.x Installation, Upgrade, and Applying Maintenance

UEC Client Applications - Installation Package

Components

The Universal Enterprise Controller (UEC) 6.3.x Client Applications for Windows package includes the desktop application versions of the following
components:

® |-Administrator 6.3.x
® |-Activity Monitor 6.3.x
® |-Management Console 6.3.x

Component Compatibility

The following table identifies the compatibility of Universal Enterprise Controller Client Applications 6.3.x with previous component / product versions.

Component Compatibility

Universal Enterprise Controller Client Applications 6.3. = Not compatible with previous versions of Universal Enterprise Controller for
X Windows.

The component references pertain to all supported platforms for that version.
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UEC Client Applications - Installation Requirements

Windows Versions
Additional Requirements
Platform Requirements
Java Runtime Environment

Windows Versions

To install the UEC Client Applications, you must have one of the following versions of Windows:

Note

Windows Server 2003 SP1 and higher
Windows Server 2003 R2

Windows XP SP3

Windows Vista

Windows 7

Windows Server 2008

Windows Server 2008 R2

Windows Server 2012

Windows Server 2012 R2

1
Itanium not supported for Windows Server 2003/2003 R2 and Windows Server 2008/2008 R2.

Additional Requirements

For a per-machine install, Administrator access is required. For a per-user install, any account with the authority to install software can be used.
The following conditions must be met before the UEC Client Applications can be successfully installed:

® Account used for the installation must have write access to the desired destination folder.

® No system policies (defined in Windows by your system administrator) may be in place that prohibit non-Administrative accounts from

installing software.

Possible reboot: a reboot is required if the Windows Installer service is not installed, a version of the Windows Installer prior to 3.1.4000.1823 is
installed, or if required files are in use at the time of the installation.
TCP/IP.
About 5 megabytes of disk space. This value does not include space required for the Java Runtime Environment (JRE). See the JRE installation
requirements, available from Sun, for more information.
Sun Java Runtime Environment (JRE 1.5 or above).

Platform Requirements

Since platform requirements may change with new releases of a product, please consult the Platform Support for Universal Controller 7.0.x and Universal
Agent 7.0.x page to make sure that your platform is supported before performing an installation.

Java Runtime Environment

To run the UEC Client Applications, you also must have the Java Runtime Environment (JRE) version 1.5 or above. You can download the latest JRE
installation package directly from Sun's website, www.java.com.

A Stonebranch Tip

Changes in Sun's versioning scheme for Java has created some confusion.

With version 1.2 of the Java environment, Sun began referring to Java as Java 2. The formal name was actually Java 2 with SDK 1.2.

As of January 2008, version 1.6 is latest version of the Java environment - a newer version than the original Java 2.
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UEC Client Applications - Installation Procedures

UEC Client Applications - Installation Procedures

The following procedures are provided for the installation and modification of UEC Client Applications:

® Installing UEC Client Applications via the Graphical Interface
* Modifying a UEC Client Applications Installation via the Graphical Interface
® |nstalling UEC Client Applications via the Command Line
® Modifying a UEC Client Applications Installation via the Command Line
Note
1
Modifying a UEC Client Applications installation refers to the adding / removing of UEC Client Applications components, repairing a corrupted installation,
or removing an installation. To change the installed version of UEC Client Applications, see Upgrading Universal Agent and Applying Maintenance to
Universal Agent.
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Installing UEC Client Applications via the Graphical
Interface

Installing UEC Client Applications via the Windows Installer Graphical
Interface

To install UEC Client Applications for Windows using the Windows Installer graphical interface, perform the following steps:

Step 1

Step 2

Download the UEC Client Applications for Windows product distribution file, sb- UECI i ent - 6. 3. 0. <l evel >- wi ndows- i 386. exe, to
your work station.

Execute the distribution file to extract the files.

Note

1
If you already have extracted the files from the distribution file, but cancelled installation in order to separately install Windows Installer (see
Windows Installer), you can simply double-click the extracted Client Applications installation file, UEC i ent . nsi , to begin the installation.
Installing over a Remote Desktop Session

Sthng with Windows Server 2003, Remote Desktop provides distinct session environments for each logged-in user. This means extraction
may use an environment setting that is not available once the Remote Desktop session ends.

For example, the distribution file's default extraction location is based on the TEMP environment variable. The location referenced by this
variable can change between Remote Desktop sessions, and any files extracted there may not be accessible after the session is closed.

To ensure that extracted files and other required resources are accessible after the initial install, extract the files to a well-known location that
is not likely to change between Remote Desktop sessions.

Refer to the Microsoft documentation on the Remote Desktop feature for additional information.

The installation automatically will begin after the files are extracted.

It first will verify that your machine meets the minimum system requirements (see UEC Client Applications - Installation Requirements). If the
requirements are met, a Welcome dialog displays.

i'.g!} Universal Enterprise Controller Client Applications - Install x|

¥, stonebranch

Welcome to the InstallShield Wizard for the
. Universal Enterprise Controller Client
Universal Applications
Agent

The InstallShield{R) Wizard will install the Universal Enterprise
Controller Client Applications on your computer. To continue,
dlick Mext,

= Back I Mext = I Cancel
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Step 3

Step 4

Click the Next button.

® |f the installation is being performed by a user account that is a member of the Administrators group, the Customer Information dialog,
below, displays.

® [f the installation is being performed by a user account that is NOT a member of the Administrators group, the Custom Setup dialog
displays (see Step 5).

I‘,!‘l Universal Enterprize Controller Chient Applications - InztallShield Wizard B4 I

Customer Information % Stn nEbfanCh

Please select the desired installation byvpe.

Install this application Faor:

* Anyone who uses this computer (all users)
i only for me (Stonsbranch)

Trystal|stield

< Back I Mext = I Cancel

Click the appropriate radio button on this dialog:

* If you want to perform an installation for all users with access to a given workstation, click Anyone who uses this computer. This is
referred to as a per-machine installation. When this type of installation is performed, shortcuts added to the Start menu, and any
configuration settings stored in the Windows registry, are placed in a location accessible to anyone who logs on to that particular
machine. This type of installation also creates an entry for UEC Client Applications in the Add or Remove Programs list, accessible via
the Windows Control Panel. However, only accounts with administrative privileges will be able to:

* Modify the installation (see Modifying a UEC Client Applications Installation via the Graphical Interface)
® Uninstall the product (see Removing a UEC Client Applications Installation).

* |f you want to perform an installation for the user identified on this dialog, click Only for me. (This is the account performing the
installation.) This is referred to as a per-user installation. When this type of installation is performed, the Start menu shortcuts, the
configuration options stored in the Windows registry, and the application itself (depending on where it is installed) will be accessible only
by this user. This type of installation also creates an entry for UEC Client Applications in the Add or Remove Programs list, accessible
via the Windows Control Panel. However, it will be visible only by this user.

In this case, the user also will be able to:
® Modify the installation (see Modifying a UEC Client Applications Installation via the Graphical Interface).
® Uninstall the product (see Removing a UEC Client Applications Installation).For the UEC Client Applications to be available to
another user on this machine, that user also must perform a _per\-user__ installation.

Note

1
It is possible for a per-machine and a per-user installations to be performed on the same machine, although there is no benefit in doing this.
In that situation, when any user that has done a per-user installation is logged on, that installation takes precedence. If the user removes the
Client Applications, the per-machine installation will remain in effect. Conversely, if the per-machine installation is removed, users that have
performed a per-user installation will still have access to Client Applications.
A Stonebranch Tip

ForNon-Administrative Users:
Because per-machine installations require access to certain system resources to which most non-Administrative accounts do not have
access, all installations performed by non-Administrative users are per-user installations.
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Step 5

Step 6

Click the Next> button. A list of UEC Client Applications components included in the installation package then displays. It is from this list that
you can select which components to install.

i'.‘% Universal Enterprise Controller Client Applications - - ﬂ

Custom Setup % s StﬂﬂEbfﬂﬂCh

Select the program features you want installed. s

Click on an icon in the list below to change how a feature is installed.

- Feature Description

Installs the selected components
as Java applications.

------ Universal Enterprise Controller Clients
e =0 + | T-Activity Monitor

I-Administrator

- I-Management Console

This feature requires 1KB on
your hard drive. Ithas 3of 3
subfeatures selected. The
subfeatures require 4035KE on
your hard drive.

Install to:

C:\Users\dmaranApplication DataUniversal} Change... |
Instalishield
Help Space < Back I Mext = I Cancel |

For a new installation, a drive icon displays next to each item in the list, indicating that the component will be installed.
For an upgrade installation, either of the following icons displays next to an item:

® A drive icon indicates that the component is either:
* New to the installation and will be installed.
® Currently is installed and will be upgraded.
® An *X*icon indicates that the component is either:
® Currently not installed (but previously was available).
® Previously installed but removed.

A Stonebranch Tip

Th@irectory identified in the figure above is typical for a new, per-machine installation. Depending on the type of installation being
performed, the directory may be different.

For a new, per-user installation, the dialog will identify a directory located within the user's profile directory (for example, C: \ Docunent sand
Set ti ngs\ user nane).

For installation upgrades, whether per-machine or per-user, the UEC Client Applications' current location is displayed.

The figure above shows that all UEC Client Applications will be installed in their respective directories under the C: \ Pr ogr anfi | es\ Uni ve
rsal directory.

1. If you want to select a different location, click the Change... button.
2. If you want to check the amount of disk space required for the installation, and the amount of available disk space on the selected
directory, click the Space button.
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Step 7 | If you do not want to install a component:

1. Click the drive icon next to that component name.
2. From the drop\-down list that displays, select the X icon to mark the component as one not to be installed.

For example, the figure below indicates that I-Management Console has been selected to not be installed.

i'.‘% Universal Enterprise Controller Client Applications - : E x|

Custom Setup 4> stonebranch

Select the program features you want installed. arsEE

Click on an icon in the list below to change how a feature is installed.

Feature Description

Installs the I-Management
Console

Bl =) v| Universal Enterprise Controller Clients
L I-Activity Monitor
- =0~ | I-Administrator

I-Management Console
=) This feature will be installed on local hard drive.
(=)g This feature, and all subfeatures, will be installed on local hard drive.

=) This feature will be installed when required.

This feature

Install to:
C:Wsers\dmoran\Application Data\UniversalUMConsaolel Change... |
Installshield

Help Space < Back I Mext = I Cancel |

Step 8

253 /| ua-70x-install



Universal Agent 7.0.x Installation, Upgrade, and Applying Maintenance

When you have selected the components (and their installation destinations) that you want to install, click the Next button to continue the
installation process.

When the installation is ready to begin, the Ready to Install dialog displays.

ji& Universal Enterprise Controller Client Applications - : ; x|

Ready to Install the Program % _ Stunebranch

The wizard is ready to beain installation. FrsmEE

Click Install to beqin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstallShield

< Back I Install I Cancel

Click the Install button to begin the installation or click the <Back button to return to change information on any of the previous dialogs.

When the installation completes successfully, the Installation Complete dialog displays.

i'-.a Universal Enterprise Controller Client Applications - : - x|

%~ stonebranch

InstallShield Wizard Completed

Universal
Agent

The InstallShield Wizard has successfully installed the Universal
Enterprise Controller Client Applications. Click Finish to exit the
wizard.

= Back I Finish I Zancel

Note

1
During the install, you may have been notified that no Java Runtime Environment (JRE) was detected on your system. The UEC Client
Applications require Java Runtime Environment (JRE) Version 1.5 or greater (see UEC Client Applications - Installation Requirements).
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Step 9 | Click the Finish button to exit Windows Installation.
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Modifying a UEC Client Applications Installation via the
Graphical Interface

Modifying a UEC Client Applications Installation via the Windows Installer Graphical Interface
Adding or Removing UEC Client Applications Components
Repairing a Corrupted UEC Client Applications Installation
Removing a UEC Client Applications Installation
® Un-Installed Files

Modifying a UEC Client Applications Installation via the Windows Installer
Graphical Interface

After the UEC Client Applications are installed, Windows Installer can be run as many times as needed to modify the installation.
These installation modifications are:
® Adding or Removing UEC Client Applications Components

® Repairing a Corrupted UEC Client Applications Installation
® Removing a UEC Client Applications Installation

Adding or Removing UEC Client Applications Components

To add or remove components from a UEC Client Applications installation, perform the following steps:

Step 1 On the Windows Control Panel, select Programs and Features. The Programs and Features dialog displays.

[l Programs and Features =loix]
‘G\: )v ﬁ ~ Contral Panel ~ All Control Panel Items ~ Programs and Features - [‘QJI Search Programs and Features 2]

Cantral Panel Home Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then dlick Uninstall, Change, or Repair.
'E‘:.' Turn Windows features on or off -
Organize v  Uninstall Change | Repair EEE .g.
Neme = [Change the instaliation o this program. | [-|mstal... -] size || versien [==]
() MySQL Server 5.5 Orade Corporation 43/2012 123MB  5.5.22
%, Stonebranch Universal Agent Stonebranch, Inc. 10/12/2015 7L1MB 6.20
#, Stonebranch Universal Agent for SOA Stonebranch, Inc. 10/12/2015 116ME 6.2.0

" Universal Enterprise Controller Stonebranch, Inc. 10/12/2015 29.2MB 6.2.0
* gUniversal Enterpri ler Client Applications Stonebranch, Inc. 10/12/2015

‘. .

|1item selected 4

Windows Server 2003

If yBU are using Windows Server 2003, select Add or Remove Programs on the Windows Control Panel.
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Step 2 From the list of installed programs, select Universal Enterprise Controller Client Applications and click the Change button to start
Windows Installer. The Welcome dialog displays.

i-‘% Universal Enterprise Controller Client Applications - InstallShield |

%~ stonebranch

AATIGN LM

Welcome to the InstallShield Wizard for
Universal Enterprise Controller Client

Universal  applications
Agent

The InstallShield(R) Wizard will allow you to maodify, repair, ar
remove Universal Enterprise Controller Client Applications. To
continue, didk Mext.

= Back I Mext = I Cancel
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Step 3 Click the Next> button. The Program Maintenance dialog displays.

B
Program Maintenance % ' Stnnebranch

Madify, repair, or remove the program.

v Modify
@ Change which program features are installed. This option displays the

Custom Selection dialog in which you can change the way features are
installed.

i Repair

Repair installation errors in the program. This option fixes missing or
corrupt files, shortcuts, and registry entries.

" Remove

; Remove the Universal Enterprise Controllier Client Applications from
[ ”HI your computer.,

InstallShield

< Back I Mext = I Cancel

Windows Server 2003

If the' UEC Client Applications were installed via a Remote Desktop connection, the environment settings used during that session may no
longer be available. Windows Server 2003 allows multiple Remote Desktop sessions for multiple users, and each session has its own
environment. Depending on the way the Remote Desktop session for the UEC Client Applications installation was established, some
problems may arise whenever an attempt is made to modify that installation.

The distribution file's default extraction location is based on the TEMP environment variable. The location referenced by this variable can
change between Remote Desktop sessions, and any files extracted there may not be accessible after the session is closed. Consequently,
any attempts to modify the installation may fail because the Windows Installer cannot locate the installation's source files (a dialog similar to
the one shown below may be displayed).

" UECHent =]

The lastuss wou S bieng 5o uss i on &
Fetweork ol rce thal i unavadable

Chick 0K lo b agen, o snber sn sbermsle path ko 5
folder contaning the nstalaton package 'UEenk, ms’
i the box below.

Lz sounce:

[ DOCUME 1R ADMINITLOCALE T Terphd = | Frowese...

To resolve this issue, re-extract the distribution files to a location that is independent of a Remote Desktop environment and specify that
location in the dialog above. Keep in mind, however, that the extracted files must come from the same distribution package used to do the
initial install. If matching distribution files can't be found, the UEC Client Applications must be uninstalled and then reinstalled with the
desired modifications.
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Step 5 Click the Modify radio button, and then the Next> button, to display the Custom Setup dialog.

i'-E‘ Universal Enterprise Controller Client Applications - : : x|

Custom Setup % s StUnEbrEHCh

Select the program features you want installed. rsEE

Click on an icon in the list below to change how a feature is installed.

=

- Feature Description

Installs the selected components
as Java applications.

Universal Enterprise Controller Clients
I-Activity Monitor
I-Adrministrator

e I-Management Consaole

This feature requires OKB on
your hard drive, It has 0 of 3
subfeatures selected. The
subfeatures require OKB on your
hard drive.

Installshield

Help | < Back I Mext = I Cancel

Currently installed components are identified by a drive icon.

Uninstalled components are identified by an X icon.

Step 6 To remove a currently installed component:

1. Click the drive icon next to that component.

2. Select the X icon from the drop-down list to mark the component for removal.
Step 7 To add an uninstalled component:

1. Click the X icon next to that component.
2. Select the drive icon from the drop-down list to mark the component for installation.
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Step 8 Click the Next> button to display the Ready to Modify the Program dialog.

ii.‘wl,l Universal Enterprise Controller Client Applications - - ﬂ

Ready to Modify the Program % ) stnnEbranCh

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Installshield

< Back I Install I Cancel

Step 9 Click the Install button to modify the installation.
When the modifications are complete, the following actions will be taken:
® Components marked with a drive icon will:
® Remain installed if they already are installed.
® Be installed if they are not already installed.
® Components marked with an X will:

® Remain uninstalled if they are not currently installed
® Be removed if they currently are installed.

Repairing a Corrupted UEC Client Applications Installation

Windows Installer has the ability to recover accidentally deleted application files or registry entries required by the UEC Client Applications. This repair
feature will re-install the missing items, making a complete re-install unnecessary.

To repair an installation, perform the following steps:
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Step 1 On the Windows Control Panel, select Programs and Features. The Programs and Features dialog displays.
El Programs and Features =] |
‘@Oo I + Control Panel = All Control Panel Ttems ~ Programs and Features v [(2) [ search Programs and Features @l
Control Panel Home Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then dlick Uninstall, Change, or Repair.
'&' Turn Windows features on or off
Organize v  Uninstall Change | Repair = -
Name = [change the installation of this program. | || mnstall.. || size || version =]
E jMySQL Server 5.5 Orade Corporation 4/3/2012 123MB 5.5.22
4, Stonebranch Universal Agent Stonebranch, Inc. 10/12/2015 FLIMB 6.2.0
#, Stonebranch Universal Agent for SOA Stonebranch, Inc. 10/12/2015 116MB &.2.0
" Universal Enterprise Controller Stonebranch, Inc. 10/12/2015
“ZUniversal Enterpri viroller Client Applic. branch, Inc. 5
1| |L|j
1item selected 4
pre-Vista versions of Windows
If yGU are using an earlier version of Windows than Windows Vista, select Add or Remove Programs on the Windows Control Panel.
Step 2 From the list of installed programs, select Universal Enterprise Controller Client Applications and click the Change button to start

Windows Installer. The Welcome dialog displays.

i'._% Universal Enterprise Controller Client Applications -

Xl

0.-- ston

WORKLOAD A

ebranch

ATION SIMBLIFIED

Welcome to the InstallShield Wizard for
Universal Enterprise Controller Client

Universal  applications

Agent
The InstallShield(R) Wizard will allow you to madify, repair, ar

remove Universal Enterprise Controller Client Applications. To
continue, didk Mext.

= Back Cancel

I Mext = I
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Step 3

Step 4

Step 5

Click the Next> button. The Program Maintenance dialog displays.

i'.‘w!,l Universal Enterprise Controller Client Applications - : x|

Program Maintenance % ' StnnEbranCh

Madify, repair, or remove the program. s

™ Modify

Change which program features are installed. This option displays the
@ Custom Selection dialog in which you can change the way features are
installed.

{* Repair

Repair installation errors in the program. This option fixes missing or
corrupt files, shortcuts, and registry entries.

" Remove

; Remove the Universal Enterprise Controller Client Applications from
[ 1' your computer.

InstallShield

< Back I Mext = I Cancel

Click the Repair radio button, and then the Next> button, to display the Ready to Repair the Program dialog.

i'.‘w!;l Universal Enterprise Controller Client Applications - : il

Ready to Repair the Program % ' StDnEbra nch

The wizard is ready to begin installation. T L1

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard,

InstallShield

< Back I Install I Cancel

Click the Install button to repair the installation.

Removing a UEC Client Applications Installation

To uninstall a UEC Client Applications installation, perform the following steps:
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Step 1 On the Windows Control Panel, select Programs and Features. The Programs and Features dialog displays.
El Programs and Features =] |
‘@Oo I + Control Panel = All Control Panel Ttems ~ Programs and Features v [(2) [ search Programs and Features @l
Control Panel Home Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then dlick Uninstall, Change, or Repair.
'&' Turn Windows features on or off
Organize v  Uninstall Change | Repair = -
Name = [change the installation of this program. | || mnstall.. || size || version =]
E jMySQL Server 5.5 Orade Corporation 4/3/2012 123MB 5.5.22
4, Stonebranch Universal Agent Stonebranch, Inc. 10/12/2015 FLIMB 6.2.0
#, Stonebranch Universal Agent for SOA Stonebranch, Inc. 10/12/2015 116MB &.2.0
" Universal Enterprise Controller Stonebranch, Inc. 10/12/2015
“ZUniversal Enterpri viroller Client Applic. branch, Inc. 5
1| |L|j
1item selected 4
pre-Vista versions of Windows
If yGU are using an earlier version of Windows than Windows Vista, select Add or Remove Programs on the Windows Control Panel.
Step 2 From the list of installed programs, select Universal Enterprise Controller Client Applications and click the Change button to start

Windows Installer. The Welcome dialog displays.

i'._% Universal Enterprise Controller Client Applications -

Xl

0.-- ston

WORKLOAD A

ebranch

ATION SIMBLIFIED

Welcome to the InstallShield Wizard for
Universal Enterprise Controller Client

Universal  applications

Agent
The InstallShield(R) Wizard will allow you to madify, repair, ar

remove Universal Enterprise Controller Client Applications. To
continue, didk Mext.

= Back Cancel

I Mext = I
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Step 3 Click the Next> button. The Program Maintenance dialog displays.

i'-“!:“ Universal Enterprise Controller Client Applications - : ﬂ

Program Maintenance % _ StnnEbranCh

Maodify, repair, or remove the program. R

™ Modify

Change which program features are installed. This option displays the
@ Custom Selection dialog in which you can change the way features are
installed.

. Repair

Repair installation errors in the program. This option fixes missing or
corrupt files, shortcuts, and registry entries.

* Remove

; Remove the Universal Enterprise Controller Client Applications from
[ i1"HI your computer.,

InstalShield

< Back I Mext = I Cancel

Step 4 Click the Remove radio button, and then the Next> button, to display the Remove the Program dialog.

i'._%'- Universal Enterprise Controller Client Applications - : ﬂ

Remove the Program % _ StnnEbranCh

You have chosen to remove the program from your system. s

Click Remove to remove the Universal Enterprise Controller Client Applications from your
computer. After removal, this program will no longer be available for use.

If you want to review or change any settings, dick Back.

Installshield

< Back I Remove I Cancel

Step 5 Click the Remove button to remove the installation.

Un-Installed Files

The uninstall process will remove only those files created during the installation. Some files stored under the .\Universal install directory may be left behind
after the uninstall. In this situation, those files and/or directories may simply be deleted.
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Before deleting the entire .\Universal directory, make sure that no other Stonebranch, Inc. products are installed there. (See UEC Client Applications - File
Inventory Lists for a list of files and directories installed with UEC Client Applications.)
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Installing UEC Client Applications viathe Command Line

® Introduction
® |nstalling UEC Client Applications

® Command Line Syntax

® Command Line Switches

® Command Line Parameters

® Command Line Installation Examples
® Detecting the Completion of Silent Installs

Introduction
This page describes how to install UEC Client Applications using the Windows Installer command line interface.

A command line installation is useful in situations where:

® Several UEC Client Applications installations must be deployed across many different systems.
® |tis not practical or convenient to perform the graphical interface installation.
® |tis necessary to generate an installation log file.

Installing UEC Client Applications

Step 1 = Download the UEC Client Applications for Windows product distribution file, sh- UECI i ent - 6. 3. 0. <l evel >-wi ndows-i 386. exe, to
your work station.
Step 2 | Execute the distribution file from the command line, and include all appropriate command line switches and parameters.

The installation process determines whether a Windows Installer update is needed. The process then extracts and saves a Windows installer
package file (.msi) to this location.

After all files (including the .msi) are extracted from the distribution file, the installation process verifies that your machine meets the minimum
installation requirements. If the requirements are met, the installation begins.

Command Line Syntax

The following illustrates the command line syntax used to install UEC Client Applications:

sb-UEQ i ent - 6. 3. 0. <l evel >-wi ndows-i 386. exe [/v"comrand |ine paranmeters"] [/s] [/w [/X]

In this syntax:
® <| evel > is the numeric package level.
The command line switches (/v, /s, /w, and /x) are processed directly by the distribution file to control behavior of the Windows Setup application.

The command line parameters are passed to the Windows Installer (msiexec) to control the extracted Windows installer package file (.msi) behavior
during the install process.

Command Line Switches

The following table identifies the command line switches available for a command line installation:

N Passes parameters to the Windows Installer (msiexec).
The list of parameters must be enclosed in double (") quotation marks. See #Command Line Parameters for available parameters.
/s Suppresses the initialization and extraction dialogs displayed before the product install Welcome dialog."

If you are using the #/q command line parameter, use this switch additionally for a completely silent install.
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jw  Instructs the Windows Setup application to wait until the installation completes.

Use this switch when launching the installation from a script file. Without it, the Setup application may return immediately after launching
Windows Installer.

Ix Uninstalls UEC Client Applications.

Command Line Parameters

The following table describes the parameters that are available for a command line installation.

The parameters can be specified in any order, with the following exceptions:

® |f the Repair (#/fom) or Remove (#/x) parameter is used, it must be specified before all other parameters.
® |f the Silent install (#/q) and/or Log file (#/L) parameters are used, they can be specified in any order, but they must be specified after all other
parameters.

These parameters are preceded by the #/v command line switch and must be enclosed in double (") quotation marks.

Parameter

/fom

Ix

INSTALLTO=
installdir

PERUSER={0
11}

Description
Repairs a UEC Client Applications installation.

om (after the /f) are options used by the repair. There are other options
available, but for behavior that matches the repair done from the
graphical install, the om options must be used.

/fom cannot be used with the /x (remove) parameter.
Removes the UEC Client Applications.
Ix cannot be used with the /fom (repair) parameter.

Sets the root installation directory to <i nst al | di r >, Each component
will be installed under this directory.

INSTALLTO is required if you want to install the UEC Client Applications
in a directory that is different from the default, which varies depending on
the type of installation being done (see #PERUSER parameter). If the
directory contains spaces, you must use double (" ) quotation marks
around the path name.

Performs an installation for all users or a specific user account:

® 0 specifies a per-machine installation; it performs an install for all
users of a given machine. This means that any UEC Client
Applications configuration options stored in the Windows registry,
Start menu short cuts that launch the UEC Client Applications, and
the applications files themselves will be visible to all accounts on the
machine where the UEC Client Applications was installed.

® 1 specifies a per-user installation; it performs an install that is
specific to the user account doing the installation. This means that
any UEC Client Applications configuration options stored in the
Windows registry, Start menu short cuts that access the UEC Client
Applications, and the application files themselves will be visible only
to the user account with which the installation was performed. It will
appear to all other users of a given machine as though the UEC
Client Applications is not actually installed.

PERUSER is required only under the following situations:

® For per-user installs, when the installation is being done with a
Windows account that is a member of the Administrators group.

® For uninstalls, where a Windows account that is a member of the
Administrators group is removing a per-user installation.
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Default

n/a

n/a

per-machine installation:
Directory specified by the PROGRAMFILES environment
variable (typically C: \ Progr am Fi | es\ Uni ver sal ).

per-user installation:

Location under the directory specified by the USERPROFILE
environment variable. For example, if the USERPROFILE
directory is set to C: \ Docunent s and

Set ti ngs\ user nane, the default target directory will be C
:\ Docurent s and

Setti ngs\usernane\ Appl i cati on Data\ Uni versal

. If the UEC Client Applications already are installed, the
installation directory will default to its existing location.

0, if UEC Client Applications is installed using an
Administrative account.

1, if a regular user account (that is, a non-Administrative
user) is executing the installation.
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UECADMIN | Specification for whether or not to install the I-Administrator component yes
={yes|no} during new installs, upgrades, or maintenance.

® |f yes is specified, I-Administrator will be installed.

® If no is specified, I-Administrator will not be installed. If I-
Administrator already is present on the system (via a previous
installation), it will be removed.

Since, by default, each component's install state is preserved during an
upgrade or maintenance, UECADMIN is not required unless you want to
change the current install state. UECADMIN is ignored during an uninstall.

Setting this parameter has the same effect as selecting whether or not to
install I-Administrator on the Custom Setup dialog when installing UEC
Client Applications via the graphical interface.

UAMONITOR | Specification for whether or not to install the I-Activity Monitor component = yes
={yes|no} during new installs, upgrades, or maintenance.

® [fyes is specified, I-Activity Monitor will be installed.

® If no is specified, I-Activity Monitor will not be installed. If I-Activity
Monitor already is present on the system (via a previous installation),
it will be removed.

Since, by default, each component's install state is preserved during an
upgrade or maintenance, UAMONITOR is not required unless you want
to change the current install state. UAMONITOR is ignored during an
uninstall.

Setting this parameter has the same effect as selecting whether or not to
install I-Activity Monitor on the Custom Setup dialog when installing
UEC Client Applications via the graphical interface.

UMGMTCON | Specification for whether or not to install the I-Management Console yes
={yes|no} component during new installs, upgrades, or maintenance.

® |fyes is specified, I-Management Console will be installed.

® If no is specified, I-Management Console will not be installed. If I-
Management Console already is present on the system (via a
previous installation), it will be removed.

Since, by default, each component's install state is preserved during an
upgrade or maintenance, UMGMTCON is not required unless you want to
change the current install state. UMGMTCON is ignored during an
uninstall.

Setting this parameter has the same effect as selecting whether or not to
install -Management Console on the Custom Setup dialog when
installing UEC Client Applications via the graphical interface.

lq Suppresses the product installation dialogs. n/a

Use this parameter in addition to the #/s command line switch for a
completely silent install.

See #Command Line Switches, #Command Line Installation Examples,
and #Detecting the Completion of Silent Installs for additional information
regarding silent installs.

IL*v Instructs the installation process to create an installation log file named <I ' n/a
ogf i | epat h> (full path name). If <I ogf i | epat h> contains spaces, you
must enclose it with double (" ) quotation marks around the path name.
*v are flags used to specify the level of detail (verbose) contained in the
log file. To reduce the amount of output generated, *v can be omitted.
However, using these options is good practice; they can assist

Stonebranch Customer Support with problem determination should any
errors occur during installation.

Command Line Installation Examples

The following examples illustrate different ways that UEC Client Applications can be installed from the command line.

Graphical User Interface Install of All Components
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To install all UEC Client Applications components via the graphical user interface, issue the following command:

sb-UEC i ent - 6. 3. 0. x-wWi ndows- i 386. exe

Graphical User Interface Install, All Components, with Log File

To install all UEC Client Applications components using the Windows Installer graphical user interface and write a log fileto C: \ t enp\i nstal | . | og
during the installation, issue the following command:

sb-UEC i ent-6. 3. 0. x-wi ndows-i 386.exe /v"/I*v c:\tenp\install.log"

Silent Install of All Components

To silently install all UEC Client Applications components, issue the following command:

sb- UEQ i ent - 6. 3. 0. x- wi ndows-i 386.exe /s /v"/qgn"

Silent Install of All Components, Per-User Installation, Different Installation Directory

To silently install all UEC Client Applications components as a per-user installation (that is, one in which registry entries, Start menu shortcuts, and so on
are visible only to the user performing the installation), and to override the default installation directory, issue the following command:

sb-UEQ i ent-6. 3. 0. x-w ndows-i 386.exe /s /v"/qgn PERUSER=1 | NSTALLTO=C: \ UECI i ent Apps\ Uni versal "

Silent Install of All Components, with Log File

To silently install all UEC Client Applications components and write a log file to C:\Temp\install.log during the installation, issue the following command:

sb-UECQ i ent-6. 3. 0. x-wi ndows-i 386.exe /s /v"/qgn /l1*v c:\temp\install.log"

Detecting the Completion of Silent Installs

If the /g switch is used to perform a silent install, no graphical interface or user interaction is required. One drawback to this is that no feedback is provided
indicating when the Windows Installer process (install, uninstall, or repair) finishes.

One method that can be used to detect when the Installer process (msiexec.exe) ends is to execute it using the system's start command. Using available
command line switches, the start command can be used to kick off the Installer process, and then wait for it to finish. When the start command returns
control to its calling process (for example, the command prompt), the Installer process will have ended.

For example, from the command prompt, the following command can be issued to start the UEC Client Applications installation, and wait for it to finish.

start /b /wait sb-UECient-6.3.0.x-w ndows-i386.exe /w/s /v"/qgn"
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® The /b switch prevents the start command from opening a new window.
® The /wait parameter causes the start command to start the application, sb-UECIlient-6.3.0.x-windows-i386.exe, and then wait for it to finish.

The syntax above also can be used to execute the start command from within a script, such as a .bat file.

For more information on the start command, go to the Windows command prompt and enter: start /?.
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Modifying a UEC Client Applications Installation via the
Command Line

Modifying a UEC Client Applications Installation via the Windows Installer Command Line Interface
Adding or Removing UEC Client Applications Components

Repairing a Corrupted UEC Client Applications Installation

Removing UEC Client Applications from the Command Line

Modifying a UEC Client Applications Installation via the Windows Installer
Command Line Interface
This page describes how to modify a UEC Client Applications installation via the Windows Installer command line interface.
After UEC Clients are is installed, Windows Installer can be run as many times as needed to modify the installation by:
* Adding or Removing UEC Client Applications Components

® Repairing a Corrupted UEC Client Applications Installation
® Removing a UEC Client Applications Installation

(For a description of the parameters used in these procedures, see Windows Installer Command Line Parameters.)

Adding or Removing UEC Client Applications Components

Currently, it only is possible to add or remove UEC Client Applications components using the Windows Installer graphical interface. (see Adding or
Removing Components in Modifying a UEC Client Applications Installation via the Graphical Interface).

Repairing a Corrupted UEC Client Applications Installation

To recover accidentally deleted files or registry entries required by the UEC Client Applications using the Windows Installer command line interface, use
the /f switch together with the om parameters.

These are the same repair options set internally by the graphical interface installation. They cause Windows Installer to reinstall files that are missing or
that are older than the version contained in the UEC Client Applications distribution file.

Silent Repair

To repair a UEC Client Applications installation from the command line, without using the Windows Installer graphical interface, issue the following
command:

nmsi exec. exe /fom SetupPath\UEC ient.nmsi /q

Interactive Repair, with Log File

To repair a UEC Client Applications installation using the Windows Installer graphical interface, and instruct Windows Installer to write a log file to C:
\Temp\repair.log while running the repair, issue the following command:

nmsi exec. exe /fom SetupPath\UECient.nsi /L C \Tenp\repair.log

Removing UEC Client Applications from the Command Line

To uninstall UEC Client Applications using the Windows Installer command line interface, use the /x command line switch.
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Silent Removal

To uninstall the UEC Client Applications without using a graphical interface, issue the following command:

nmsi exec. exe /x SetupPath\UECient.nsi /q

Silent Removal, Per-User Installation

To remove a per-user installation that was installed using an Administrator account, issue the following command:

nmsi exec. exe /x SetupPath\UEC i ent.nsi PERUSER=1 /q

A Stonebranch Tip

If y6U know that the UEC Client Applications were installed using an account that is a member of the Administrators group, but are not sure if a per-user or
per-machine installation was done, it might be best to uninstall the Client Applications using the graphical interface (see Removing a UEC Client
Applications Installation).

This will ensure complete removal of the UEC Client Applications.

If you are removing a UEC Client Applications installation that was installed using a non-administrative account, the PERUSER parameter is not necessary.
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UEC Client Applications - 64-Bit Windows Editions
UEC Client Applications - Installing on 64-bit Windows Editions

All Universal Agent components have been tested and verified on the 64-bit editions of the following Windows systems:

Windows XP

Windows Server 2003
Windows Vista

Windows Server 2008
Windows 7

Windows Server 2008 R2

The installation defaults for the UEC Client Applications should not require any modification when installing on 64-bit Windows editions.
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UEC Client Applications - File Inventory Lists

® UEC Client Applications - File Inventory List
® System 32 Path

I-Administrator

I-Activity Monitor

I-Management Console

System Files

UEC Client Applications - File Inventory List

The UEC Client Applications installation includes the files required for the following components:
® |-Administrator
® |-Activity Monitor
® |-Management Console

If any of the components already are installed, Windows Installer will upgrade them to the latest version.

This page lists the files installed with each UEC Client Applications component. The file paths specified are relative to the root installation directory that
was specified during the installation.

System 32 Path

Items shown with a path of System32 are installed in the 32-bit system folder. The actual name of this directory depends on the Windows version:

® For all supported 32-bit Windows editions, the path is \Windows\System32.
® For all supported 64-bit Windows editions, the path is \Windows\SysWow64.

I-Administrator

File Description

UECAdmin\uecadmin.jar I-Administrator Java archive (JAR) file.

UECAdmin\liblueccommon.jar A Common routines shared between I-Administrator and I-Management

Console.
UECAdmin\lib\uecumc.jar I-Management Console resources used by I-Administrator.
[-Activity Monitor
File Description

UAMonitor\uam.jar = I-Activity Monitor Java archive (JAR)
file.

I-Management Console

File Description
UMConsole\uecumc.jar I-Management Console Java archive (JAR) file.

UMConsolelliblueccommon.jar A Common routines shared between I-Management Console and |-
Administrator.

System Files

The following files will be installed only if they are newer than the existing file.
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File Description

System32\msiexec.exe = Version 3.1.4000.1823 of the Microsoft Windows Installer (see Windows Installer for more
information).
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Universal Agent for SOA for Windows Installation

Universal Agent for SOA on Windows is now available as 6.9.0.0. It is a 64-bit package, supported on the same Windows versions as the Agent:
Sy 2012, Server 2012 R2, Server 2016, and Server 2019.

These pages provide information for that version.
Note

1
Starting with the 6.7.0.0 release, the Universal Agent for SOA on Windows is a 64-bit application that replaces all previous versions. There is no upgrade
path from the older 32-bit version to the 64-bit implementation. If the install detects an existing 32-bit version, it will prompt you to remove that version
before proceeding.

You are responsible for preserving your existing configuration in this scenario. PLEASE remember to collect the license information stored in the uacs.
conf file so that you can re-apply it following the 64-bit install. If you lose your license information, you will need to contact Stonebranch customer support
to retrieve that information.

See also Universal Agent for SOA for Windows - Pre-Installation - Upgrade Backups.

Overview

The following information is provided for the installation of Universal Agent for SOA for Windows:

Installation Package

Installation Requirements
Pre-Installation - Upgrade Backups
Installation Procedures

Configuring and Starting UAC Server
64-Bit Windows Editions

File Inventory Lists

(For licensing information, see Windows Installation - Licensing.)
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Universal Agent for SOA for Windows - Installation Package

Universal Agent for SOA on Windows is now available as 6.7.0.0. It is a 64-bit package, supported on the same Windows versions as the Agent: Windows
7,@}ver 2008 R2, Server 2012, Server 2012 R2, Server 2016, and Server 2019.
Note

1
Star'ting with the 6.7.0.0 release, the Universal Agent for SOA on Windows is a 64-bit application that replaces all previous versions. There is no upgrade
path from the older 32-bit version to the 64-bit implementation. If the install detects an existing 32-bit version, it will prompt you to remove that version
before proceeding.

You are responsible for preserving your existing configuration in this scenario. PLEASE remember to collect the license information stored in the uacs.
conf file so that you can re-apply it following the 64-bit install. If you lose your license information, you will need to contact Stonebranch customer support
to retrieve that information.

See also Universal Agent for SOA for Windows - Pre-Installation - Upgrade Backups.

Components

The Universal Agent for SOA 6.7.0 for Windows package includes the following components:

® Universal Agent for SOA
® Universal Application Container Server
® Universal Application Container
® Universal Application Interface

Component Compatibility

The following table identifies the compatibility of Universal Agent for SOA 6.7.0 for Windows with previous component / product versions.

Component Compatibility

Universal Agent for SOA 6.7.0 = Universal Command Manager 6.7.0, 6.6.0, 6.5.0, 6.4.0, 6.3.0, 6.2.0, 5.2.0, 5.1.0, 4.3.0, 4.2.0, 4.1.0, and 3.2.0.

The component references pertain to all supported platforms for that version.

Note

1
The 64-bit version of the SOA package (6.7.0) will work only with 64-bit versions of Universal Command Server.
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Universal Agent for SOA for Windows - Installation
Requirements

Universal Agent for SOA on Windows is now available as 6.7.0.0. It is a 64-bit package, supported on the same Windows versions as the Agent: Windows
7, BElver 2008 R2, Server 2012, Server 2012 R2, Server 2016, and Server 2019.

Note

1
Starting with the 6.7.0.0 release, the Universal Agent for SOA on Windows is a 64-bit application that replaces all previous versions. There is no upgrade
path from the older 32-bit version to the 64-bit implementation. If the install detects an existing 32-bit version, it will prompt you to remove that version

before proceeding.

You are responsible for preserving your existing configuration in this scenario. PLEASE remember to collect the license information stored in the uacs.
conf file so that you can re-apply it following the 64-bit install. If you lose your license information, you will need to contact Stonebranch customer support
to retrieve that information.

See also Universal Agent for SOA for Windows - Pre-Installation - Upgrade Backups.

Additional Requirements

In addition, you must have:

® An account with administrative privileges.

® Possible reboot. A reboot is required if the Windows Installer service is not installed, a version of the Windows Installer prior to 3.1.4000.1283 is
installed, or required files are in use at the time of the installation.

* TCP/IP.

® About 110 megabytes of disk space.

® A supported 64-bit Universal Agent.

Note

1
Starting with the 6.7.0.0 release, the Universal Agent for SOA on Windows is a 64-bit application that replaces all previous versions. There is no upgrade
path from the older 32-bit version to the 64-bit implementation. If the install detects an existing 32-bit version, it will prompt you to remove that version

before proceeding.

You are responsible for preserving your existing configuration in this scenario. PLEASE remember to collect the license information stored in the uacs.
conf file so that you can re-apply it following the 64-bit install. If you lose your license information, you will need to contact Stonebranch customer support
to retrieve that information.

Platform Requirements

Since platform requirements may change with new releases of a product, please consult the Platform Support for Universal Controller 7.0.x and Universal
Agent 7.0.x page to make sure that your platform is supported before performing an installation.
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Universal Agent for SOA for Windows - Pre-Installation -
Upgrade Backups

Universal Agent for SOA for Windows - Pre-Installation / Upgrade Backups

Before upgrading to the latest release of Universal Agent for SOA, we recommend stopping any active Universal Application Container (UAC) Server
instances (via the Universal Control utility or by stopping the local Universal Broker). If the UAC Server is active during the upgrade, the Windows Installer
will require a reboot of the system. Also, stopping the UAC Server before backing up the files listed below will ensure the latest copies of each are
captured.

The installation process overwrites the current files (exception: see the Note for Log4jConfiguration.xml in the following table), effectively removing your
modifications. Backing up these files will optimize the time it takes you to get up and running after installing or upgrading.

The following table identifies the files - and their locations - that should be backed up or copied before you install a new release or upgrade a current
release.

File Location
UAC.xml File 9%°r ogr am Dat a% Uni ver sal \ uac
Log4jConfiguration.xml Program Fi | es\ Uni ver sal \ uac (UAC)
File Program Fi | es\ Uni ver sal \ uai (UAI)
Note

1
The installation process does not overwrite Log4jConfiguration.xml files.

JMS Provider Client Jar Program Fi | es\ Uni ver sal \ uac\ cont ai ner\ webapps\ axi s2 \VEB-INF\li b

Files

Note

The!names of the jar files differ depending on which JMS Provider you are using.
JMS Provider Client Program Fi | es\ Uni ver sal \ uai \ xni

Properties Files
Note
The!se are suggested locations; you can place these files anywhere on the files system. If you have located these files
under the uai directory, you should back them up.
Payload Files Normally, payload files should be located on the host system where Universal Command Manager is installed.
If you have chosen to store them elsewhere, the suggested location is:

Program Fi | es\ Uni ver