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Universal Event Monitor

Universal Event Monitor (UEM) provides a consistent, platform-independent means of monitoring one or more local or remote system events. It
also can execute a system command or script based on the outcome of the events that it monitors.

One or more system events can be monitored by UEM at any given time. UEM requires only that any event of interest be presented to it in a
well-defined manner.

The methods available for defining an event and its associated actions, and then presenting those definitions to UEM, are described in the
following sections.

These pages provide operating system-specific detailed technical information for Universal Event Monitor and UEMLoad:

Usage

Configuration Options

Command line syntax

Command references

Component Definition options
Universal Access Control List entries

For information how Universal Event Monitor is utilized, see Event Monitoring and File Triggering.

5 / wabl10-uem-ref
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Universal Event Monitor Functionality

® Overview
* UEM Manager
® UEM Server
®* UEMLoad Utility
® Interaction of UEM Components

Overview

Universal Event Monitor (UEM) Manager lets you monitor a single local or remote system event.

UEM Manager

The UEM Manager (uem) may provide all of the parameters necessary to define a system event, or it may specify the ID of a database record
that contains the event definition. In either case, the UEM Manager passes the event definition to a local or remote UEM Server (uemsrv), which
uses that information to look for an occurrence of the event and test for its completion.

The UEM Manager may also provide all of the parameters necessary to define an event handler to the UEM Server, or it may specify the ID of a

database record that contains the event handler. An event handler is a command or script that UEM Server executes, based on the outcome of
the event occurrence.

UEM Server

A UEM Server may monitor several local system events simultaneously using records stored in its event definition database. An event-driven
UEM Server executes in this manner. An event-driven UEM Server does not require a UEM Manager to initiate a monitoring request, and you
may configure it to start automatically whenever the local Universal Broker starts. During start-up, an event-driven UEM Server retrieves a list of
its assigned event definitions from the local Universal Broker. UEM Server monitors each event until it is no longer active, or until the event-driven
Server ends.

UEMLoad Utility

The UEMLoad utility (uemload) enables you to add event definition and event handler records to their respective databases

UEMLoad handles all event definition and event handler database management tasks, including adds, updates, deletes, and lists / exports.
UEMLoad forwards a database request to a UEM Server, which validates the information. The UEM Server then sends a request to a local
Universal Broker to apply the requested operation to the appropriate UEM database file.

Interaction of UEM Components

The following figure illustrates the interaction of the various components that make up Universal Event Monitor.

/| wa510-uem-ref
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Universal Event Monitor Server

UEM Databases

Slore Records
Universal Broker

Retrieve Reconds

Spool Records

Universal Event
Monitor Load

Universal Event

Legend
- LEM Load/Demand-Driven UEM Server

- LEM Manager/Damand-Driven UEM Sarver
|:| Event-Driven UEM Sarver

Storing
Event
Definitions
and
Handlers

Overview

Event definitions and
levent handlers can be
stored in separate
BerkeleyDB database
ffiles. When an event
definition or event
handler record is added
lto its respective
database, a unique
identifier must be
specified. Whenever
UEM is required to
monitor an event or
lexecute an event
handler, only this ID
needs to be referenced
in order for UEM to
obtain the
corresponding event
definition or event
handler parameters.

Initiation
UEMLoad initiates all UEM-related database requests. UEMLoad is a command line application that can be used to:
Add, update, and delete event definition and/or event handlers from their respective databases

List the entire contents of the event definition and/or event handler databases
List the parameters of a single event definition and/or event handler

populate a new database on another system.

UEMLoad

Export the contents of the event definition and/or event handler databases to a file that can be used to re-initialize the database or

When UEMLoad is started, it sends a request to a Universal Broker running on the local system to start a UEM Server process. Because a client

application (that is, UEMLoad) initiates the request, the UEM Server that is started is a demand-driven Server.

UEMLoad forwards the database request to the UEM Server, which validates it and supplies default values for any required parameters (based
upon the type of request) that were not specified from the UEMLoad command line. When a set of complete, valid parameters is available, the
UEM Server sends a request to the Universal Broker, which is responsible for actually performing the requested database operation.

Universal Broker Reporting

Universal Broker reports the success or failure of all database maintenance requests (add, update, delete) to the UEM Server. The UEM Server

then passes any errors back to UEMLoad.

For a database query request (list, export), Universal Broker will return the contents of each requested event definition or event handler record to

the UEM Server, which then is responsible for forwarding the records to the UEMLoad.

|/ wab510-uem-ref
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UEMLoad Utility Overview

The following figure illustrates the interaction of the Universal Broker and the Universal Event Monitor Server components involved during the
execution of UEMLoad.
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Monitoring a Single Event

® Overview

* UEM Manager

® UEM Server Monitoring
® UEM Manager Overview

Overview

A single event can be monitored using the UEM Manager.

UEM Manager

The UEM Manager provides a command line interface from which all parameters required to define an event and its associated event handlers
can be specified. In addition, the ID of a stored event definition or event handler can be used as an alternative to specifying all parameters
explicitly.

When a UEM Manager is started, it sends a request to the specified local or remote Universal Broker to start a UEM Server. Because the request
to start the UEM Server comes from a client application (that is, UEM Manager), it is a demand-driven Server that is started.

The UEM Manager sends the monitoring request to the UEM Server. The UEM Server validates the request and supplies default values for any
required parameters that were not specified from the command line.

The UEM Manager command line provides for the assignment of an event handler to execute whenever the UEM Server sets the state of an

event occurrence or state of the event itself. The UEM Server then is responsible for executing the assigned event handlers which are appropriate
for the state change.

UEM Server Monitoring

The UEM Server will monitor the event until either of the following conditions is satisfied:

® Required number of expected event occurrences has been detected
® |nactive date and time specified for the event definition elapses.

When either of these occurs, the event becomes inactive and the UEM Server stops monitoring it. The UEM Server then ends after informing the
UEM Manager of the result of the monitoring request. The UEM Manager will set its exit code based on this information. This is the default
behavior.

However, if an option was set in the UEM Manager instructing it to not wait on the UEM Server, the UEM Manager will end as soon as the UEM
Server acknowledges its receipt of a valid monitoring request.

UEM Manager Overview

The following figure illustrates the interaction of the Universal Broker and the Universal Event Monitor components involved when a UEM
Manager is executed.

/| wa510-uem-ref
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Monitoring Multiple Events

® Overview
® Event-Driven UEM Server
® UEM Server Overview

Overview

Multiple events can be monitored at the same time using an event-driven Universal Event Monitor Server.

Event-Driven UEM Server

An event-driven UEM Server uses the records stored in the event definition database file to identify the events it is responsible for monitoring.

An event-driven UEM Server can be executed automatically during start-up of a Universal Broker. While it requires no interaction from a UEM
client application, however, an event-driven UEM Server can be started at any time using Universal Control.

Unless it is stopped manually (using Universal Control), the event-driven UEM Server will continue to run as long as the Broker remains active.
When the Broker stops, it will send a stop request to the UEM Server, instructing it to shut itself down.

When an event-driven UEM Server starts, it sends a request to the Broker asking for all of the event definitions residing in the event definition
database that are assigned to that event-driven UEM Server. (This assignment was made when the event definition record was added to the
database with UEMLoad.) The Server checks the active and inactive dates and times of the event definitions that it receives. It then begins
monitoring the active events.

Each event definition provides for the assignment of an event handler to execute when an event occurrence is triggered or rejected. The

assignment of an event handler to execute when an event expires also is made within the event definition. The UEM Server is responsible for
executing appropriate event handlers based upon the states it sets for detected event occurrences and/or the event themselves.

UEM Server Overview

The following figure illustrates the interaction of the Universal Broker and an event-driven UEM Server.

|/ wab510-uem-ref
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Universal Event Monitor Manager

Overview

The Universal Event Monitor Manager (uem) is provided for monitoring a single event. The parameters which define the system event and any
actions that should be taken when the event satisfies certain conditions are specified via the UEM Manager's command options.

When a UEM Manager is started, it sends a request to the specified local or remote Universal Broker to start a Universal Event Monitor Server (
uemsrv). The UEM Server that is started is a demand-driven Server, because it is executed on demand by a UEM Manager (see UEM Servers -
Demand-Driven vs. Event-Driven).

The UEM Manager sends the monitoring request to the UEM Server, which validates the provided parameters and supplies default values for any
required parameters not specified.

After the request is validated and its receipt acknowledged by the UEM Server, the UEM Manager will wait (by default) for the UEM Server
process to finish. This will occur when the following conditions are satisfied:

1. Event becomes inactive, which occurs either when:
a. Required number of expected event occurrences are detected.
b. Inactive date and time specified for the event elapses.

2. Any handler processes executed by the UEM Server have completed.

As noted in the conditions listed above, one or more handler processes can be executed by the UEM Server. The scenarios under which these
processes are executed come from information provided by the UEM Manager when the actions to take for trigger or reject event occurrences
are specified.

The actions to take when an event is set to an expired state also can be specified in the UEM Manager command statement.

Before it ends, the UEM Server may inform the UEM Manager of the result of the monitoring request. If it does, the UEM Manager will set its exit
code based on this information. This is the default behavior. However, if an option was set in the UEM Manager instructing it to not wait on the
UEM Server, the UEM Manager will end as soon as the UEM Server acknowledges its receipt of a valid monitoring request.

Detailed operating-specific usage information for UEM Manager, as well as detailed information on all UEM configuration options, is included in
this document.

13 / wab510-uem-ref
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Universal Event Monitor Manager for zOS

UEM Manager for z/OS

This information on Universal Event Monitor (UEM) Manager is specific to the z/OS operating system.

UEM Manager monitors a single event on any computer running a UEM Server component. The event to monitor is described using an existing
record in the event definition database or values supplied via command parameters. Likewise, parameters describing event handlers also can be
supplied from an existing event handler record or from command line options.

A UEM Manager causes a demand-driven UEM Server component to be started on the target system. The UEM Server is classified as
demand-driven because it is started upon demand by a UEM Manager.

A UEM Server is classified as event-driven when it is started automatically by the Universal Broker, without a request from a UEM Manager (for
more information, see UEM Servers - Demand-Driven vs. Event-Driven).

It is the demand-driven UEM Server that is responsible for monitoring the event and executing any processes on behalf of the specified event

handlers. The UEM Manager may finish as soon as the UEM Server begins monitoring the event, or it may wait until the UEM Server completes,
in which case the UEM Manager will receive status messages regarding monitoring activity.
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UEM Manager for zOS - Usage

® Overview

® JCL Procedure
® DD Statements used in JCL Procedure
® DD Statement Categories

s JCL

Overview

UEM Manager for z/OS executes as a batch job.

JCL Procedure

The following figure illustrates the Universal Event Monitor for z/OS JCL procedure (UEMPRC, located in the SUNVSAMP library) that is provided
to simplify the execution JCL and future maintenance.

/1 UEMPRC PROC UPARMVE, -- UEM options

/1 UEMPRE=#SHLQ. UNV

I1*

/1 PS1 EXEC PGVEUEM PARME' ENVAR( TZ=EST5EDT) / &UPARM

// STEPLIB DD
[1*

//UNVNLS DD
// UNVTRACE DD
I1*

/[ SYSPRI NT DD
//SYsaur DD
/| CEEDUMP DD

DI SP=SHR, DSN=&UEMPRE. . SUNVLOAD

DI SP=SHR, DSN=&UEMPRE. . SUNVNLS

SYSQUT=*

SYSQUT=*
SYSQUT=*
SYSQUT=*

The symbolic parameter UPARM is provided to allow EXEC PARM keyword values to be specified for the UEM program. The PARM values to the
left of the slash (/) character are IBM Language Environment (LE) parameters. (See the z/OS Installation for information regarding the
customization of Language Environment parameters.)

The CONFIG symbolic parameter can be used to specify the name of the PDS member in which persistent configuration options for UEM

Manager reside.

The UEMPRE symbolic parameter specifies the data set name prefix of Workload Automation installation data sets.

DD Statements used in JCL Procedure

The following table describes the DD statements used in the Universal Event Manager for z/OS JCL procedure, above.

ddname

STEPLIB

UNVNLS

UNVTRACE
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DCB Attributes *

DSORG=PO, RECFM=U

DSORG=PO, RECFM=(F, FB, V,
VB)

DSORG=PS, RECFM=(F, FB, V,
VB)

Mode

input

input

output

Description

Workload Automation load library which contains the program to
execute.

Workload Automation national language support library.
Contains message catalogs and code page translation tables.

UEM trace output.
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SYSPRINT DSORG=PS, RECFM=(F, FB, V, output Standard output file for the UEM program. UEM does not write
VB) any messages to SYSPRINT.

SYSOUT DSORG=PS, RECFM=(F, FB, V, output Standard error file for the UEM program. UEM writes its
VB) messages to SYSOUT.

* The C runtime library determines the default DCB attributes. Refer to the IBM manual OS/390 C/C++ Programming Guide for details on
default DCB attributes for stream 1/0

DD Statement Categories

UEM Manager for z/OS DD statements are organized into the following categories:
Category DD Statements
Runtime specifications STEPLIB, UNVCONF, and UNVNLS.

UEM message and command files = SYSPRINT, SYSOUT, and UNVTRACE.

Command files User-defined DD statements to which Universal Event Monitor commands refer.

JCL

The following figure illustrates the Universal Event Monitor for z/OS JCL using the UEMPRC JCL procedure, above.

/1'j obname JOB CLASS=A, MSGCLASS=X

/1 STEP1 EXEC UEMPRC

/1 ENCFI LE DD DI SP=SHR, DSN=UEM UENCRYPT. USERI NFOQ( MYHOST)
//SYSIN DD *

-event _type file -filespec “nyfile*.dat” -host myhost
-encryptedfile ENCFILE

/*

Job step STEP1 executes the procedure UEMPRC.

The command options are specified on the SYSIN DD.

In this example, a UEM Server is executed on the remote host myhost in order to detect the occurrence of a file that matches the file specification
of myfile*.dat. The contents of ENCFILE include an encrypted user ID and password that are validated on the remote host.
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UEM Manager for zOS - Configuration

® Overview
® Configuration Sources
® Configuration File

Overview

Configuration consists of:
® Setting default options and preferences for all executions of UEM Manager.

® Setting options and preferences for a single execution of UEM Manager.

Configuration Sources

UEM for z/OS receives its configuration options from the following sources:
1. PARM keyword
2. SYSIN DD statement
3. Command file
4. Configuration file

The order of precedence is the same as the list above; PARM keyword options being the highest and configuration file being the lowest. That is,
options specified via a PARM keyword override options specified via a SYSIN ddname, and so on.

Detailed information on these methods of configuration can be found in Configuration Management.

Configuration File

The configuration file provides the simplest method of specifying configuration options whose values will not change with each command
invocation. These default values are used if the options are not read from one or more other sources.

Some options only can be specified in the configuration file; they have no corresponding command line equivalent. Other options cannot be
specified in the configuration file; they must be specified via one or more other sources for a single execution of UEM Manager.

For UEM Manager for z/OS, configuration options are placed in the configuration file that is referenced in the UEMPRC JCL procedure by the
UNVCONF DD statement, member UEMCFGO00.

The short and long forms of configuration options are used when an option is specified in the SYSIN DD statement.

® Long form consists of two or more case-insensitive characters; it is available for all command options.
® Short form consists of a single case-sensitive character; it is available for some command options.
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UEM Manager for zOS - Configuration Options Categories

Configuration Options Categories
Event Definition Category Options
® Event Definition Category Options - Type-Specific
Event Handler Category Options
Local Category Options
Message Category Options
Miscellaneous Category Options
Monitoring Category Options
Network Category Options
Options Category Options
Remote Category Options
User Category Options

Configuration Options Categories

The following table categorizes, according to function, the configuration options that are used to execute UEM Manager for z/OS. Each Category
name is a link to a table of options in that category. Each Option Name in those tables is a link to detailed information about that option.

Category Description

Event Definition System event to monitor.

Event Handler Actions that should be taken when an event occurrence is triggered or rejected, or when an event expires.
Local Options required for local broker registration.

Message Universal Event Monitor message options.

Miscellaneous Display command help and program versions.

Monitoring Options that control how an event is monitored by the remote UEM Server.

Network Transferring data between the local and remote systems.

Options Alternative methods available for specifying command options.

Remote Network address of the remote system and connection options.

User Identify the user account with which monitoring activity is conducted on the remote system.

Event Definition Category Options
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Option Name Description

EVENT_ID ID of a stored event definition record.

EVENT_TYPE Type of event to monitor.

HANDLER_OPTIONS Options that are passed as command line arguments to all processes executed on behalf of

an event handler. See OPTIONS for handler-specific command line options.

INACTIVE_DATE_TIME Date and time at which the state of the monitored event should be made “inactive.”

TRACKING_INTERVAL Frequency, in seconds, with which a tracked event occurrence is tested for completeness.

Event Definition Category Options - Type-Specific

These options are specific to event definitions with an EVENT_TYPE of FILE.

Option Name Description

FILE_SPECIFICATION Name or pattern of the file whose creation should be detected and tracked for completion.
MINIMUM_FILE_SIZE Smallest size a file may be in order for it to be considered complete.

RENAME_FILE Flag that indicates whether or not a completed file should be renamed.
RENAME_FILE_SPECIFICATION Name or pattern to use when a file is renamed.

Event Handler Category Options

Option Name Description

EVENT_STATE Event state that, when encountered, will result in the execution of the associated event
handler.

HANDLER_ID ID of a stored event handler record.

HANDLER_TYPE Type of process to execute. Reserved for future integration with other Workload Automation
applications.

MAXIMUM_RETURN_CODE Highest return code that an event handler can exit with to be considered as having executed
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OPTIONS

USER_COMMAND

USER_SCRIPT

USER_SCRIPT_TYPE

Local Category Options

Option Name

SYSTEM_ID

Message Category Options

Option Name

MESSAGE_LANGUAGE

MESSAGE_LEVEL

TRACE_FILE_LINES

TRACE_TABLE

successfully.

Values that are passed as command line arguments to a particular handler specified for a
given EVENT_STATE.

Complete path to an application file or remote script that should be executed on behalf of the
event handler.

USER_SCRIPT DD statement that contains one or more system commands that should be
executed on behalf of the event handler

Type of script interpreter used to evaluate and execute the commands contained in
USER_SCRIPT.

Description

Local Universal Broker with which the UEM Manager must register.

Description

Language of messages written.

Level of messages written.

Maximum number of lines written to a trace file before it wraps around.

Memory trace table specification.

Miscellaneous Category Options

Option Name

HELP
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Description

Write command option help.
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VERSION Write program version.

Monitoring Category Options

Option Name Description
MAX_OCCURRENCE_COUNT Maximum number of event occurrences to monitor.
POLLING_INTERVAL Frequency with which the UEM Server will detect new occurrences of the system event. The

UEM Server will also check at this time to see if the monitored event should be made inactive.

WAIT Forces the UEM Manager to wait for the completion of the UEM Server.

Network Category Options

Option Name Description

CODE_PAGE Code page used for text translation.

CTL_SSL_CIPHER_LIST SSL cipher list for the control session established between the UEM Manager and Server.
NETWORK_DELAY Maximum number of seconds to wait for data communications.

Options Category Options

Option Name Description

COMMAND_FILE_ENCRYPTED Encrypted file that contains some command options.

COMMAND_FILE_PLAIN Plain text file that contains some command options.

COMMAND_ID ID that identifies unit of work represented by the UEM Manager and its associated UEM
Server

ENCRYPTION_KEY Optional encryption key used to decrypt the encrypted command file specified by the

COMMAND_FILE_ENCRYPTED option.
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Remote Category Options

Option Name

CONNECT_TIMEOUT

DNS_EXPAND

HOST_SELECTION

HOSTNAME_RETRY_COUNT

OUTBOUND_IP

REMOTE_HOST

REMOTE_PORT

User Category Options

Option Name

LOGIN

USER_ID

USER_PASSWORD
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Description

Amount of time that a UEM Manager will wait for a connection to a remote Universal Broker
to complete.

Number of IP addresses returned to UEM Manager following a DNS query issued to resolve
a host name.

Host in the REMOTE_HOST list that the UEM Manager will choose to begin its attempts to
connect to a remote Universal Broker.

Maximum number of attempts that will be made to establish a connection with the remote
host.

Host or IP address to use for all outgoing IP connections.

List of one or more hosts upon which a command may run.

TCP/IP port number on which the Universal Broker is accepting connections.

Description

Instruction for the UEM Server to establish an execution environment for a user account.

ID of a remote user account that the UEM Server uses to establish the security context in
which event monitoring is performed.

Password associated with USER_ID.
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UEM Manager for zOS - Command Line Syntax

Command Line Syntax

The following figure illustrates the command line syntax — using the command line, long form of the configuration options — of UEM Manager for
z/OS.

uem
-host hostli st
[ -connect _tinmeout seconds]
[-dns_expand {yes| no}]
[-host _sel ection {sequenti al | randon}]
[-port port]
[-system.id | D
[-userid user [-pwd password] ]
[-1ogin {yes|no}]
[ - codepage codepage]
[-file dataset | -encryptedfile ddname [-key key] ] *
[-cndid id]
[-ctl _ssl_cipher_list cipherlist]
{-event_id id | -event_type type -filespec filespecification
[-min_file_size size [{blk|mg}] ] [-renane_file {yes|no}]
[-rename_fil espec renanmespecification] }
[ {-triggered | -rejected | -expired
{-handler_id id | -cnd command | -script ddname [-script_type type] }
[-options options] [-handler_type {cnd|script}] [-nmaxrc returncode] } ]
[-handl er _opts options]
[-hostnane_retry_count count]
[-inact_date_tinme tinme]
[ - max_count count]
[-1ang | anguage]
[-level {trace|audit|info|warn|error}[,{tinme|notime}] ]
[ -del ay seconds]
[ - out boundi p host]
[-polling_int seconds]
[-tracefilelines |ines]
[-trace_table size[{b|k|nmg}] [,{error]|always|never}] ]
[-tracking_int seconds]
[-wait {yes|no}]

uem
{ -help | -version }

* The command file (-file or -encryptedfile) can contain some or all required and/or optional configuration options, including -host. If a command
file is specified on the command line, and it contains the required -host option, that option does not have to be specified additionally on the
command line.
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Universal Event Monitor Manager for Windows

Overview

This information on Universal Event Monitor (UEM) Manager is specific to the Windows operating system.

A UEM Manager monitors a single event on any computer running a UEM Server component. The event to monitor is described using an existing
record in the event definition database or values supplied via command line parameters. Likewise, parameters describing event handlers also can

be supplied from an existing event handler record or from command line options.

A UEM Manager causes a demand-driven UEM Server component to be started on the target system. The UEM Server is classified as
demand-driven because it is started upon demand by a UEM Manager.

A UEM Server is classified as event-driven when it is started automatically by the Universal Broker, without a request from a UEM Manager (for
more information, see UEM Servers - Demand-Driven vs. Event-Driven).

It is the demand-driven UEM Server that is responsible for monitoring the event and executing any processes on behalf of the event handlers. The
UEM Manager can finish as soon as the UEM Server begins monitoring the event, or it can wait until the UEM Server completes, in which case
the UEM Manager will receive status messages regarding monitoring activity.

Usage

UEM Manager for Windows executes as a command line application.
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UEM Manager for Windows - Configuration

® Overview
® Configuration Sources
® Configuration File

Overview

Configuration consists of:

® Setting default options and preferences for all executions of UEM Manager.
® Setting options and preferences for a single execution of UEM Manager.

Configuration Sources

UEM for Windows receives its configuration options from the following sources:

. Command line

. Command file

. Environment variables
. Configuration file

A WNPE

The order of precedence is the same as the list above; command line options being the highest and configuration file being the lowest. That is,
options specified via a command line override options specified a via command file, and so on.

Detailed information on these methods of configuration can be found in the Configuration Management.

Configuration File

The configuration file provides the simplest method of specifying configuration options whose values will not change with each command
invocation. These default values are used if the options are not read from one or more other sources.

Some options only can be specified in the configuration file; they have no corresponding command line equivalent. Other options cannot be
specified in the configuration file; they must be specified via one or more other sources for a single execution of UEM Manager.
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UEM Manager for Windows - Configuration Options Categories

Configuration Options Categories
Event Definition Category Options
® Event Definition Category Options - Type-Specific
Event Handler Category Options
Installation Category Options
Message Category Options
Miscellaneous Category Options
Monitoring Category Options
Network Category Options
Options Category Options
Remote Category Options
User Category Options

Configuration Options Categories

The following table categorizes, according to function, the configuration options that are used to execute UEM Manager for Windows. Each
Category name is a link to a table of options in that category. Each Option Name in those tables is a link to detailed information about that

option.
Category Description
Event Definition System event to monitor.
Event Handler Actions that should be taken when an event occurrence is triggered or rejected, or when an event expires.
Installation Options that specify installation requirements, such as directory locations
Message Universal Event Monitor message options.
Miscellaneous Display command help and program versions.
Monitoring Options that control how an event is monitored by the remote UEM Server.
Network Transferring data between the local and remote systems.
Options Alternative methods available for specifying command options.
Remote Network address of the remote system and connection options.
User Identify the user account with which monitoring activity is conducted on the remote system.

Event Definition Category Options
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Option Name

EVENT_ID

EVENT_TYPE

HANDLER_OPTIONS

INACTIVE_DATE_TIME

TRACKING_INTERVAL

Description

ID of a stored event definition record.

Type of event to monitor.

Options that are passed as command line arguments to all processes executed on behalf of
an event handler. See OPTIONS for handler-specific command line options.

Date and time at which the state of the monitored event should be made “inactive.”

Frequency, in seconds, with which a tracked event occurrence is tested for completeness.

Event Definition Category Options - Type-Specific

These options are specific to event definitions with an EVENT_TYPE of FILE.

Option Name

FILE_SPECIFICATION

MINIMUM_FILE_SIZE

RENAME_FILE

RENAME_FILE_SPECIFICATION

Description

Name or pattern of the file whose creation should be detected and tracked for completion.

Smallest size a file may be in order for it to be considered complete.

Flag that indicates whether or not a completed file should be renamed.

Name or pattern to use when a file is renamed.

Event Handler Category Options

Option Name

EVENT_STATE

HANDLER_ID

HANDLER_TYPE

MAXIMUM_RETURN_CODE
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Description

Event state that, when encountered, will result in the execution of the associated event
handler.

ID of a stored event handler record.

Type of process to execute. Reserved for future integration with other Workload Automation
applications.

Highest return code that an event handler can exit with to be considered as having executed
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OPTIONS

USER_COMMAND

USER_SCRIPT

USER_SCRIPT_TYPE

Installation Category Options

Option Name

INSTALLATION_DIRECTORY

Message Category Options

Option Name

MESSAGE_LANGUAGE

MESSAGE_LEVEL

NLS_ DIRECTORY

TRACE_FILE_LINES

TRACE_TABLE

successfully.

Values that are passed as command line arguments to a particular handler specified for a
given EVENT_STATE.

Complete path to an application file or remote script that should be executed on behalf of the
event handler.

Complete path to a local script file that contains one or more system commands that should
be executed on behalf of the event handler

Type of script interpreter used to evaluate and execute the commands contained in
USER_SCRIPT.

Description

Directory in which UEM Manager is installed.

Description

Language of messages written.

Level of messages written.

Directory location of message catalog and code page tables

Maximum number of lines written to a trace file before it wraps around.

Memory trace table specification.

Miscellaneous Category Options

Option Name
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HELP Write command option help.

VERSION Write program version.

Monitoring Category Options

Option Name Description
MAX_OCCURRENCE_COUNT Maximum number of event occurrences to monitor.
POLLING_INTERVAL Frequency with which the UEM Server will detect new occurrences of the system event. The

UEM Server will also check at this time to see if the monitored event should be made inactive.

WAIT Forces the UEM Manager to wait for the completion of the UEM Server.

Network Category Options

Option Name Description

CODE_PAGE Code page used for text translation.

CTL_SSL_CIPHER_LIST SSL cipher list for the control session established between the UEM Manager and Server.
NETWORK_DELAY Maximum number of seconds to wait for data communications.

Options Category Options

Option Name Description

COMMAND_FILE_ENCRYPTED Encrypted file that contains some command options.

COMMAND_FILE_PLAIN Plain text file that contains some command options.

COMMAND_ID ID that identifies unit of work represented by the UEM Manager and its associated UEM
Server

ENCRYPTION_KEY Optional encryption key used to decrypt the encrypted command file specified by the
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Remote Category Options

Option Name

CONNECT_TIMEOUT

DNS_EXPAND

HOST_SELECTION

HOSTNAME_RETRY_COUNT

OUTBOUND_IP

REMOTE_HOST

REMOTE_PORT

User Category Options

Option Name

LOGIN

USER_ID

USER_PASSWORD
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COMMAND_FILE_ENCRYPTED option.

Description

Amount of time that a UEM Manager will wait for a connection to a remote Universal Broker
to complete.

Number of IP addresses returned to UEM Manager following a DNS query issued to resolve
a host name.

Host in the REMOTE_HOST list that the UEM Manager will choose to begin its attempts to
connect to a remote Universal Broker.

Maximum number of attempts that will be made to establish a connection with the remote
host.

Host or IP address to use for all outgoing IP connections.

List of one or more hosts upon which a command may run.

TCP/IP port number on which the Universal Broker is accepting connections.

Description

Instruction for the UEM Server to establish an execution environment for a user account.

ID of a remote user account that the UEM Server uses to establish the security context in
which event monitoring is performed.

Password associated with USER_ID.
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UEM Manager for Windows - Command Line Syntax

Command Line Syntax

The following figure illustrates the command line syntax — using the command line, long form of the configuration options — of UEM Manager for
Windows.

uem

-host hostli st

[ -connect _tinmeout seconds]

[-dns_expand {yes| no}]

[-host _sel ection {sequenti al | randon}]

[-port port]

[-userid user [-pwd password] ]

[-1o0gin {yes|no}]

[ - codepage codepage]

[-file filename | -encryptedfile filenane [-key key] ] *

[-cndid id]

[-ctl _ssl _cipher_list cipherlist]

{-event_id id | -event_type type -filespec filespecification
[-min_file_size size [{blk|mg}] ] [-renane_file {yes|no}]
[-renanme_fil espec renanmespecification] }

[ {-triggered | -rejected | -expired
{-handler_id id | -cnd command | -script filenane [-script_type type] }
[-options options] [-handler_type {cnd|script}] [-maxrc returncode] } ]

[ -handl er _opts options]

[-hostname_retry_count count]

[-inact_date_tinme tine]

[ - max_count count]

[-1ang | anguage]

[-level {trace|audit]|info|lwarn|error}[,{tinme|notinme}] ]

[ -del ay seconds]

[ - out boundi p host]

[-polling_int seconds]

[-tracefilelines |ines]

[-trace_table size[{b]k|mg}] [,{error|always|never}] ]

[-tracking_i nt seconds]

[-wait {yes|no}]

uem
{ -help | -version }

* The command file (-file or -encryptedfile) can contain some or all required and/or optional configuration options, including -host. If a command
file is specified on the command line, and it contains the required -host option, that option does not have to be specified additionally on the
command line

31 / wab510-uem-ref



Universal Event Monitor 5.1.0 Reference Guide

Universal Event Monitor Manager for UNIX

Overview

This information on Universal Event Monitor (UEM) Manager is specific to the UNIX operating system.

A UEM Manager monitors a single event on any computer running a UEM Server component. The event to monitor is described using an existing
record in the event definition database or values supplied via command parameters. Likewise, parameters describing event handlers also can be
supplied from an existing event handler record or from command line options.

A UEM Manager causes a demand-driven UEM Server component to be started on the target system. The UEM Server is classified as
demand-driven because it is started upon demand by a UEM Manager.

A UEM Server is classified as event-driven when it is started automatically by the Universal Broker, without a request from a UEM Manager (for
more information, see UEM Servers - Demand-Driven vs. Event-Driven).

It is the demand-driven UEM Server that is responsible for monitoring the event and executing any processes on behalf of the event handlers. The
UEM Manager may finish as soon as the Server begins monitoring the event, or it may wait until the UEM Server completes, in which case the
Manager will receive status messages regarding monitoring activity.

Usage

UEM Manager for UNIX executes as a command line application.
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UEM Manager for UNIX - Configuration

® Configuration
® Configuration Sources
® Configuration File

Configuration

Configuration consists of:
® Setting default options and preferences for all executions of UEM Manager.
® Setting options and preferences for a single execution of UEM Manager.

Configuration Sources
UEM Manager for UNIX receives its configuration options from the following sources:

. Command line

. Command file

. Environment variables
. Configuration file

A WNPE

The order of precedence is the same as the list above; command line options being the highest and configuration file being the lowest. That is,
options specified via a command line override options specified via a command file, and so on.

Detailed information on these methods of configuration can be found in the Configuration Management.

Configuration File

The configuration file, uem.conf, provides the simplest method of specifying configuration options whose values will not change with each
command invocation. These default values are used if the options are not read from one or more other sources.

Some options only can be specified in the configuration file; they have no corresponding command line equivalent. Other options cannot be
specified in the configuration file; they must be specified via one or more other sources for a single execution of UEM Manager.
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UEM Manager for UNIX - Configuration Options Categories

Configuration Options Categories
Event Definition Category Options
® Event Definition Category Options - Type-Specific
Event Handler Category Options
Installation Category Options
Local Category Options
Message Category Options
Miscellaneous Category Options
Monitoring Category Options
Network Category Options
Options Category Options
Remote Category Options
User Category Options

Configuration Options Categories

The following table categorizes, according to function, the configuration options that are used to execute UEM Manager for UNIX. Each Category
name is a link to a table of options in that category. Each Option Name in those tables is a link to detailed information about that option.

Category Description

Event Definition System event to monitor.

Event Handler Actions that should be taken when an event occurrence is triggered or rejected, or when an event expires.
Installation Options that specify installation requirements, such as directory locations

Local Options required for local broker registration.

Message Universal Event Monitor message options.

Miscellaneous Display command help and program versions.

Monitoring Options that control how an event is monitored by the remote UEM Server.

Network Transferring data between the local and remote systems.

Options Alternative methods available for specifying command options.

Remote Network address of the remote system and connection options.

User Identify the user account with which monitoring activity is conducted on the remote system.
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Event Definition Category Options

Option Name Description

EVENT_ID ID of a stored event definition record.

EVENT_TYPE Type of event to monitor.

HANDLER_OPTIONS Options that are passed as command line arguments to all processes executed on behalf of

an event handler. See OPTIONS for handler-specific command line options.

INACTIVE_DATE_TIME Date and time at which the state of the monitored event should be made “inactive.”

TRACKING_INTERVAL Frequency, in seconds, with which a tracked event occurrence is tested for completeness.

Event Definition Category Options - Type-Specific

These options are specific to event definitions with an EVENT_TYPE of FILE.

Option Name Description

FILE_SPECIFICATION Name or pattern of the file whose creation should be detected and tracked for completion.
MINIMUM_FILE_SIZE Smallest size a file may be in order for it to be considered complete.

RENAME_FILE Flag that indicates whether or not a completed file should be renamed.
RENAME_FILE_SPECIFICATION Name or pattern to use when a file is renamed.

Event Handler Category Options

Option Name Description

EVENT_STATE Event state that, when encountered, will result in the execution of the associated event
handler.

HANDLER_ID ID of a stored event handler record.

HANDLER_TYPE Typ:a of process to execute. Reserved for future integration with other Workload Automation
applications.
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MAXIMUM_RETURN_CODE Highest return code that an event handler can exit with to be considered as having executed
successfully.

OPTIONS Values that are passed as command line arguments to a particular handler specified for a
given EVENT_STATE.

USER_COMMAND Complete path to an application file or remote script that should be executed on behalf of the
event handler.

USER_SCRIPT Complete path to a local script file that contains one or more system commands that should
be executed on behalf of the event handler

USER_SCRIPT_TYPE Type of script interpreter used to evaluate and execute the commands contained in
USER_SCRIPT.

Installation Category Options

Option Name Description

INSTALLATION_DIRECTORY Directory in which UEM Manager is installed.

Local Category Options

Option Name Description
BIF_DIRECTORY Broker Interface File (BIF) directory where the Universal Broker interface file is located.
PLF_DIRECTORY Program Lock File (PLF) directory where the program lock files are located.

Message Category Options

Option Name Description

MESSAGE_LANGUAGE Language of messages written.

MESSAGE_LEVEL Level of messages written.

NLS_ DIRECTORY Directory location of message catalog and code page tables
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TRACE_FILE_LINES Maximum number of lines written to a trace file before it wraps around.

TRACE_TABLE Memory trace table specification.

Miscellaneous Category Options

Option Name Description
HELP Write command option help.
VERSION Write program version.

Monitoring Category Options

Option Name Description
MAX_OCCURRENCE_COUNT Maximum number of event occurrences to monitor.
POLLING_INTERVAL Frequency with which the UEM Server will detect new occurrences of the system event. The

UEM Server will also check at this time to see if the monitored event should be made inactive.

WAIT Forces the UEM Manager to wait for the completion of the UEM Server.

Network Category Options

Option Name Description

CODE_PAGE Code page used for text translation.

CTL_SSL_CIPHER_LIST SSL cipher list for the control session established between the UEM Manager and Server.
NETWORK_DELAY Maximum number of seconds to wait for data communications.

Options Category Options
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Option Name

COMMAND_FILE_ENCRYPTED

COMMAND_FILE_PLAIN

COMMAND_ID

ENCRYPTION_KEY

Remote Category Options

Option Name

CONNECT_TIMEOUT

DNS_EXPAND

HOST_SELECTION

HOSTNAME_RETRY_COUNT

OUTBOUND_IP

REMOTE_HOST

REMOTE_PORT

User Category Options

Option Name

LOGIN
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Description

Encrypted file that contains some command options.

Plain text file that contains some command options.

ID that identifies unit of work represented by the UEM Manager and its associated UEM
Server

Optional encryption key used to decrypt the encrypted command file specified by the
COMMAND_FILE_ENCRYPTED option.

Description

Amount of time that a UEM Manager will wait for a connection to a remote Universal Broker
to complete.

Number of IP addresses returned to UEM Manager following a DNS query issued to resolve
a host name.

Host in the REMOTE_HOST list that the UEM Manager will choose to begin its attempts to
connect to a remote Universal Broker.

Maximum number of attempts that will be made to establish a connection with the remote
host.

Host or IP address to use for all outgoing IP connections.

List of one or more hosts upon which a command may run.

TCP/IP port number on which the Universal Broker is accepting connections.

Description

Instruction for the UEM Server to establish an execution environment for a user account.
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USER_ID ID of a remote user account that the UEM Server uses to establish the security context in
which event monitoring is performed.

USER_PASSWORD Password associated with USER_ID.
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UEM Manager for UNIX - Command Line Syntax

Command Line Syntax

The following figure illustrates the command line syntax — using the command line, long form of the configuration options — of UEM Manager for
UNIX.

uem
-host hostli st

[ -connect _tinmeout seconds]
[-dns_expand {yes| no}]

-host _sel ection {sequenti al | randon}]
-port port]

-userid user [-pwd password] ]

-l ogin {yes| no}]

-bif_directory {yes|no}]
-plf_directory {yes|no}]

- codepage codepage]

[
[
[
[
[
[
[
[
[
[
{

-file filenane | -encryptedfile filenane [-key key] 1 *
-cndi d id]

-ctl _ssl _cipher_list cipherlist]

-event _idid | -event_type type -filespec filespecification

[-mn_file_size size [{blk|mg}] ] [-rename_file {yes|no}]
[-renane_fil espec renanmespecification] }
[ {-triggered | -rejected | -expired
{-handler_id id | -cnd command | -script filename [-script_type type] }
[-options options] [-handler_type {cnd|script}] [-max