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Opswise Controller - Overview

Introduction

Application Container

Database

Opswise Message Service (OMS)
Command Line Interface (CLI)

Introduction

Opswise Controller, a Java web application running in a Tomcat web container, is the enterprise job scheduler and workload automation broker
solution of Opswise Automation Center. The Controller presents a user interface for creating, monitoring, and configuring Controller information;
handles the scheduling logic; processes all messages to and from Opswise Universal Agents; and synchronizes much of the High Availability
operation of Opswise Automation Center.

Each instance of a Controller in an Opswise Automation Center environment is referred to as a cluster node. A High Availability (redundant
system) environment contains two or more cluster nodes.

Application Container

The application container is third-party software that serves as a container for the Controller. Opswise Controller uses Apache Tomcat as the
application container.

Database

The database management component supports SQL queries to a set of tables in the Controller database.
The following databases are supported:
® Oracle 10g, 11g

* MS SQL Server 2005, 2008
* MySQL5.1,5.5

Opswise Message Service (OMS)

Opswise Message Service (OMS) is the network communications provider between the Controller and Agent(s).

1. Note
In Opswise Controller 5.2.0, OMS replaces the Message Hub and Transporter components of the Opswise Automation Center
5.1.1 Outboard.

OMS is installed as a component of Opswise Universal Agent for Windows and UNIX.

Command Line Interface (CLI)

The Opswise Command Line Interface (CLI) is implemented as a set of commands that perform specific actions in a Controller. The CLI
commands can execute on any system that has TCP/IP connectivity to OMS. The results of the action are printed to the CLI commands standard
output.

The Opswise CLlI is installed as a component of Opswise Universal Agent for z/OS, Windows, and UNIX.

| ops520-user
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Opswise Controller - Directory Structure

Directory Structure

Shown below is the directory structure of Opswise Controller.

/ hone/ / t ontat /

/' hone//tontat/ bin

/ hone/ / t ontat / conf
/hone//toncat/lib

/ hone//tontat/ | ogs

/' hone/ /t ontat/ opswi se_| ogs

/hone/ /tontat/ opsw se_export

/ hone//tontat/tenp

/ hone/ / t ontat / webapps

/ hone/ / t ontat / webapps/ opsw
/ hone/ / t ontat / webapps/ opsw
/ hone/ / t ontat / webapps/ opsw
/' hone/ / t ontat / webapps/ opsw
/ hone/ / t ontat / webapps/ opsw
/ hone/ / t ontat / webapps/ opsw
/' hone/ / t ontat / webapps/ opsw
/ horne/ / t oncat / webapps/ opsw
/ hone/ / t ontat / webapps/ opsw
/' hone/ / t ontat / webapps/ opsw
/ horne/ / t ontat / webapps/ opsw
/ hone/ / t ontat / webapps/ opsw
/' hone/ / t ontat / webapps/ opsw
/ hone/ / t ontat / webapps/ opsw
/ hone/ / t ontat / webapps/ opsw
/ hone/ / t ontat / webapps/ opsw
/ hone/ / t oncat / webapps/ opsw
/ hone/ / t ontat / webapps/ opsw
/ hone/ / t ontat / webapps/ opsw
/' hone/ / t ontat / webapps/ opsw
/ hone/ / t ontat / webapps/ opsw
/ hone/ / t ontat / webapps/ opsw
/' hone/ / t ontat / webapps/ opsw
/ hone/ / t ontat / webapps/ opsw
/ hone/ / t ontat / webapps/ opsw
/' hone/ / t ontat / webapps/ opswi
/ hone/ / t ontat / wor k
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se/ nobi | e
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se/tenp
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Getting Started

The following information is available for getting started with Opswise Controller 5.2.0:

Setting up Opswise Controller
Logging In

User Interface

Navigation Pane

Using Lists

Using Forms

Using Wildcards

Naming Tips

Business Services
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Setting up Opswise Controller

The following table provides a guideline for setting up Opswise Controller. It is a checklist of features and functions, including links to the detailed

/

nformation and instructions on this website.

Perform Pre-installation Procedure

Download Opswise Controller Distribution File

Install Opswise Controller

Configure Opswise Controller

Log in to Opswise Controller

Set up Security

Define Resources

Create Tasks and Workflows

Create Task Triggers

Create and Run Reports

Monitor Operations

Manually Run and Control Tasks

Home Page, Dashboard, and Gauges

Monitor and Control Applications

Command Line Interface

ops520-user

Perform the pre-installation procedure that is required before installing the Controller.

Download the appropriate Opswise Controller distribution file from the Stonebranch
website.

Install the Controller package from the downloaded Controller distribution file. See
Installing Opswise Controller for help in getting the Controller installed and verified.

After installation, check the Opswise Controller properties. If you will be running the
Controller in a High Availability environment, you must configure the Controller for High
Availability.

Once the Controller is installed and configured, we recommend that you log in and
familiarize yourself with the basic features of the user interface. See Navigation Pane for a
description of each entry on the user interface navigation pane, from where you select all
Controller functions. Within the user interface, you will create all your records (for example:
users, tasks, and triggers) by entering information into forms. The records are then
displayed in lists of each type, which you can sort and filter and perform a wide variety of
other functions.

Use the Controller Security feature to create users and user groups and assign them roles
and permissions. You can also define credentials that are used by the Controller to log in to
remote machines. You can create Business Services that represent your organization and
assign Controller records to them, and assign permission only to users and/or user groups
that belong to a specific Business Services. A complete audit history of all Controller
activity also is available for regulatory compliance.

Define the types of resources that you will need in your operational database. If you have
installed Opswise Universal Agent on any machines, records for each of them are
automatically created when they connect to the Controller. You also may need to define
one or more resources such as email, database, or SAP connections. You also can create
status-based notifications for these resources. You can set up a throttling scheme for your
machines using Virtual Resources and create a library of scripts that you can execute on
remote machines.

Once you have your resources in place, you can begin creating tasks. Supported task
types are Workflows, Linux/Unix, Windows, z/OS, Indesca, File Transfer, Manual, Sleep,
SQL, Stored Procedure, Email, Task Monitor, File Monitor, FTP File Monitor, System
Monitor, SAP, and Application Control.

To run your tasks outside of workflows, you can create task triggers, which define events,
conditions, or dates/times that the tasks will run. Trigger types include Cron, Time,
Temporary, Manual, File Monitor, Task Monitor, and Application Monitor. You may also
need to set up one or more customized calendars that reflect your fiscal year and holiday
schedules.

The Controller provides a set of pre-defined reports and lets you create your own reports. It
also lets you create a gauge from a report that you can add to your Home Page and/or
Dashboard.

You will monitor your automated operations from the Activity screen, which you can
customize using filters.

You also may need to manually run and control tasks, either from the user interface or from
the command line.

You can customize the Home Page and Dashboard of the user interface for each user. You
can also define your own set of gauges, which are live reports that you display on your
Home Page and/or Dashboard.

The Controller lets you to monitor and control all of the applications that you may have
running in your entire network.

You also can monitor and control your operations and perform basic administrative
functions from the command line.


https://www.stonebranch.com/confluence/display/OWC520/Pre-Installation+Procedure
https://www.stonebranch.com/confluence/display/OWC520/Downloading+Opswise+Controller+Software
https://www.stonebranch.com/confluence/display/OWC520/Installing+Opswise+Controller
https://www.stonebranch.com/confluence/display/OWC520/Opswise+Controller+Properties
https://www.stonebranch.com/confluence/display/OWC520/High+Availability
https://www.stonebranch.com/confluence/display/OWC520/High+Availability#HighAvailability-HighAvailabilityConfiguration
https://www.stonebranch.com/confluence/display/OWC520/Security
https://www.stonebranch.com/confluence/display/OWC520/Users+and+Groups#UsersandGroups-AddingUsers
https://www.stonebranch.com/confluence/display/OWC520/Users+and+Groups#UsersandGroups-AddingGroups
https://www.stonebranch.com/confluence/display/OWC520/Roles+and+Permissions#RolesandPermissions-AssigningRolestoUsersorGroups
https://www.stonebranch.com/confluence/display/OWC520/Roles+and+Permissions#RolesandPermissions-AssigningPermissionstoUsersorGroups
https://www.stonebranch.com/confluence/display/OWC520/Credentials
https://www.stonebranch.com/confluence/display/OWC520/Audits
https://www.stonebranch.com/confluence/display/OWC520/Opswise+Controller+-+Reports
https://www.stonebranch.com/confluence/display/OWC520/Command+Line+Interface+%28CLI%29
https://www.stonebranch.com/confluence/display/OWC520/Command+Line+Interface+%28CLI%29
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Manage Data and Audit Records

Help and Support

ops520-user

Comprehensive utilities are provided that allow you to manage your Controller records. You
can view, restore, and purge old versions of Controller records, bundle and promote
records from one Controller server to another, and export and import records when
performing a Controller upgrade. You also can configure the automatic backup and purge
of Controller data.

This documentation website provides information to help you install, configure, and use the
Controller; see Documentation Help for information on documentation layout and usage.
Step-by-step tutorials and Instructional Videos are available for many of the features and
functions described here. Troubleshooting provides a description of error messages that
you could encounter, as well as potential problems and solutions. Technical Support for
critical and non-critical problems is always available.


https://www.stonebranch.com/confluence/display/SMLRI/Documentation+Help
https://www.stonebranch.com/confluence/display/OWC520/Tutorials
https://www.stonebranch.com/confluence/display/SMLRI/Instructional+Videos
https://www.stonebranch.com/confluence/display/OWC520/Troubleshooting
https://www.stonebranch.com/confluence/display/SMLRI/Stonebranch+Product+Technical+Support
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Logging In

Opswise Automation Center Login Screen
User Name

Password

Password Expiration

User Lockout

User Restriction

Opswise Automation Center Login Screen
The Opswise Automation Center Login screen displays automatically when you bring up the Opswise Controller system and browse to its URL.

The default URL is: machinename:8080/opswise

For example, if you installed the Controller locally, the URL is localhost:8080/opswise

User Name

The default login User name is ops.admin.

Password

For your initial login to the Controller, no password is required; the Controller prompts you to create a password.

Password Expiration

If the Password Expiration Enabled Opswise Controller system property has been set to true, and you reach the maximum number of days that a
user password can remain unchanged, as specified by the Password Expiration in Days Opswise Controller system property, the following

message displays when you enter your password at the Password prompt:

The system admi ni strator requires you to change your password. Your password has expired.

You must then enter a new password.

', Note
Password expiration is not applicable to LDAP authenticated users.

10 / ops520-user
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User Lockout

If the Lock Account After Maximum Failed Login Attempts Controller system property has been set to true, and you reach the maximum number
of successive failed login attempts that is allowed, as specified by the Maximum Failed Login Attempts Controller system property, your user
account in Opswise Controller will be locked.

(Whenever Lock Account After Maximum Failed Login Attempts is reset from false to true, the current number of failed login attempts for all users
is resetto 0.)

If you attempt to log in with a locked account, the following message displays:

User nane or password invalid.

To unlock a locked account, your Controller system administrator must uncheck the Locked out field on the User Definition screen for that user
account.

User Restriction

You can be restricted from logging in to the Opswise Controller user interface either of two ways:

1. The system level default for web browser access, specified by the System Default Web Browser Access Opswise Controller system
property, has been set to No, and the Web Browser access field on the User Definition screen for your user account is set to -- System
Default --."

2. The Web Browser access field is set to No, which overrides the System Default Web Browser Access value (Yes or No).

If either restriction is in place, the following error message will display when you enter your user name at the User name prompt:

User <your user nane> not permitted to |login through the web browser. Please check with your
adni ni strator.

To remove the restriction, the system administrator must either:
® Set the System Default Web Browser Access property to Yes and set the Web Browser access field on the User Definition screen for

your user account to -- System Default --.
® Setthe Web Browser access field on the User Definition screen for your user account to Yes.

| ops520-user
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User Interface

® Back Arrow

® Drop-Down Menus

® Action Menus
® Accessing Action Menus
® Actions

Logout/Login Button

Home Button

Print Button

Help Button

Using Lists and Forms

User Interface Properties
® Changing Items Per Page Display for Lists

Back Arrow

The back arrow, shown below, allows you to back up to the previously displayed screen. If you make changes to a screen and then click the back
arrow, the changes are discarded.

Drop-Down Menus

Drop-down menus appear frequently in the user interface. For example, when you are creating a report, a drop-down menu displays a list of
tables available for your report. Drop-down menus provide several methods that help you locate the record you are looking for:

® Use the up/down arrows and the scroll box to scroll through the list.

® Type a letter to jump to the first record in the list beginning with that letter. For example, type R to jump to the first record beginning with
R. You then can continue pressing R to scroll through only those records in the list beginning with R.

12 / ops520-user
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= Repors = Mew report

| Run Report || Save || Insert || Delete || Make Gauge || Schedule |

i | Stacked Field: [—none— =]
Visible to: [me -
. = Sum Field: |-- nwone-- =]
Type: [earcht  [F : Drop-down menu
Table: | Activity [ops_exec] =] i size:
Group by: Abort Action [ops_sbort_action] a [ystem Defauf =]

Abort Action [ops_sbort_action_v]
Action [ops_notification]

Action DE notification v
Filter and O

Agent [ops_agent]

Agent Cluster [ops_agent_cluster]

Agent Cluster Version [ops_agent_cluster_v]

Agent Clusters [ops_bundle_zgent duster_join]

Agent Mapping [ops_sgent_mapping]

Agents In Cluster [ops_unic_agent_dluster_jioin]
Agents In Cluster [ops_unic_agent_dluster_join_v]
Agents In Cluster [ops_windows_agent duster_join]
Agents In Cluster [ops_windows_agent_cluster_join_v]
Application [ops_application]

Application Control Task [ops_task_application_control]
Application Control Task Instance [ops_sxec_application_contrel]
Application Control Task Version [ops_task_application_contral_v]
Application Monitor Trigger [ops_trigger_appl_monitor]
Application Monitor Trigger Version [ops_trigger s

Action Menus

Action menus contain a set of actions that you can take on a list of records or on one or more individual records. The actions listed on an Action
menu are context-sensitive; they appear only as appropriate for the type of list or record (and as allowed by your User Permissions).

Some of the actions listed on Action menus are commands that you can issue against task instances.

Accessing Action Menus

To access an Action menu:

For a List Right-click the title bar or column header to display an Action menu for the entire list.
For a Record On a list:
® Right-click a record to display a list of actions available for that record.
On a record definition, either:
® Hover your cursor over the down arrow on the left side of the title bar.

® Right-click the title bar. (If a browser menu - back, forward, reload, and so on - displays, right-click lower on the title
bar.)

The following is a sample Action menu for an individual record (a Manual task):

| ops520-user
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Actions

The following table identifies all of the actions that can appear on Action menus throughout the Opswise Controller user interface. The Availability
column identifies the location(s) from where each action is available.

Actions that are commands link to detailed information about that command.

Action Availability Description
Abort SAP job = SAP task instance Aborts the SAP job specified in this task.
Add to Bundle Adds this record to any existing Bundle.

® Record on any list

® Record definitions
(except task instances, Agents,
OMS Servers, Connectors,
cluster nodes)

Assign Either:
Label-> New... ® Record on any list
® Record definitions ® Creates a new Label at the bottom of the navigation pane, which you
name on a pop-up dialog, and lists this record under that Label.
® Lists this record under an existing user-defined Label, which you
identify on a pop-up dialog, at the bottom of the navigation pane.

Bar Chart Displays this list of records as a bar chart.
® Lists

Cancel Cancels this task instance.
® Task instance on Task Instances
or Activity list

Clear All Clears all dependencies (predecessors, resources, and exclusive) to allow the
Dependencies ® Task instance on Activity list task instance to run.

Clear Clears mutually exclusive dependencies from this task instance.

Exclusive ® Task instance on Task Instances

or Activity list

Clear Clears all predecessor (upstream) dependencies to allow the task instance to
Predecessors ® Task instance on Activity list run.

14 | ops520-user
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Clear
Resources

Copy
Calendar

Copy Task

Copy Trigger

Copy URL to
Clipboard

Disable
Backup

Disable

Trigger

Enable

Backup

Enable Trigger

Export ->

Filter Out

Force Finish

Force Finish

(Halt)

Force
Finish/Cancel

Force
Finish/Cancel
(Halt)
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Task instance on Task Instances
or Activity list

Calendar on Calendar list
Calendar definition

Task on Tasks list
Task definition

® Trigger on Triggers list

Trigger definition

® Record on any list

Record definitions

Backup/Purge record on
Backups list

Trigger on Triggers list

Backup/Purge record on
Backups list

Trigger on Triggers list

Lists

Records on any list

Task instance on Task Instances
or Activity list

Task instance on Activity list

Task instance on Task Instances
or Activity list

Task instance on Activity list

Clears resource dependencies from this task instance.
Creates a copy of this calendar.

Creates a copy of this task.

Creates a copy of this trigger.

Copies the URL of this record to the clipboard.
Disables this scheduled backup and/or purge.

Disables this trigger.
(Same action as Disable Trigger button on Trigger definition.)

Enables this scheduled backup and/or purge.

Enables this trigger.
(Same action as Enable Trigger button on the Trigger definition.)

Exports the displayed information for the list entries in either of four formats
(as available):

Excel
Csv

XML
XML (Export references)

Filters out the selected record from the list.

Places this task into the Finished status.

Places this task into the Finished status without aborting monitoring
processes.

Cancels this task and places it into the Finished status.

Cancels this task and places it into the Finished status without aborting
monitoring processes.
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Generate PDF
->

Hold

Import

Insert

Insert and
Stay

Launch Task

Launch with
Variables

List Qualifying
Times

Pie Chart

Promote

Promote
Bundle

Recalculate
Forecast

Release

Release
Recursive
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Lists
Record on any list

Task instance on Task Instances

or Activity list

Lists

Record definition
(except task instances, Agents,
Connectors, cluster nodes)

Trigger definition

Task on Tasks list

Task definition

Trigger definition

Lists

Record on any list

(except task instances, Agents,
OMS Servers, Connectors,
cluster nodes)

Record definitions

(except task instances, Agents,
OMS Servers, Connectors,
cluster nodes)

Bundle on Bundles list

Trigger on Triggers list
Trigger definition

Workflow on Workflows list
Workflow definition

Task instance on Task Instances

or Activity list

Workflow task instance on Task
Instances or Activity list

Generates a PDF of the list or record in either of four formats (as available for
that record type):

Portrait
Landscape
Detailed Portrait

L]
L]
L]
® Detailed Landscape

Places this task instance in the Held status

Imports all displayed information into a file in a directory that you select.

Creates a renamed copy of this record and returns to the records list.

Creates a renamed copy of this record and stays in the new, renamed record.

Launches the task.
(Same action as Launch Task button on Task definition.)

Launches this task with one or more variables that you will specify on a Task
Variables pop-up dialog.

Lets you modify and display a list of qualifying times for this trigger (the next
30 dates and times when this trigger will be satisfied).

Displays this list of records as a pie chart.

Copies this record from this source cluster node to a target cluster node.

Copies this bundle from this source cluster node to a target cluster node.
(Same action as Promote Bundle button on Bundle definition.)

Recalculates the forecast data for this trigger / workflow.

Releases this task instance from Held status.

Releases this workflow, and all of its task instances on Held Status, from Held
status.
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Remove
Label->
<name of
Label>
<name of
Label>

Re-run

Reset Agent

Task Count

Reset Cluster
Task Count

Reset
Override
Statistics

Reset
Statistics

Reset Virtual
Resource

Resume Agent

Resume Agent
Cluster

Run

Save

Set
Completed

Set Priority
High

Set Priority
Low

Set Priority
Medium

Set Started
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Record definitions

Task instance (except workflows)
on Task Instances or Activity list

Agent definition

Agent Cluster definition

z/OS Task definition

Task definition

Virtual resource definition

Agent on Agents list

Agent cluster on Agent Clusters
list

Backup/Purge record on
Backups list

Record on any list

Manual task instance on Task
Instances or Activity list

Task instance on Activity or Task
Instances list

Task instance on Activity or Task
Instances list

Task instance on Activity or Task
Instances list

Manual task instance on Task
Instances or Activity list

Removes the record from the selected user-defined Label at the bottom of the
navigation pane. (It does not remove the Label itself - see Delete a Label.)

Re-runs this completed task.

Resets the Current Task Count field for this Agent to 0.

Resets the Current Task Count field for this Agent Cluster to O.

Reset the override statistics used for automated JCL override clean-up.

Resets the run-time statistics that the Controller has gathered for this task.

Resets the Resource Used value of a renewable virtual resource to accurately
reflect the actual number of resources currently in use.

Resumes the ability to run tasks for suspended Agent.
(Same action as Resume Agent button on Agent definition.)
Resumes the ability to run tasks for a suspended cluster of Agents.

(Same action as Resume Cluster button on Agent Cluster definition.)

Run this backup and/or purge.

(Same action as Run button on Backups definition.)

Saves this record.

Sets this task instance to Success status.

Sets the run priority of a task to High so that it will run before tasks in Low and
Medium priority.

Sets the run priority of a task to Low so that it will run after tasks in High and
Medium priority.

Sets the run priority of a task to Medium so that it will run before tasks in Low
priority and after tasks in High priority.

Resets the Started Time of this task instance.
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Show
Matching

Skip

Skip Path

Sort (ato z)

Sort (z to a)

Start

Suspend
Agent

Suspend
Agent Cluster

Test
Connection

Trigger Now

Trigger with
Variables

Unskip

Update Entire
List...

Update
Selected...

View Bundles

View
Exclusive
Requests

View
Instances
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Record on any list

Task instance on Task Instances
or Activity list

Task instance on Activity list

Lists

Lists

Application on Applications list

Agent on Agents list

Agent cluster on Agent Clusters
list

Email, Database, and SAP
Connections lists

Trigger on Triggers list

Trigger definition

Task instance on Task Instances
list or Activity list

Lists

Lists

Record definition screen
(except task instances, Agents,
OMS Servers, Connectors,
cluster nodes)

Task instance screen

Task definition screen

Displays a list of all records in the list with the same Name.

Places this task in the Skipped status.

Skips this task instance and all of its dependent task instances.

Sorts the list in ascending alphabetical order.

Sorts the list in descending alphabetical order.

Starts the application.

Suspends the ability to run tasks for this Agent.
(Same action as Suspend Agent button on Agent definition.)
Suspends the ability to run tasks for this cluster of Agents.

(Same action as Suspend Cluster button on Agent Cluster definition.)

Performs a connectivity test to the selected connection.

(Same action as Test Connection button on definition.)

Immediately triggers all the tasks specified in this trigger.
(Same action as Trigger Now button on Trigger definition.)

Launches the task(s) specified in the trigger with one or more variables that
you will specify on a Trigger Variables pop-up dialog.

Removes the Skip status from this task.

Updates the definitions of all records on the list with the selections/entries you
make on a definition "template" screen.

Updates the definitions of all selected records on the list with the
selections/entries you make on a definition "template" screen.

Displays a list of bundles to which this record belongs.

Displays a list of records in the Outstanding Exclusive Requests table (
ops_excl usi ve_or der) for this task instance.

Displays a list of task instances for which there has been a status change or a
modification to the task instance record within the last 30 days.
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View Notes Displays any notes created via this task's Notes tab. It also lets you create a
® Task instance screen new note for this task.

View Displays the list of records in the Task Instance Virtual Resources table (

Resource ¢ Task instance screen ops_exec-t o_resour ce) for this task instance.

Dependencies

View Displays the list of records in the Outstanding Requests table (

Resource ® Task instance screen ops_resour ce_or der) for this task instance.

Requests

View Displays the list of records in the Currently in Use By table (

Resources in ® Task instance screen ops_resour ce_usage) for this task instance.

Use

Logout/Login Button

To login and logout of Opswise, click the Login or Logout button, respectively.

Home Button

To return to your home page, click the Home @’ icon.

Print Button

To print the contents of the current page, click the Print @ icon.
Help Button
To display help, click the Help @ icon.

Using Lists and Forms

A list is a display of records of the same type, such as a list of tasks, calendars, or users. A form is a screen used to enter and save a record,
such as a Task definition screen.

User Interface Properties

For lists, the Controller provides a user interface property that lets you select, from the drop-down menu in the top right corner of any list page, the
number of records that display per page.

| ops520-user
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1. Note
This drop-down menu is available only for lists that display when you select an item from the Navigation Pane.

For lists that display when you click a tab for an individual record, the menu is not available; 20 is the maximum number of
records that can display on a tab page.

Changing Items Per Page Display for Lists

To change the selections in the Items per page drop-down menu:

Step 1 From the navigation pane, select Automation Center Administration > Configuration > Ul Properties. The User Interface
Properties screen displays.

« User Interface Properties Save

Flease edit your changes and press save

‘ltems per page’ drop-down options (comma separated, no white space)
[10.15.20.50.100

Step 2 Enter a comma-separated list of selections for the number of items that can be displayed on a page.

g Warning
To maintain optimal performance, we discourage the display of more than 200 items per page.

Step 3 Click the Save button.

20 / ops520-user
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Navigation Pane

The following table provides a quick reference and links for each item on the Opswise Controller navigation pane.

. Note

In addition to these items, which display on the navigation pane by default, you can create your items (see Customizing the
Navigation Pane).

Section

Automation
Center

Automation
Center > Task
Instances

Automation
Center >
Triggers

| ops520-user

Menu Option

Dashboard

Reports

Scheduled
Report Emails

Activity

Task Instances

History

All Triggers

Active Triggers

Cron Triggers

Time Triggers

Description and Links

A dashboard allows you to set up a display of information that users commonly refer to throughout the day.
The information is extracted from the database by way of one or more gauges. The dashboard is accessed
by clicking Automation Center > Dashboard from the navigation pane. See Using the Dashboard.

The Controller includes a number of predefined reports. You can also create, save, and run your own
reports as needed. The Activity screen also uses reports created using this feature to define what task
instances are displayed. When you create a report for the Activity screen, you select records only from a
specific table called the Activity table. When you save the Activity report, it appears automatically in the
drop down-menu on the Activity screen. For normal reports, the report appears on the Reports menu when
you save it.

This report scheduler allows you to set up a report to be run and distributed to an emailing list on specific
dates and times. See Scheduling Automatic Report Distribution.

The Activity screen is a real-time display of task status and the Controller's central console of activity. It
displays all or a selected group of task instances, as controlled by the Activity Report selected in the
Activity screen drop-down menu. The selected report also defines what columns are displayed. See
Monitoring Activity from the Activity Screen.

Task Instances displays the same information as the Activity screen, but only for task instances for which
there has been a status change or a modification to the task instance record within the last 7 days (an
Updated on Last 7 Days filter has been pre-selected for this display). Also, unlike the Activity screen, the
display is not automatically refreshed. This screen allows you to issue commands against multiple tasks
and provides more extensive filtering capabilities. Task Instances also allows you to view details about
workflow instances — information that is not available from the Activity screen. See Monitoring Activity from
the Task Instances Screen.

The History screen provides an historical display of all completed task activity. Only tasks with a status in
an "end state" (SUCCESS, FINISHED, FAILED, CANCELLED, START FAILURE, SKIPPED) display on the
History screen. This allows you to track information about a specific task instance, including multiple runs.
For example, Task A may have failed and was then re-run by a user. This task instance will display twice
on the History screen, first the time that it ran and failed and again for the time it was re-run to success.
See Monitoring Activity History.

Displays all triggers. A trigger specifies times or events, or both, that trigger one or more tasks. When each
trigger is satisfied, the Controller loads the task(s) into the schedule (creates a task instance for each task)
and runs it. If a task has multiple triggers, the Controller creates and runs a task instance each time a
trigger is satisfied. See Creating Triggers.

Displays all enabled triggers. The Controller only processes triggers that are flagged as Enabled. For
tracking and compliance purposes, you must manually enable and disable triggers using the Enable
Trigger and Disable Trigger buttons or Action menu items, or the command to enable and disable
triggers. This process saves an audit record detailing the event. See Enabling and Disabling Triggers.

Displays all Cron triggers. The Cron trigger uses standard Cron syntax. Once the Cron trigger is entered
into the Controller system, the Controller interprets it and processes it as it would any other trigger. The
trigger fires when the current date and time match the all the values specified in the Minutes, Hours, Day of
Month, Month, and Day of Week fields. See Cron Trigger.

Displays all Time triggers. The Time trigger allows you to specify dates and times at which a task will be
triggered. You can define specific dates and times, such as "March 15 at 12:00 a.m.," or a series, such as
"every hour of every Friday," or a mixture, such as "9 a.m. every Monday." You can specify simple date and
time selection parameters, such as "every weekday at 12:00," or create more complex formulas such as
"every 3 hours on the last business day of the year." See Time Trigger.


https://www.stonebranch.com/confluence/display/OWC520/Reports
https://www.stonebranch.com/confluence/display/OWC520/Opswise+Controller+-+Reports#OpswiseController-Reports-OpswiseControllerActivityTable
https://www.stonebranch.com/confluence/display/OWC520/Opswise+Controller+-+Reports#OpswiseController-Reports-SchedulingAutomaticReportDistribution
https://www.stonebranch.com/confluence/display/OWC520/Command+Line+Interface+%28CLI%29#CommandLineInterface%28CLI%29-opstriggerenable
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Automation
Center >
Tasks
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Manual
Triggers

Temporary
Triggers

File Triggers

Task Monitor
Triggers

Application
Monitor
Triggers

Forecast
Calendar

Forecast List

All Tasks

Workflow
Tasks

Linux/Unix
Tasks

Windows
Tasks

z/OS Tasks
Indesca Tasks
SAP Tasks
File Transfer
Tasks

Manual Tasks

Sleep Tasks

SQL Tasks

Displays all Manual triggers. The Manual trigger allows you to launch a task(s) immediately, while
overriding one or more user-defined variables used by the task. You will use this trigger if you want to
manually launch a task but cannot use the Launch Task or Trigger Now buttons because you need to
override one or more variables. See Manual Trigger.

Displays all Temporary triggers. The Temporary trigger allows you to set up a one-time trigger for a task,
based on a single date and time. You will use this trigger if you want to set up a task to run once at some
time in the future. See Temporary Trigger.

Displays all File triggers. The File Monitor trigger allows you to trigger a task based on the creation,
deletion, change, existence or non-existence of a file on a particular machine. The trigger works by
executing a File Monitor task, which specifies the remote machine (Windows, Linux, Unix, z/OS) and what
kind of file event triggers the new task to run (create, delete, and so on). When the File Monitor task notifies
the trigger that the File Monitor event has occurred, the trigger then runs the specified task(s). See File
Trigger.

Displays all Task Monitor triggers. The Task Monitor Trigger allows you to trigger one or more tasks based
on the conditions specified in an associated Task Monitor task. Each Task Monitor trigger is associated
with a single Task Monitor task that monitors any number of running tasks for the specified conditions.
When you enable this trigger, its associated Task Monitor task launches. When you disable this trigger, its
associated Task Monitor task finishes. You can trigger any number of tasks when the conditions in the
associated Task Monitor are satisfied. See Task Monitor Trigger.

Displays all Application Monitor triggers. The Application Monitor Trigger allows you to trigger tasks based
on the status of one or more Application resources. See Application Monitor Trigger.

For Time, Temporary and Cron triggers, displays all scheduled instances for the next N days. The number
(N) of days displayed in the forecast is specified using an Opswise Controller system property. See
Forecast Calendar.

Displays information about every task in the Forecast Calendar, including tasks within a workflow launched
by a trigger. See Forecast List.

Displays all defined tasks. A task executes some process on a machine. The process might be resident on
the machine (Agent-based process) or the task itself might embed the process, such as a File Monitor
Task. See Tasks List.

Displays Workflow tasks, which are created using the Workflow definition tool. This is a graphical tool that
allows you to select tasks, position them within a workflow and specify the dependency relationships
between them. See Creating Workflows.

Displays Linux/Unix tasks. These allow you to run platform-specific applications on Linux/Unix machines.
See Linux/Unix Task.

Displays Windows tasks. These allow you to run platform-specific applications on Windows machines. See
Windows Task.

Displays z/OS tasks. These allow you to run platform-specific applications on z/OS machines. See z/OS
Task.

Displays Indesca tasks. These allow you to run platform-specific applications on a machine where Indesca
is running. See Indesca Task.

Displays SAP tasks. These allow you to execute Stonebranch USAP Commands against an instance of
SAP. See SAP Task.

Displays File Transfer tasks. The File Transfer task allows you to execute an FTP, SFTP, or Infitran
command on a remote machine where an FTP or Infitran server is running. To run a File Transfer task, you
need a Linux/Unix, z/OS, Windows, or Indesca Agent to communicate with the file transfer (FTP or Infitran)
server. The Agent can, but does not have to be, running on the same machine as the file transfer server.
See File Transfer Task.

Displays Manual tasks. Manual tasks are used to create a pause in a workflow during which the user must
take some action. See Manual Task.

Displays Sleep tasks. The Sleep task allows you to execute a sleep command for a specified number of
seconds, a different type of duration such as minutes or days, or until a specific time. This task is helpful,
for example, if you need to impose a pause of a specific duration in the processing of a workflow. See
Sleep Task.

Displays SQL tasks. The SQL task allows you to execute an SQL statement against a database. To run an
SQL task, you first need to create a Database Connection, which defines the information needed to locate
and access the database. See SQL Task.


https://www.stonebranch.com/confluence/display/UAUMFT520/Universal+Connector+Commands

Automation
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Automation
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Support Links

Automation
Center
Resources
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Stored
Procedure
Tasks

Email Tasks

Task Monitors

File Monitors

FTP File
Monitors

System
Monitors

Application
Control Tasks

Calendars

Custom Days

Variables

Business

Services

Credentials

Support Portal

Video
Classroom

All Agents

Linux/Unix
Agents

Linux/Unix
Agent Clusters

Windows
Agents

Displays Stored Procedure tasks. The Stored Procedure task allows you to execute a stored procedure
against a database. To run a Stored Procedure task, you first need to create a Database Connection, which
defines the information needed to locate and access the database. See Stored Procedure Task.

Displays Email tasks. The Email task allows you to create and send emails. In order to execute Email tasks,
you first need to define an Email Connection, which defines the server information and other pertinent
information. See Email Task.

Displays Task Monitor tasks. The Task Monitor task monitors another task or tasks for one or more specific
statuses. This task is used in conjunction with a Task Monitor trigger. The Task Monitor task specifies the
name of the task or tasks being monitored and the conditions being monitored for. The associated Task
Monitor trigger specifies what task or tasks will launch when the conditions are met. See Task Monitor Task

Displays File Monitor tasks. The File Monitor task allows you to monitor a specific remote machine's file
system for the creation, deletion, change, existence, or non-existence of one or more files at a specific
location. See File Monitor task.

Displays FTP File Monitor tasks. The FTP File Monitor task allows you to monitor for a file on a remote
machine where an FTP server is running. The FTP File Monitor connects to the FTP server rather than the
machine's file system to monitor for files. The FTP File Monitor can be used only within a workflow; you
cannot run a FTP File Monitor task based on a trigger. To run an FTP File Monitor task, you need a
Linux/Unix, z/OS, or Windows Agent to communicate with the FTP server. The Agent can, but does not
have to be, running on the same machine as the FTP server. See FTP File Monitor Task.

Displays System Monitor tasks. The System Monitor task allows you to monitor a specific remote machine
and check for disk space. See System Monitor Task.

Displays Application Control tasks. The Application Control task allows you to execute a start, stop, or
guery command against an application in the Opswise Controller network. See Application Control Task.

Calendars define business days, holidays, and other special days. They are used in conjunction with
triggers to define when tasks are run. See Calendars.

Custom days definition defines a single one-time date, a repeating date, or a list of dates. Custom days are
attached to calendars. See Creating Custom Days.

Variables is used to define global variables, which is a type of user-defined variable. See User-Defined
Variables.

Business Services allow you to organize your data into business groups. You do so by creating Business
Services that represent your organization and assigning Controller records, such as tasks and resources, to
one or more Business Services. You can then sort and filter screens based on the Business Services, as
well as generate reports. You can also take advantage of Business Services when you set up security by
assigning roles and permission only to specific Business Services. See Business Services.

Credentials are defined by the user and used by the Controller to log in to remote machines. See
Credentials.

Links to the support page on the Stonebranch website.

Links to the Opswise Controller Video Classroom, which provides demos of Controller features.

Displays a list of all Agents. When you start an Agent for the first time, the Controller automatically creates
a database record containing details about the Agent. This option displays a list of all Agents that have
connected to this Controller server. See Displaying Agent Information.

Displays a list of Linux/Unix Agents. See Linux/Unix Agent.

Agent Clusters allow you to configure a cluster (or group) of Agents and a selection method, which you can
then specify in a task. When you specify an Agent Cluster in a task, the Controller selects the best Agent
from the cluster, based on the selection method specified. If you specify both an Agent and an agent cluster
in a task, the Controller first attempts to run the task on the Agent; if the Agent is unavailable, the Controller
selects the best Agent from the agent cluster. See Agent Clusters.

Displays a list of Windows Agents. See Windows Agent.


https://www.stonebranch.com/confluence/display/OWC520/Credentials
http://www.stonebranch.com/support/contact-support.html
http://www.stonebranch.com/products/video-classroom/
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Cluster Nodes
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Connections
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Targets

Agent Clusters allow you to configure a cluster (or group) of agents and a selection method, which you can
then specify in a task. When you specify an Agent Cluster in a task, the Controller selects the best Agent
from the cluster, based on the selection method specified. If you specify both an Agent and an agent cluster
in a task, the Controller first attempts to run the task on the Agent; if the Agent is unavailable, the Controller
selects the best Agent from the agent cluster. See Agent Clusters.

Displays a list of z/OS Agents. See z/OS Agent.

Displays a list of Indesca Agents. See Indesca Agent.

Displays a list of all Opswise Message Service (OMS) servers that have been created as the network
communications providers between the Controller and Agents. See Opswise Message Service (OMS).

Displays a list of all Connectors (Opswise Automation Center 5.1.0 Message Hub and Transporters). When
connection is made to an Agent for the first time, the Controller automatically creates database records
containing details about the Connectors. See Displaying Connector Information.

Cluster Node is a Controller instance. This option displays a list of all registered cluster nodes. In a High
Availability configuration, you will have one cluster node operating in Active status and one or more cluster
nodes operating in Passive/Available status. If the active node goes down, an available node takes over
processing. See High Availability.

Virtual resource allows you to set up a "throttling" scheme that will manage how many and which tasks are
sent to a particular resource at a time. See Creating Virtual Resources.

Script Library allows you to upload scripts into the Controller database. You can then execute them using
Windows, Linux/Unix, and SAP tasks without needing the scripts to exist on remote machines. See Script
Library.

Email template allows you to create commonly-used emails that can be referred to in an Email task. If an
Email task specifies a template, the Controller uses the information in the template to construct and
execute the Email task. Any information specified in the task overrides what is specified in the template.
See Email Template.

Email connections are used two ways within the Controller:

® The Email Task uses the email connection to generate emails independent of tasks. See Email
Task.

®* The Email Notification uses the email connection to generate notifications related to tasks. See
Email Notifications and Email Connection.

r.  Note
Email Connections are not used for Emailing reports.

Database Connection provides all the database server information necessary for the Controller to execute
a SQL or Stored Procedure task. See Database Connection.

SAP Connection provides all the SAP server information necessary for the Controller to execute a USAP
command against the SAP instance. See SAP Connection.

SNMP Managers are used to generate SNMP notifications as follows:

® When an Agent, OMS Server, or Connector (Opswise 5.1.0 Transporter or Message Hub) goes
down or comes back up. See Sending Notifications on Status of an Agent, Sending Notifications
on Status of an OMS Server, and Sending Notifications on Status of a Connector.

® \When you want to generate a notification associated with a task. See SNMP Notification Actions
and SNMP Manager.

Application is a record defining a specific application (for example, Tomcat or a database) that runs on a
machine somewhere, that you want to control (start, stop, or query) from the Controller. See Applications.

Bundling and Promoting features allow you to select and Bundle a group of Controller records and
"promote” them from one Controller server to another.

Before you can promote Bundles or individual records, you must identify and create a Promotion Target
record(s) for the target machine(s).


https://www.stonebranch.com/confluence/display/OWC520/High+Availability
https://www.stonebranch.com/confluence/display/OWC520/Opswise+Controller+-+Reports#OpswiseController-Reports-SchedulingAutomaticReportDistribution
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Data Backup /
Purge

Maintenance
Scripts

Chart Colors

Gauges

Filters

Users

Groups

Audits

Promotion process creates audit records on the source and target machines. On the target machine, the
Controller also creates a Promotion History record, which is a copy of the old record. This feature also
supports a Restore option.

Allows you to configure Opswise Controller system properties.

Allows you to set up an email server that will be used to automatically distribute reports. See Scheduling
Automatic Report Distribution.

Allows you to configure Lightweight Directory Access Protocol (LDAP) Properties. See LDAP Security.

Allows you to configure properties of the Controller user interface. See User Interface Properties.

The Backup screen allows you to configure automatic backups and/or purges of Audits, recent Activity, and
historical records. See Backing Up and Purging Data

Maintenance scripts help you maintain and administer your Controller installation. See Maintenance Scripts
When you are monitoring a running workflow, the status of each task instance is color-coded. This feature
allows you to customize the colors used for each status. See Changing a Task Status Color.

Gauges are online reports displayed on dashboards and home pages. This displays a list of all gauges
defined in your system. Each gauge record displays properties including title and gauge type. See Creating
and Deleting Gauges.

Displays a list of all record filters for which the current user has permission. List filters are created using the
filtering fields on the record list itself. Note that this feature is used only for record lists, not the Activity

display. This feature allows you to update or delete existing filters. See Sorting and Filtering.

Displays a list of users that have been defined in your system. See Adding Users.

Displays a list of user groups that have been defined in your system. See Adding Groups.

The Controller Audit function maintains a detailed record of all user interactions with the Controller,
including before and after images related to any change and a description of the differences. See Audits.


https://www.stonebranch.com/confluence/display/OWC520/Opswise+Controller+Properties#OpswiseControllerProperties-OpswiseControllerSystemProperties
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Using Lists

® Introduction
® Sorting and Filtering
® Sort a List of Records
Filter Out a Single Record from a List
Create a Filter
Run a Filter
Save a Filter
Run a Saved Filter
Remove Filtering from a List
Manage Filters
Displaying/Rearranging Columns
Displaying/Hiding Breadcrumbs
Specifying the Number of Records Per Page
Adding Records
Deleting Records
Updating Multiple Records
Quickly Displaying Record Contents
Searching for Records
Generating Pie or Bar Charts from a List
Exporting Records to an Output File
® Exporting Records to CSV or Excel
® Exporting Records to XML, XML (Export References), or Opswise Permissions for Group
® Exporting Records to PDF
® Importing Records from a File

Introduction

A list is a screen display of records of the same type, such as a list of tasks, calendars, or users. When you click on an application or module in
the Opswise Controller navigation pane, the Controller displays a list of associated records in the center pane.

Sorting and Filtering

Sort a List of Records

You can sort a list of records either of two ways:
1. Click on a column name; the list is sorted according to the entries in that column. A small arrow appears to the left of the column name to
indicate the direction of sort. An up arrow indicates ascending alphanumerical order; a down arrow indicates descending alphanumerical.
Click again to reverse the direction of sorting.
2. Access the Action menu and either:

® Click Sort (a to z) to sort objects in this column in ascending alphabetical or numerical order.
® Click Sort (z to a) to sort objects in this column in descending order.

Filter Out a Single Record from a List

Step 1 = Right-click on the record name.
Step 2 Select Filter Out. This quick filter is added as a breadcrumb.

Step 3 To filter the object back in, click on the prior breadcrumb.

Create a Filter

You can create a filter and either run it immediately or save it to apply it later.
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Step 1 = Click the plus sign in the upper left corner.

The filter dialog displays.

Step 2 Make a selection from the drop-down list for each filter condition:

® Field from this record type (- - choose field - -)
® Relevant comparison operator (- - oper - -)
® Relevant object or field to compare the field with (- - value - -)

For example:
® Created

® On
®* Today
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Step 3 Optionally, you can enhance your filters using any of the following:

® To add an AND condition, click ﬁd.
® To add an OR condition, click ar.,

v
® To sort the results alphabetically by a field for this record type, click #-2.,
® To pin the selected filter conditions to the top of the screen after you Run or Save the filter, cI|ck .

® To select a specific date for a date-related field for this record type, click u

Run a Filter

To apply the filter to the list, click Run. Note that the filter name is added to the breadcrumb.
Save a Filter

Step 1 Click Save.
Step 2 = Specify the filter name.
Step 3 Specify which users are allowed to use the filter.

Step 4 Click the Save button.

Run a Saved Filter

Select the saved filter you want to run from the Show drop down just below the title bar. The Ul applies the filter and adds the filter name to the
breadcrumbs. The Show drop-down only appears if there are saved filters associated with this list.

a
OPSWI i st nebrancH
nation Center
A T e Select a previously saved filter from this drop-down
elcome: 5
BB~ 0 Iriggers
Automation Center - - -
Triggers m GO to | Trigger Name [=] B
Dashboard

@ Resors I

) Scheduled Report Emails - Opswise - 1stand 15th Cron 4:45 on the 1st and 15th of each Opswise - Sleep 30 [x]
- month
Task Instances [&ll= wise - 1 in: Year Time Run 1stBusiness day of the Year  Opswise - Sleep 30 8
i_' Nm\ T‘a‘r;k Instances ise -1 nday of Mon Time Run the 151 Sunday of the Month Opswise - Sleep 60 [x]
0 History HE Wise - in Time Business Days every hour Opswise - Create Text File To m
_— h Kick Off File Trigger
Triggers ] = Opswise - Daily Time Daily at8 am PST Opswise - Windows Snooze a
£ Al Triggers . =
@ Active Triggers wise - 15 Mins MWE Time Every 15 minutes MWF between 9-5 Opswise - Workflow of Sleep (x]
[F] Cron Triggers q 5 E
= Time Triggers = Opswise - Every 5 Minutes Cron Every 5 Minutes of Every Day Opswise - Sleep 60 B

Remove Filtering from a List

Click on the previous breadcrumb, as shown on the example below.

E(Eu_dit Recordareated on Today

Audit Records Go to @ o
Click previous breadcrumb

[ 2|« Audit Type o remove a fitter. TSI DY S

O [ Ypdate 2008-00 20 00 22 a0 0 oo e dint Update: ConfigBean apswise.log. level [d:
0O = Update 2003-05-28 07:06:458 -0700 glide. raint Update: CronTriggerBean Stress 1 1d: 41C

Manage Filters

From the navigation pane, select Automation Center Administration > Filters. The Controller displays all filters for which you have permission.
This feature allows you to modify or delete filters. To open a filter record, click on the record name. You can make changes and click Update or
click Delete to remove a filter from the user interface.
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Displaying/Rearranging Columns
All lists display default columns of information in a default sequence.

You can change the number of columns that displays and rearrange the sequence in which they display.

Step 1 = Click the Personalize defaults icon that displays at the top of the left-most column in the list.

Step 2 On the Personalize List Columns dialog, select the columns that you want to display and the sequence in which you want them
displayed.

Step 3 Click OK to change the display of columns as selected.

Displaying/Hiding Breadcrumbs

All lists display breadcrumbs. Breadcrumbs keep track of your location within the Ul, and what, if any, filters you have applied. The following
example shows breadcrumbs that represent the application being displayed (Audits), along with a filter (Audit Date on Last month) that has been
applied to the list.
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To toggle breadcrumbs, click on the icon next to the topmost breadcrumb, as shown in the following example.

Specifying the Number of Records Per Page

From the drop-down menu in the upper right corner, select the number of records per page you want to display.
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B Audit Records > Created aon Taday
10 per page
Audit Records Go to | Audit Type w E 1/ 115 per page
| | B [ 4)q15pervame

= Update 2008-05-28 03:22:33 glide.maint Update: ConfigBean opswise.log. level Id:
-0700 d3adalefactcacccl247 1ded3ce10cd

¥ Description

i

Adding Records

Adding a new record is a simple uniform procedure through the environment. From any list, click the New button.

Deleting Records

To delete one or more specific records, click on the boxes associated with those records and select Delete from the Actions on selected rows...
menu.

To delete all records currently being displayed on the list, click on the Select All box next to the Actions on selected rows... menu and select
Delete.

B Cron Triggers L4
Cron Triggers m Go to | Trigoer Name v | B - to9 of 9
[ ¢ |~ Trigger Name| © Description | Task [ Cron Criteria| ¢ Next Scheduled Time| ¢ Enabled
0O [Z 1stand 15th 4:45 on the 1st and 15th of each month Sleep 40 454115%* Unknown - Disabled (%)
0O [Z Every Friday 15th Bwery Friday the 13th Sleep 13 131313 " Fri Unknown - Disabled (%)
— Mon-Fri & between Jam and  Sleep 50 0917 ** Man-Fri Unknown - Disabled 5
o= Click here to select a @
hiwp | Specific record for deletion. | oo ociihe  Sleep30 3013,177°  Unknown - Disabled )
%’7’— ot oars o am to 3am and at 135 (%]
Spm, Mone Holidays
0 [ Stress 1 Ewery 1 Minute of Every Day. Linux Simple  */1 **** 2008-05-28 11:22:00 -0700 (V]
00 [ Stress3 Day Sx5 linux HEEEEE 2008-05-28 11:25:00 -0700 @
= Click here to select all ; PSR g -
=| St 4 Day. Su5us | {i=] 2008-05-25 11:24:00 -0700
o B =iess records for deletion. 3 00 AMUX 9
O Sxbxhxh Linux "M2***~ 2005-05-258 11:24:00 0700 (V)
O B Ewery 24 minutes Sxbx5uh Linuy =24 =+ =~ 2008-05-28 11:24:00 -0700 (V)
| Actions on selected rows... ¥ | to 9 of9

Updating Multiple Records

F:

Warning!
Exercise great caution when using this powerful feature.
Two menu options available from any list of records allow you to make updates to multiple records:
® Update Entire List - Allows you to make updates to all records that match your selection filter (not just those on the current display). If
you specify no filter, the Controller selects all records of that type.
® Update Selected - Allows you to select specific records to update by clicking the box to the left of the record name.
You can make these "global" changes to the list for any field that is common to every record in the list or every selected record. For example, if

your list includes multiple Cron triggers, you can make "“global" changes to all fields on a Cron trigger. If your list includes all task types, you can
make "global" changes to any field that is common to all task types. The more uniform your list is, the greater the number of fields you can

change.

In order to use these features, your user ID must have the list_updater role.

Step 1  Optionally, filter the list so that it selects only the records you want to update.

Step 2 If you only want to update some of the records in the displayed list, select those records by clicking the box to the left of the name.
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Step 3 Access the Action menu.
Step 4 Select Update Entire List or Update Selected as appropriate. A form pops up, showing which fields you will be allowed to change.

These fields are common to all the records selected by your filter or manually selected by you. If you did not use a filter or select
specific records, all records of this type are considered "selected."

Step 5 Enter the global changes you want to make.

1. Note
For drop-down menus and true/false fields, the default selection None means that the field will not be changed on
any records. If you select anything else in such a field, the new value will be applied to all selected records.

Step 5 When you are finished, click Update. The screen displays the number of records that will be updated and asks you to confirm the
operation.

Step 7 Once you confirm, the Controller applies your changes to all the selected records.

Quickly Displaying Record Contents

You can display the contents of a record without opening it. Hover over the paper icon to the left of the record name, as shown in the illustration
below.

Searching for Records

You can perform searches from any list, using the Go to boxes, shown below.

The options in the Go to box vary depending on the module and the columns displaying on the list.

To perform a search:

Step 1 Select the field you want to search on. For example, Name.
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Step 2 Enter a value appropriate to that field. For text fields, you can search on a full or partial string.

Step 3  Click the search icon. The search fetches all records that match and places them at the top of the list.

Generating Pie or Bar Charts from a List

This feature allows you to quickly generate a pie or bar chart that sorts records in the list based on a specific column. For example, you can
quickly generate a pie chart that sorts tasks by type.

In the following example, the pie chart was generated by right-clicking the Invoked By column on the Activity History list and selecting Pie Chart.

Reports =

History by Invoked Bys

@ Worlflow: 5x5 linux (61,174 - 52%) & Worlflow: Linux Simple (9,784 - 133

@ Worlflow: 5x5x5 linux (2,177 - 2%) @ Trigger: Stress 1 (532 - 1% @ Worlflow, 5x5x5x5 Linux (246 - 025
@ Trigger: Stress 2 (319 - 03%) @ Trigger: 5tress 3 (122 - 0%) @ Trigger: 5tress 4 (76 - 0%)

@ Trigger: Stress 5 (43 - 0%) @ Trigger: Stress 6 (23 - 0%) @ Manually Launched (2 - 0%)

Step 1 Click in the column header from which you want to generate a chart.

Step 2 Right-click and select Pie Chart or Bar Chart. The Ul generates the chart.

Step 3 Optionally, click the Print icon in the upper right corner to print the chart. To escape the chart, select any menu option or your
browser's Back key.

Exporting Records to an Output File
This feature allows you to export record information to any of the following file types:

CSV (comma-separated values in an Excel file)

Excel

Opswise Permissions for Group (XML for Opswise Security Groups only)
PDF

XML

XML (Export References)

To export records, you first display the current list of those records. An export contains all records currently included on the list, even if your
records displayed per page selection does not show them all. If you do not want to export all records on the list, use filtering to select the records

to be exported.

/I Note
You cannot select records on a list to indicate which records are to be exported; you must filter the list.
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Exporting Records to CSV or Excel

When you export to CSV or Excel, you export only the record fields currently displayed on the list. To select which fields are displayed - and thus
include them in the export - click the Personalize Default icon at the top of the first column.

To run the export:

Step 1 Display the list of records.

Step 2  Right-click in any column header of the list.
Step 3 Select Export.

Step 4 Select CSV or Excel.

Step 5 When the export is complete, click Download.

Step 6 Open or save the file.

Exporting Records to XML, XML (Export References), or Opswise Permissions for Group

When you export to XML, XML (Export References), or Opswise Permissions for Group (XML for Opswise Security Groups only), you export the
entire record definition.

To run the export:

Step 1 Display the list of records.
Step 2  Right-click in any column header of the list.
Step 3 Select Export.
Step 4 Select XML, XML (Export References), or Opswise Permissions for Group.
® |f you select XML when exporting a Task record, you will also export local variables, Actions, Notes, and Virtual Resource
requirements.
® |f you select XML when exporting a Workflow, you will also export all tasks in the workflow. Each task is exported to a
separate XML file.
® If you select XML (Export References) when exporting a Task record, you will export all of the XML export data, plus

triggers, global variables, calendars, credentials, and any resources referred to. These "reference" records are saved to
separate XML files.

Step 5 When the export is complete, an Exported to: message displays above the list, which identifies the name and location of the export
file. (The location is configurable; see the Export Path Opswise Controller system property.)
Exporting Records to PDF

When you export to PDF, you export only the record fields currently displayed on the list. To select which fields are displayed - and thus include
them in the export - click the Personalize Default icon at the top of the first column.

To export records to a PDF file:
Step 1 Display the list of records.
Step 2  Right-click in any column header of the list.
Step 3 Select Generate PDF.
Step 4 Select a PDF layout.
Step 5 When the export is complete, click Download.

Step 6 Open or save the PDF.

Importing Records from a File

You can import record information from any valid XML file to a list using the Import action that is available for all lists.
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Using Forms

Introduction
Field Hints
Color-Coding of Tabs
Saving, Updating, Deleting, and Copying Records
® Save a New Record and Return to the Records List

Save a New Record and Remain on the Screen
Update a Record and Return to the Records List
Update a Record and Remain on the Screen
Delete a Record

® Copy a Record
® Expanding/Contracting a Text Field
® Browsing For and Selecting One or More Records
® Customizing the Navigation Pane
Create a New Label and Assign a Record to It
Assign a Record to an Existing Label
Remove a Record from a Label
Delete a Label

Introduction

A "form" is the screen used to create a record.

Field Hints
To display a field hint (a brief description of a field), hover the cursor over the field name.
File Monitor Trigger Variables Varsions
[€H File Monitor Trigger = Required field
| Trigger Name: Enabled:
IFiIe Monitor: Q Enabled By: |
TTask[s}: b g Member of Business Senices: 2
Calendar{ The task(s) this trigger launches, }D fault A, E | Version: I'I
\Skip Count: o}
Skip Trigger if Active- - Hint displays when you hover the cursor over the field name.
Description:
Restrict Times: [l
Special Restriction: ]

Color-Coding of Tabs

Each record contains one or more tabs of information. The tabs are color-coded:
® The current tab displays an orange rule.

® Tabs that contain data display a blue rule
® Tabs that do not contain data display a grey rule
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Saving, Updating, Deleting, and Copying Records

Save a New Record and Return to the Records List

Step 1 Click New from the list screen, select the record type, if appropriate, and fill out the fields as required.

Step 2 Click the Submit button.

Save a New Record and Remain on the Screen

Step 1 Click New from the list screen, select the record type, if appropriate, and fill out the fields as required.

Step 2 Access the Action menu and select Save.

Update a Record and Return to the Records List
Step 1 Display the record and make the updates you want.

Step 2 Click the Update button.

1. Note

If you change the name of a task that is part of a workflow, Opswise Controller automatically changes the name of that task
within the workflow itself.

Update a Record and Remain on the Screen

Step 1 Display the record and make the updates you want.

Step 1 Access the Action menu and select Save.

Delete a Record

Step 1 Display the record you want to delete.
Step 2 Click the Delete button and click Yes to confirm.

Step 3 You can also delete records from the list screen. See Deleting Records.

Copy a Record
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iy Caution
Do not use the Update button to copy a record. The Update button overwrites the existing record.

Also, do not use the following method of copying for a task, trigger, or calendar unless there are no associated records such as

Actions, Notes, Variables, and so on. This method does not copy any records attached to the record. To copy a task, trigger, or
calendar with all of its associated records, use the method described in Copying Tasks, Copying Triggers, and Copying

Calendars.

Step 1 Display the record definition you want to copy.

Step 2 Give the record a new name and make any other necessary changes.

Step 3 Access the Action menu and select Insert or Insert and Stay.

Expanding/Contracting a Text Field

Free-text fields are defaulted to a particular display size. You can expand and contract the display of the field by clicking the plus 0 and minus

P

'a signs at the top right corner of the field.

Attachments: El OPS Creating_Workflows. zip [view]
|Processing nates for Linux Workflow SFO

Title:

Text:
See attached

Browsing For and Selecting One or More Records

Many fields contain data from another table. This type of field, called a Reference field, has either a magnifying glass or lock icon at the right end.

® Fields with a magnifying glass icon allow you to select one record.
® Fields with a lock icon allow you to select multiple records.

To select records from a multiple-record field, click the lock icon. Two additional fields display:
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® Browse field with a magnifying glass that lets you select multiple records.

® Field above the Browse field that will contain the record names you select. From here you can delete x and view any of the
selected records.

To select records from a browse field:

39

Step 1 = Click the magnifying glass. A pop-up displays the contents of the associated table, as shown in the following example.

Step 2 To select a record, click its name.

Customizing the Navigation Pane
Using Labels, you can add menu options to the navigation pane and assign records to them. This allows you to organize records into business

groups for easy access from your navigation pane. For example, you might create a Label for a department and assign all related records to that
Label.

When you organize records into Labels, the records are still accessible from their original menus as well.

You can create any number of Labels, assign any number of records to each Label, and assign the same record to multiple Labels.

Create a New Label and Assign a Record to It

Step 1 Right-click a record on a records list screen (or open the record) to access the Action menu.
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Step 2 Select Assign Label -> and click New.... A pop-up dialog requests the name for a new Label.

Step 3 Enter a name for the new Label and click OK. The new Label displays at the bottom of the navigation pane with the selected record
added to it (click the carets next to the name of the new Label to see the record).

Assign a Record to an Existing Label
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Step 1 To assign a record to an existing Label, right-click that record (or open the record) to access the Action menu.

Step 2 Hover your cursor over Assign Label, select New..., and enter the name of the existing Label. The record is added to the Label menu.

Remove a Record from a Label

Either:

® On the navigation pane, click the X next to the record name under the Label.
® Open the record, access the Action menu, select Remove Label, and click the name of the Label to which the record belongs.

Delete a Label

Step 1  On the navigation pane, click the Label name. The Label definition screen displays.

Step 2 Click the Delete button.
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Using Wildcards

The Opswise Controller user interface supports two wildcards:

® Asterisk (*)
® Question mark (?)

You can use wildcards in record searches and when applying some rule or command against records. Fields that support wildcards are identified
in the field description for that field.

Wildcard Meaning
Asterisk (*) Represents a wildcard of any number of characters.

For example, a search for string "FEE*SF" returns all records whose name begins with "FEE" and ends with "SF", with any
number and type of characters between the two strings.

Question mark Represents a wildcard of one character in a specific position.

?
For example, a search for string "FEE?SF" returns all records whose name begins with "FEE" and ends with "SF", with any
single character between the two strings.

Multiple Represent wildcards of multiple characters in a specific position.

guestions marks
For example, a search for string "FEE??SF" returns all records whose name begins and ends with "FEE" and "SF",
respectively, with any two characters between the two strings.
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Naming Tips

Many functions within Opswise Controller are executed against one or more records. For example, you can give a user permission to change only
certain tasks, issue commands against a group of task instances, or filter a trigger list to display only certain triggers.

Two methods are available to help you organize your records to facilitate the use of these functions.

Method 1 Develop a naming scheme for records.

For example, when naming tasks, you could prepend with SF all tasks related to San Francisco operations, or you could prepend
with REPT all report-related tasks. With such a naming scheme, you can sort and filter lists by selecting records, for example, that
begin with "REPT." You can assign permissions and execute commands against records using the same method.

Method 2 Use Business Services, which simply is a method of grouping records. Whenever you create a record, you can assign it to a
Business Service.

For example, you could have a Business Service called "SF" and a Business Service called "REPT." Using this method, you could
then filter or sort a list based on the Business Service. As another example, you could assign permissions to a user, giving the user
update permission to all records in the "REPT" Business Service. Business Services allow you to create groups based on business
functions and organize all your Controller records according to user-defined categories.
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Business Services

® Overview
® Business Service Usage
® Record Types for Business Services
® Creating Business Services
® Assigning a Record to One or More Business Services

Overview

The Opswise Controller Business Services feature allows you to organize your data into groups of related information.

You can create Business Services that represent your organization and assign individual records of different record types to each Business
Service. You can then sort and filter the lists of these record types based on the Business Services, as well as generate reports.

You also can take advantage of Business Services when you set up security by assigning permissions only to users and/or user groups that
belong to specific Business Services.

Business Service Usage

For example, you may want to place all records of different record types related to accounting in an Business Service named Accounting.
A Business Service of related records can be identified via:

Permissions
Reports
Dashboard view
Filtering

Record Types for Business Services

You can assign any record of the following record types to one or more Business Services:

Agents
Applications
Calendars
Credentials
Scripts

Tasks

Task Instances
Triggers

Creating Business Services

*.  Note
You must be assigned the ops_admin role in order to perform this procedure.

Step 1 From the navigation pane, select Automation Center > Business Services. The Business Services List screen displays.
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Step 2 Click New. The Business Service Definition screen displays.

Business Service | Versions

[€R Business Service = Required field

I Name:
Description: EHEH

Version: I‘I

Step 3 Enter a business service Name and Description and click Submit.

Assigning a Record to One or More Business Services

When creating or updating a record, use the Member of Business Services field to select one or more Business Services for that record. This, in
effect, assigns the record to that Business Service.
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Home Page, Dashboard, and Gauges

Home Page, Dashboard, and Gauges

Home Page

The Home Page displays when you log in to Opswise Controller. It is associated with the login ID of a user; users can customize their own Home
Page.

To access the Home Page, after you have logged in and navigated to other pages, click the Home icon ( @) in the right-hand corner of any
screen.

Dashboard

The Dashboard also is customizable. To access the Dashboard, click Automation Center > Dashboard from the navigation pane.

Gauges

A gauge is a "live" report, using information from an Opswise Controller report table, whose information is updated automatically according to the
refresh setting on each of those pages.

Both the Home Page and the Dashboard use Gauges to display data. You can add and remove gauges on your Home Page and the Dashboard,
and you can create your own gauges for display on either or both those pages.
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Using the Home Page

Overview
Moving Widgets
Removing Widgets
Refreshing
Adding Widgets
® Widget Descriptions

Overview

The Home Page displays when you log in to Opswise Controller.

Each window on the Home Page is a widget containing a different set of information, in text or graphic format: filter, gadget, gauge, label, scroller,
system application, or world clocks. You can customize your Home Page to display any number of available widgets.

Once you navigate away from the Home Page, you can return to it by clicking the Home @ icon that displays at the top right corner of every
page.

A sample Home Page is shown below.

This sample Home Page displays the following widgets:
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Name Type Description

of

Widget
Task Activity Status gauge = Summary of task instances, sorted by status. You can click on any status for detailed information.
Overview gadget = System configuration information.

Agent Connection Status = gauge | Status of all connected agents.
Cluster Node Status gauge  Status of defined cluster nodes. These gauges are created automatically.

Connector Status gauge Defined Connectors. Connectors (5.2.0 Opswise Message Service and/or 5.1.0 Message Hub and
Transporter) are the network communications providers between the Controller and Opswise Universal
Agent(s). These gauges are created automatically.

You can click on information and/or graphics in the widgets to display detailed information.

Moving Widgets

Each widget on the Home Page has a grey title bar. To move an widget, click the title bar and drag it to a new position.

Removing Widgets

To remove an widget from the Home Page, click the X in the top right corner of the widget's title bar.

Refreshing

You can specify the following refresh times on the Home Page: Off (no refresh); 1, 5, 15, or 30 minutes; 1 hour. The default is Off (no refresh).

To manually refresh the Home Page, click Refresh.

To refresh a specific widget on the Home Page, click the widget's Refresh 'ﬁ}(h icon.

Adding Widgets

Most widgets are available to add to your Home Page. However, some widgets listed in the Sections dialog, below, refer to program internals and
are not applicable to your installation. These widgets are omitted from the Widget Descriptions table.

Step 1 At the top left corner of the Home Page, click the Add Content link. The Sections dialog displays.

Sections *
Filkers Ackivvity Fa)
Gaadgets | Application — | Held Tasks (svws_ref_list)
Gauges Business Rule | Running Tasks
Labels change_request Running Tasks {sws_ref_list)
Scrollers — | emdb_ci Unsuccessful Tasks
Syskemn Applications * | Dictionary Enkry * | Unsuccessful Tasks (sys_ref_list)

Add

Held Tasks

The Sections dialog displays three columns of information:
® First column: List of widget types.

® Second column: List of sub-types for the selected widget type.
® Third column: List of specific widgets for the selected widget type and sub-type.

Step 2 Using the descriptions provided in the Widget Descriptions table, below, make a selection in each column to define the widget you
want to add.
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Step 3 Click Add. The content you specified is added as a new widget on your Home Page.

Widget Descriptions

The following table provides a description for all available widgets that are applicable to a Controller installation.

First Column

Filters — A filter is a list of records whose content
is defined by the filter.

Gadgets — A gadget is a hard-coded feature. Two
types are currently supported: sticky notes and
system information.

Gauges — A gauge is a "live" report using data
from an Opswise Controller report table. See
Opswise Controller - Reports for instructions about
how to create a new report and package it into a
gauge, or how to package an existing report into a
gauge.

Labels — Labels allow you to customize the
navigation pane with business-centric options. For
example, you might want to add the option
"Fee-Related Tasks" to the navigation pane, then
add your fee-related tasks to that menu option. For
more information, see Customizing the Navigation
Pane.

Scrollers

System Applications

World Clocks

| ops520-user

Second Column Third Column
List of filter types. The content of this list is
defined by users. When you create and save a
filter on any Controller list, such as Triggers or
Tasks, the type of filter is added to this dialog.

List of filters for the type selected in the
second column.

For example, if you create and save a filter on
the Task list called Windows Tasks, the
second column displays Tasks and the third
column displays Windows Tasks. There also
may be some items in this list that are created
by the interface platform and are not of
interest.

Sticky Note. Allows users to type informational
messages into the home page.

System Information. The Overview option
provides information about the Controller
system, such as build date, active sessions,
number of transactions, and so on.

List of reports that have been defined
using the table (gauge type) shown in
the second column. For example, a
number of Activity reports have been
defined, such as "Active Task Instances
By Status." Those reports display in this
list.

List of gauge types that have been defined.
The gauge type corresponds to the table that
was selected when the report was defined,
such as Activity or Audit Records.

All labels that have been added to the
navigation pane.

Records that have been assigned to the
label.

Not implemented.

Allows you to insert links to some sections of
the navigation pane.

Clocks showing current time in Los Angeles,
New York, London, and Kiev.
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Using the Dashboard

® Overview

® Customizing the Dashboard

¢ Refreshing Dashboard Data
® Manually Refreshing Dashboard Data
® Setting the Dashboard Refresh Rate

Overview

The dashboard lets you to set up a display of information that users commonly refer to throughout the day. This information is extracted from the
database and displayed as gauges.

To access the dashboard, click Automation Center > Dashboard from the navigation pane.

Customizing the Dashboard

The dashboard provides slots for up to nine gauges. Opswise Controller is distributed with a set of default gauges and a default dashboard
configuration.

You can change any of the displayed gauges to another gauge or add additional gauges.

If you want to remove a gauge from the dashboard, you must delete it from the Gauges list screen.

e

Warning
Deleting a gauge from the Gauges list screen will remove the gauge from the dashboard and the home page if it also is
displayed there.

Step 1 If the gauge does not yet exist, follow the instructions in Creating and Deleting Gauges to create the new gauge.

Step 2 Select Automation Center > Dashboard from the navigation pane. A default dashboard displays, as shown in the example below.
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Step 3 To add a gauge to an empty slot, click Add Dashboard Gauge. Or, to replace a gauge with a different one, click the change button
on the gauge you want to change. The Controller displays a list of available gauges.

|

Active Task atus
Active Tazk Instances By Type
GeuedTask Instances

Taszk Instances By Status

Taszk Instances for Today By Status
Tazk Instances for Today By Type

Preview:
Active Task Instances By Status
QUEUED = 6
(2%
RUMMING = 1§
(53)
WAITING = 39
i1 2%

DEFINED = 270
(B1%)

|® DEFINED (270) & WAITING (29) ® RUNNING (18) ® QUEUED (5)

Daone

Step 4 Select the new gauge from the list. The Controller replaces the old gauge with the new one you selected.

Step 5 Repeat the above procedure for any other changes you want to make.

Refreshing Dashboard Data

You can manually refresh the data displayed on your dashboard and set an automatic refresh rate.
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Manually Refreshing Dashboard Data

Click Refresh. The Controller repaints the screen with the current data.
Setting the Dashboard Refresh Rate

Step 1 = Click the down arrow to display refresh rate options.

Step 2 = Select a refresh rate: Off; 1, 5, 10, 15, or 30 minutes; 1 hour.
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Creating and Deleting Gauges

® Overview

® Creating Gauges
® Creating a Gauge via the Gauge Definition Screen
® Gauge Definition Screen Field Definitions
® Creating a Gauge via the Reports Screen

® Deleting Gauges

Overview

A gauge is a "live" report, using data from an Opswise Controller Report table, that can be displayed on your home page or dashboard. Gauges
are updated automatically according to the refresh setting on each of those pages.

When you create a gauge, it does not automatically display on your home page and/or the dashboard. You must choose to display the gauge
from each of those pages.

However, if you delete a gauge that was displayed on your home page and/or the dashboard, it is automatically removed from those pages.

Creating Gauges

You can create a gauge either of two ways:

® Via the Gauge Definition screen.
® Via the Reports screen.

Creating a Gauge via the Gauge Definition Screen

To add a gauge via the Gauges definition screen:
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Step 1 From the navigation pane, select Automation Center Administration > Configuration > Gauges. The Gauges list screen then
displays, which lists of all currently defined gauges, whether they were created via the Gauge definition screen or via the Reports
screen.

Step 2 Click New. The Gauge definition screen displays.

Step 3 Using the field descriptions provided below as a guide, complete the fields as needed.

Step 4 Click Submit to save the gauge. The Controller creates a entry for the gauge on the Gauges List screen.

Gauge Definition Screen Field Definitions
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Field
Name

Name

Type
Table
View
Aggregate
Field
Group field
Order
Upper limit
Lower limit
Title
Query

Url
Submit

button

Update
button

Try it
button

Delete
button

Count
Gauges
tab

Description

User-defined. Name used within the Controller to identify this gauge. It can contain a maximum of 40 alphanumeric characters. It
is the responsibility of the user to develop a workable naming scheme for gauges.

Type of gauge.

Opswise Controller Report table from which the information in this gauge is provided.

Type of aggregate shown in this gauge: Average, Count, Median, or Sum.

Title displayed on top of the gauge.

Submits the new record to the database.

Saves updates to the record.

Displays the gauge as defined by the current field values on the screen.

Deletes the current record.

Creating a Gauge via the Reports Screen

You can create a gauge from the Reports screen either by:

® Creating a gauge from an existing report.
® Creating a new report, and then creating a gauge for that report.

See Creating a Gauge from a Report for detailed information.

Deleting Gauges

To delete a gauge (and automatically remove it from your home page and/or dashboard, if it is being displayed on either of those pages):
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Step 1 From the navigation pane, select Automation Center Administration > Configuration > Gauges. The Gauges List screen displays
a list of all currently defined gauges.

Step 2 Either:

1. Select the gauge you want to delete.
2. Click Delete on the Actions on selected rows ... menu. See Deleting Records for detailed instructions.

OR

1. Click the Name of the Gauge that you want to delete. The Gauge Definition screen for that Gauge displays.
2. Click the Delete button.
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Resources

Overview OMS
|
Resources Overview Opswise Message Servi
Agents Connectors
R E————— |
Overview Connectors (Message H

Displaying Agent Information

Starting and Stopping Agents
Other Resources
T

Suspending Agents

Cluster Nodes
Sending Notifications on Agent Status

Virtual Resources
Linux Unix Agent

Script Library
Windows Agent

Email Template
z/OS Agent

Email Connection
Indesca Agent

Database Connection
Agent Clusters

SAP Connection

SNMP Manager

Applications

ror [
"il The information on these pages also is located in the Opswise Controller 5.2.0 User Guide.pdf.
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Resources Overview

Opswise Controller resources are records that both define your Opswise Automation Center system and that you set up to help facilitate

operations:

Agents

Agent Clusters
Opswise Message
Service (OMS)

Connectors

Cluster Nodes

Virtual Resources
Script Library

Email Template
Email Connection
Database Connection
SAP Connection
SNMP Manager

Applications

| ops520-user

Opswise Universal Agents, running programs on one or more remote machines, connected to the Controller via
Opswise Message Service (OMS):

Linux/Unix
Windows

z/I0OS

[ ]
[ ]
[ ]
® |ndesca/lnfitran

Groups of Agents from which the Controller uses pre-defined parameters to select the most appropriate agent for a
task.

Network communication provider between Opswise Controller 5.2.0 and Opswise Universal Agent 5.2.0.
Message Hub and Transporter: network communication provider between Opswise Controller 5.2.0 and Opswise
Universal Agent 5.1.0.

Controller instances.

Allow you to create throttling schemes for tasks.

Allows you to execute scripts stored in the Controller database.

Allows you to construct information that can be copied to create Email tasks.

Provides email server information required for the Controller to send an email.

Provides database server information required for running SQL tasks and Stored Procedure tasks.
Provides SAP server information required for running SAP tasks.

Allows you to generate SNMP notifications.

Define the names of the applications being monitored.
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Agents

Agents

Displaying Agent Information
Starting and Stopping Agents
Suspending Agents, Agent Clusters, and Agent Cluster Memberships
® Suspending an Agent
® Suspending an Agent Cluster
® Suspending an Agent Cluster Membership
® Resetting the Current Task Count
® Sending Notifications on Status of an Agent
® Email Notifications
® SNMP Notifications

Agents

Agent resources refer to Opswise Universal Agents 5.2.0 or 5.1.0, running programs on one or more remote machines, connected to the
Controller via Opswise Message Service (OMS) for 5.2.0 Agents, or Opswise Automation Center 5.1.0 Message Hub and Transporters for 5.1.0

Agents.

OMS / Connectors must be up and running in order for you to run tasks on an Agent.

Displaying Agent Information

When you start an Agent for the first time, the Controller automatically creates a database record for that Agent. You can view these records for

details and status information.

‘r,  Note

You also can view status information about Agents from the Command Line Interface (CLI).

Step 1 From the navigation pane, select Automation Center Resources > All Agents (or select the specific type of Agent). The Agents List

screen displays:

® 0 e o [mrmreos
rents Gowo[miens o % Toaors
- Agent Name m ¥ Agentld m * Last Heartbeat ¥ Current Task Count|* Suspended
[~ = sewerhost- AGNT0001 serverhost Linux/Unix AGNT0001 1.7.0 2013-04-17 07:23:57 -0700 0false

[T = serverhost - AGNTO002 serverhost LinuxUnix AGNT0002 1.7.0 2013-04-17 07:23:57 -0700 0 false 0

[T = serverhost-AGNTO003 senverhost Linux/Unix AGNT0003 1.7.0 2013-04-17 07:23:57 -0700 0false &r’

[~ = sererhost - AGNTO004 serverhost LinuxUnix AGNT0004 1.7.0 2013-04-17 07:23:57 -0700 0false “

r T osas
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Step 2 To display more details about an agent on the list, click the Agent Name. The Agent Definition screen for that agent displays (this
example is for a Linux Unix Agent).

Most fields are display-only; however, you can make the following changes:

O WOWNPE

. Add a Member of Business Services.

. Assign Credentials.

. Change the heartbeat interval. The heartbeat is a status message sent from the Agent to the Controller.
. Change the default Log Level.

. Select whether or not to apply a Task Execution Limit (and Limit Amount) on the Agent.

You also can choose to:

® Temporarily suspend the agent's ability to run tasks.
® Reset the Current Task Count.

Agents List Screen Field Descriptions

The following table describes the default display columns on the Agents List screen.

Column

Agent Name

Host Name

Type

Agent ID

Version

Last Heartbeat

| ops520-user

Description
Required. Defined by the user when installing the Agent. This is the name used within the Controller to identify this
resource.

Specified by the user during installation. The IP address or domain/name of the host machine where the resource resides.

Agent's platform: Linux/Unix, Windows, z/OS, or Indesca.

Unique ID for this Agent, created during installation.

System-supplied. Version number of the Agent program.

System-supplied. The date and time the most recent heartbeat was received from the resource.


https://www.stonebranch.com/confluence/display/OWC520/Credentials
https://www.stonebranch.com/confluence/display/OWC520/Heartbeat+Interval
https://www.stonebranch.com/confluence/display/OWC520/Log+Level
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https://www.stonebranch.com/confluence/display/OWC520/Limit+Amount+field
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Current Task System supplied; current number of tasks currently being run by this Agent.

Count

Suspended Specification (true or false) for whether or not this Agent has been suspended from the ability to run tasks.
Status

System-supplied. The status of the Agent.

® Green button with the check mark means the Agent is running.
® Red circle with an X means the Agent is not running.

Agent Definition Screen Field Definitions
For detailed descriptions of the fields on the Agent Definition screen for each type of Agent, click the appropriate link below:

® Linux/Unix Agent
® Windows Agent
® 7/OS Agent

® |ndesca Agent

Starting and Stopping Agents

For instructions on starting and stopping Agents, see Starting and Stopping Agent Components.

Suspending Agents, Agent Clusters, and Agent Cluster Memberships

If an Agent or Agent Cluster reaches its Task Execution Limit, all new work queued against that Agent or Agent Cluster will transition into the
Execution Wait status until the Current Task Count falls below the Limit Amount.

You also can manually suspend (and resume) Agents and Agent Clusters, as well as Agent memberships in Agent Clusters.

' Note
The following roles and permissions are required to suspend/resume Agents, Agent Clusters, and Agent Cluster Memberships:

® Agent Suspend/Resume requires the ops_admin role and the appropriate Agent permissions for Agent

Suspend/Resume commands.
® Agent Cluster Suspend/Resume and Agent Cluster Membership Suspend/Resume require the

ops_agent_cluster_admin role.

Suspending an Agent

You can temporarily suspend an Agent's ability to run tasks from the Agent Lists screen or an Agent Definition screen. Any tasks queued against
a suspended Agent will transition into Execution Wait status until the Agent has been resumed.

® To suspend an Agent from the Agents List screen, either:

® Right-click the Agent Name of the agent to be suspended and, on the Action menu, click Suspend Agent.
® Click the box to the left of the Agent Name and, from the Action on selected rows... drop-down list at the bottom of the page,

click Suspend Agent.
® To suspend an Agent from an Agent Definition screen, click the Suspend Agent button. A Resume Agent button replaces the Suspend

Agent button.

Resuming an Agent

(To end the suspension, and resume an Agent's ability to run tasks, either:

® Click Resume Agent on the Action menu or from the Action on selected rows... drop-down list.
® Click the Resume Agent button.

Suspending an Agent Cluster

You can temporarily suspend a cluster of Agents' ability to run tasks from the Agent Clusters List screen or an Agent Cluster Definition screen.
Any tasks queued against a suspended agent cluster will transition into Execution Wait status until the agent cluster has been resumed.
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® To suspend an Agent Cluster from the Agent Clusters List screen, either:
® Right-click the Cluster Name of the agent cluster to be suspended and, on the Action menu, click Suspend Agent Cluster.
® Click the box to the left of the agent cluster. From the Action on selected rows... drop-down list at the bottom of the page, click
Suspend Agent.
® To suspend an Agent Cluster from an Agent Cluster Definition screen, click the Suspend Cluster button. A Resume Cluster button
replaces the *Suspend Cluster * button.

Resuming an Agent Cluster

To end the suspension, and resume a cluster of Agents' ability to run tasks, either:
® Click Resume Agent Cluster on the Action menu or from the Action on selected rows... drop-down list.

® Click the Resume Cluster button.

Suspending an Agent Cluster Membership

You can temporarily suspend an Agent's membership in an agent cluster from an Agent Cluster Definition screen. Suspending an Agent's
membership in an agent cluster is equivalent to removing the Agent from the agent cluster, except it is meant to be temporary. The Agent will not
be available as a selection from the agent cluster when a task is queued against the agent cluster until the agent's membership has been
resumed.

1. Note
If a task specifies both an Agent and an agent cluster in which that Agent is a member, and the specified Agent has been
suspended from the agent cluster, the Agent still has the ability to run the task. Directly specifying an Agent overrides its
suspension from an agent cluster.

To suspend an Agent's membership from the Agent Cluster Definition screen, click the Agents in Cluster tab and then either:
® Right-click an Agent on the list and, on the Action menu, click Suspend Cluster Membership.

® Click the box to the left of an Agent and then, from the Action on selected rows... drop-down list at the bottom of the page, click
Suspend Cluster Membership.

Resuming an Agent Cluster Membership

To end the suspension, and resume an Agent's membership in an agent cluster:

® Click Resume Cluster Membership on the Action menu or from the Action on selected rows... drop-down list.

Resetting the Current Task Count

The Current Task Count field on the Agent Definition screen and the Agent Cluster Definition screen identifies the current number of tasks
currently being run by, respectively, that Agent or Agent Cluster.

If there is a limit to the number of tasks that an Agent or Agent Cluster can run concurrently (as specified by the Task Execution Limit and Limit
Amount fields), you can reset the current task count to 0. This can help avoid a situation where the Controller believes the Agent to be running
more tasks than it actually is running, and therefore might impose the task limit on the Agent unnecessarily.

To reset the Current Task Count field, hover your cursor over the down arrow on the Agent Definition screen or the Agent Cluster Definition
screen title bar, or right-click the title bar, and then click, respectively, Reset Agent Task Count or Reset Cluster Task Count.

. Note
The following roles and permissions are required to reset the current task count:

® Reset Agent Task Count requires the ops_admin role and the Update Agent permission.
® Reset Cluster Task Count requires the ops_agent_cluster_admin role.

Sending Notifications on Status of an Agent

You can configure Agents to send a notification via email or SNMP if the Agent goes down (Offline) or then when it comes back up (Active).
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Step 1 From the navigation pane, select Automation Center Resources > [type of Agent]. The Agents list screen for the selected type of
Agent displays.

Step 2 Click an Agent Name to display the definition screen for that Agent.

Step 3  Click the Notifications tab to display a list of all notifications configured for the Agent.

Step 4 Click New. The Notification Wizard screen displays.

Step 5 Select the type of notification you want to configure: Email Notification or SNMP Notification.

Step 6 Complete the fields as needed (see the field descriptions, below).

. Note
Agent built-in variables are available to pass data about the Agent into the notification. (User-defined variables,
including Global variables, are not available for use in Agent email notifications).

Step 7 Click the Submit button to save the record.

Step 8 If appropriate, repeat these steps for any additional notifications you want to add.

Email Notifications

Shown below is the Email Notification screen that displays for Agents (and Connectors).

€M Email Notification = Required field
| Moda: 7 Offine ™ Active

Email Template:

Email Connection:

Reply-To:
To:

Cc:

Bee:

Subject:
Body: =)

Email Notification Screen Field Descriptions

The following table describes the fields and buttons on the Email Notification screen.

Field Description
Name

Mode

® Offline = Trigger the notification when the resource goes offline.
® Active = Trigger the notification when the resource comes up.
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Email
Template

Email
Connection

Reply-To

To

CcC

BCC

Subject

Body

Submit
button

Update
button

Delete
button

Optional. Name of an Email template defined via the Email Template definition screen. An Email template allows you to specify
standard recipients and text for outgoing emails. Enter the name of an existing Email template, or click the magnifying glass either
to browse for an existing Email template or create a new Email template.

Every Email template specifies an Email connection. If you do not specify an Email template in this field, you must specify an
Email connection in the Email Connection field.

If you specify both an Email template (in this field) and an Email Connection, the Email server specified in the Email Connection
field overrides the Email server specified in this field.

Required, if an Email template is not specified in the Email Template field, above. Name of an Email connection defined via the
Email Connection definition screen. An email connection specifies information about an email server. Enter the name of an
existing Email connection, or click the magnifying glass to browse for an existing Email connection or create a new Email
connection.

If you specify both an Email Template and an Email connection (in this field), the Email connection specified in this field overrides
the Email connection specified in the Email Template.

Required. Specifies the email address of the sender. Use commas to separate multiple recipients. Variables and functions
supported.

Required. Specifies the email address of the recipient. Use commas to separate multiple recipients. Variables and functions
supported.

Optional. Specifies the email address of the party being sent a copy of the email, if any. Use commas to separate multiple
recipients. Variables and functions supported.

Optional. Specifies the email address of the party being sent a blind (hidden) copy of the email, if any. Use commas to separate
multiple recipients. Variables and functions supported.

Optional. Specifies the subject line of the email. Variables and functions supported.

Optional. Contains the text of the email message. Variables and functions supported. If both the email template and the email task
contain text in the body, the text is appended.

Submits the new record to the database.

Saves updates to the record.

Deletes the current record.

SNMP Notifications

Shown below is the SNMP Notification screen that displays for Agents (and Connectors).
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[€B SNMP Notification = Required field
| Mode: ™ Offine ™ Active

ISNMP Manager: |
| Notification Severity: | Normal L||

SNMP Notification Screen Field Descriptions

The following table describes the fields and buttons on the SNMP Notification screen.

Field Name Description

Mode

® Offline = Trigger the notification when the resource goes offline.

® Active = Trigger the notification when the resource comes up.

SNMP Manager
The SNMP Manager that will receive the SNMP notification.

Notification Severity
Optional. Informational only. Indicates the severity of this notification.
Options:

* Normal

® Warning

® Minor

® Major Critical

Submit button
Submits the new record to the database.

Update button
Saves updates to the record.

Delete button
Deletes the current record.
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Linux Unix Agent

® Overview
® Linux/Unix Agent Definition
® Linux/Unix Agent Definition Field Descriptions

Overview

The Linux/Unix Agent resource provides information about Opswise Universal Agent for UNIX running on a Linux/Unix platform. To run a
Linux/Unix task, you need a UNIX Agent installed and running on the target machine.

Linux/Unix Agent Definition

The Linux/Unix Agent definition provides the information necessary for the scheduler to locate and communicate with the machine where the
Agent resides. Opswise Controller creates this record automatically when the Agent connects with the Controller.

To view a Linux/Unix Agent definition:

Step 1 From the navigation pane, select Automation Center Resources > Linux/Unix Agents. The Linux/Unix Agents list screen displays a
list of connected Linux/Unix Agents.

r.  Note
You also can select Automation Center Resources > All Agents from the navigation pane to display a list of all

Agents: Linux/Unix, Windows, z/OS, and Indesca.

Step 2 = Select a Linux/Unix agent from the list. The Linux/Unix Agent definition screen displays.
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Step 3 Most fields are display-only; however, you can make the following changes:

GO WNBE

. Add a Member of Business Services.

. Assign Credentials.

. Change the heartbeat interval. The heartbeat is a status message sent from the Agent to the Controller.
. Change the Log Level (default is Informational).

. Select whether or not to apply a Task Execution Limit (and Limit Amount) on the Agent.

You also can choose to:

® Temporarily suspend the agent's ability to run tasks.
® Reset the Current Task Count.

See the field descriptions, below, for details about all fields on this Agent definition screen.

Linux/Unix Agent Definition Field Descriptions

Field Name

Agent Name

Credentials

Agent ID

Version

Member of
Business Service

Build ID

Host Name

Build Date

IP Address

Operating System

PID

Operating System

Release
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The following table describes the fields, buttons, and tabs on the Linux/Unix Agent definition screen.

Description
Required. Defined by the user when installing the Agent. This is the name used within the Controller to identify this

resource.

Credentials under which this Agent runs tasks. These credentials are overridden by any credentials provided in the task
definition for any tasks being run by this Agent.

Unique ID for this Agent, created during installation.

System-supplied. Version number of the Agent program.

Optional. User-defined at installation. Allows you to specify one or more Business Services that this resource definition
belongs to.

System-supplied, provided by the Agent. The build ID of the Agent. Internal use only.

Specified by the user during installation. The IP address or domain/name of the host machine where the resource resides.

System-supplied, provided by the Agent. The date the Agent program was last built.

Provided by the user during installation. The TCP/IP address of the machine where the Agent is running.

System-supplied. The operating system on which the Agent is running.

System-supplied, provided by the Agent. Process ID of the Agent.

System-supplied. Release information for the operating system on which the Agent is running.
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Status

CPU

Last Heartbeat

CPU Load

Heartbeat Interval

Started Date

Log Level

Jobs Run

Task Execution

Limit

Limit Amount

Current Task

Count

Suspended

Messaging

Service

OMS Server

| ops520-user

System-supplied. The status of the Agent.

System-supplied. Information about the CPU on the Agent machine.

System-supplied. The date and time the most recent heartbeat was received from the resource.

System-supplied. The current CPU load on the Agent machine, expressed as a percentage. For example, 1 means 1%
currently utilized.

User-modifiable. The heartbeat interval in seconds. The heartbeat is a status message sent from the Agent to the
Controller.

If you change the heartbeat interval, it only affects new Agents that are registered after the change. It does not affect the
heartbeat interval of existing Agents.

System-supplied. The date/timestamp when the Agent was last started.

User-modifiable. The level of logging that the Agent should perform.
Options:

Severe Error
Errors
Warning
Informational
Debug

Trace

Total number of jobs that have been run through the Controller to this Agent.

Specification for whether a limited or unlimited number of task instances can be run concurrently on the Agent. (Default
is unlimited.)

For purposes of imposing this task execution limit, running task instances are those in any of these statuses: Cancel
Pending, Queued, Received, Running, Submitted, and Started.

If Task Execution Limit = Limited; number of tasks that can be running at the same time by the Agent.

Current number of tasks currently being run by this Agent.
(See Resetting the Current Task Count for information on resetting the current task count.)
Indication that the Agent's ability to run tasks has been suspended.
Type of messaging service being used between this Agent and the Controller. Options:
* OMS

* HuB

If Messaging Service = OMS; host name of the OMS Server.
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Update button
Saves updates to the record.

Suspend Agent
button Suspend the Agent's ability to run tasks.

Resume Agent
button Resume the suspended Agent's ability to run tasks.

Delete button
Deletes the current record.

Agents in Cluster
tab Provides a list of any agent clusters that this Agent belongs to.

Notifications tab  Displays a list of notifications that have been defined for this Agent.

Task Instances
tab System-supplied. Displays a list of all task instances that have run or are ready to run on this Agent since it last started.
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Windows Agent

® Overview
® Windows Agent Definition
® Windows Agent Definition Field Descriptions

Overview

The Windows Agent resource provides information about Opswise Universal Agent for Windows running on a Windows platform. To run a
Windows task, you need a Windows Agent installed and running on the target machine.

Windows Agent Definition

The Windows Agent definition provides the information necessary for the scheduler to locate and communicate with the machine where the Agent
resides. Opswise Controller creates this record automatically when the Agent connects with the Controller.

To view a Windows Agent definition:

Step 1 From the navigation pane, select Automation Center Resources > Windows Agents. The Windows Agents list screen displays a list
of connected Windows Agents.

r.  Note
You also can select Automation Center Resources > All Agents from the navigation pane to display a list of all

Agents: Linux/Unix, Windows, z/OS, and Indesca.

Step 2 Select a Windows Agent from the list. The Windows Agent definition screen displays.
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Step 3 Most fields are display-only; however, you can make the following changes:

GO WNBE

. Add a Member of Business Services.

. Assign Credentials.

. Change the heartbeat interval. The heartbeat is a status message sent from the Agent to the Controller.
. Change the Log Level (default is Informational).

. Select whether or not to apply a Task Execution Limit (and Limit Amount) on the Agent.

You also can choose to:

® Temporarily suspend the agent's ability to run tasks.
® Reset the Current Task Count.

See the field descriptions, below, for details about all fields on this Agent definition screen.

Windows Agent Definition Field Descriptions

The following table describes the fields, buttons, and tabs on the Windows Agent definition screen.

Field Name

Agent Name

Credentials

Agent ID

Version

Member of
Business Services

Build ID

Host Name

Build Date

IP Address

Operating System

PID

Operating System
Release
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Description
Required. Defined by the user when installing the Agent. This is the name used within the Controller to identify this

resource.

Credentials under which this Agent runs tasks. These credentials are overridden by any credentials provided in the task
definition for any tasks being run by this Agent.

Unique ID for this Agent, created during installation.

System-supplied. Version number of the Agent program.

Optional. User-defined at installation. Allows you to specify one or more Business Services that this resource definition
belongs to.

System-supplied, provided by the Agent. The build ID of the Agent. Internal use only.

Specified by the user during installation. The IP address or domain/name of the host machine where the resource
resides.

System-supplied, provided by the Agent. The date the Agent program was last built.

Provided by the user during installation. The TCP/IP address of the machine where the Agent is running.

System-supplied. The operating system on which the Agent is running.

System-supplied, provided by the Agent. Process ID of the Agent.

System-supplied. Release information for the operating system on which the Agent is running.
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Status

CPU

Last Heartbeat

CPU Load

Heartbeat Interval

Started Date

Log Level

Jobs Run

Task Execution

Limit

Limit Amount

Current Task
Count

Suspended

Messaging Service

72 | o0ps520-user

System-supplied. The status of the Agent.

System-supplied. Information about the CPU on the Agent machine.

System-supplied. The date and time the most recent heartbeat was received from the resource.

System-supplied. The current CPU load on the Agent machine, expressed as a percentage. For example, 1 means 1%
currently utilized.

User-modifiable. The heartbeat interval in seconds. The heartbeat is a status message sent from the Agent to the
Controller.

If you change the heartbeat interval, it only affects new Agents that are registered after the change. It does not affect the
heartbeat interval of existing Agents.

System-supplied. The date/timestamp when the Agent was last started.

User-modifiable. The level of logging that the Agent should perform.
Options:

Severe Error
Errors
Warning
Informational
Debug
Trace

Total number of jobs that have been run through the Controller to this Agent.

Specification for whether a limited or unlimited number of task instances can be run concurrently on the Agent. (Default
is unlimited.)

For purposes of imposing this task execution limit, running task instances are those in any of these statuses: Cancel
Pending, Queued, Received, Running, Submitted, and Started.

If Task Execution Limit = Limited; number of tasks that can be running at the same time by the Agent.

Current number of tasks currently being run by this Agent.

(See Resetting the Current Task Count for information on resetting the current task count.)

Indication that the Agent's ability to run tasks has been suspended.

Type of messaging service being used between this Agent and the Controller.
Options:

* OMS
* HUB
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OMS Server

Update button

Suspend Agent
button

Resume Agent
button

Delete button

Agents in Cluster
tab

Notifications tab

Task Instances
tab

| ops520-user

If Messaging Service = OMS; host name of the OMS Server.

Saves updates to the record.

Suspend the Agent's ability to run tasks.

Resume the suspended Agent's ability to run tasks.

Deletes the current record.

Provides a list of any agent clusters that this Agent belongs to.

Displays a list of notifications that have been defined for this Agent.

System-supplied. Displays a list of all task instances that have run or are ready to run on this Agent since it last started.
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zOS Agent

® Overview
® 7/OS Agent Definition

® z/OS Agent Definition Field Descriptions

Overview

The z/OS Agent resource provides information about an Opswise Universal Agent for z/OS running on a z/OS platform. To run a z/OS task, you
need a z/OS Agent installed and running on the target machine.

z/OS Agent Definition

The z/OS Agent definition provides the information necessary for the scheduler to locate and communicate with the machine where the Agent

resides. Opswise Controller creates this record automatically when the Agent connects with the Controller.

To view a z/OS Agent definition:

Step 1 From the navigation pane, select Automation Center Resources > z/OS Agents. The z/OS Agents list screen displays a list of

connected z/OS Agents.

‘» Note

You also can select Automation Center Resources > All Agents from the navigation pane to display a list of all
Agents: Linux/Unix, Windows, z/OS, and Indesca.

Step 2 Select a z/OS agent from the list. The z/OS Agent definition screen displays.

| Agent Name:
Agent |d:

Member of Business Senvices:
Host Mame:

IP Address:

PIC:

Status:

Last Heartbeat:

Heartbeat Interval:

Log Level:
| Task Execution Limit:

Current Task Count:

z/0S Agent |_| Connector Notifications || z/OS Task Instances |

€l 2/0S Agent = Required field

IGAZOS‘I 11-AGNTOO021 Credentials:

[sGNTOO21

£y
a

[@azos111

192.168.5050
]
Active |

|2EI‘I 3-04-18 15:13:16 -0400

120
Informaticnal ;I
[ Limited =l

—

Version:

Build Id:

Build Date:

Operating System:
Operating System Release:
CPU:

CPU Load:

Started Date:

Jobs Run:

| Limit Amount:

Suspended:

5.1.0.14

[129

[20130328110806

[zos

[p11100

[200s

—

|2EI‘I 3-04-17 14:52:20 -0400
26

-

Step 3 Most fields are display-only; however, you can make the following changes:

GO~ WNBRE

You also can choose to:

® Temporarily suspend the agent's ability to run tasks.

® Reset the Current
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. Add a Member of Business Services.
. Assign Credentials.

. Change the heartbeat interval. The heartbeat is a status message sent from the Agent to the Controller.
. Change the Log Level (default is Informational).

. Select whether or not to apply a Task Execution Limit (and Limit Amount) on the Agent.

Task Count.
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See the field descriptions, below, for details about all fields on this Agent definition screen.

z/OS Agent Definition Field Descriptions

The following table describes the fields, buttons, and tabs on the z/OS Agent definition screen.

Field Name Description

Agent Name
Required. Defined by the user when installing the Agent. This is the name used within the Controller to identify this
resource.

Credentials
Credentials under which this Agent runs tasks. These credentials are overridden by any credentials provided in the task
definition for any tasks being run by this Agent.
Agent ID
Unique ID for this Agent, created during installation.
Version
System-supplied. Version number of the Agent program.
Member of
Business Service Optional. User-defined at installation. Allows you to specify one or more Business Services that this resource definition
belongs to.
Build ID
System-supplied, provided by the Agent. The build ID of the Agent. Internal use only.
Host Name
Specified by the user during installation. The IP address or domain/name of the host machine where the resource resides.
Build Date
System-supplied, provided by the Agent. The date the Agent program was last built.
IP Address

Provided by the user during installation. The TCP/IP address of the machine where the Agent is running.

Operating System
System-supplied. The operating system on which the Agent is running.

PID
System-supplied, provided by the Agent. Process ID of the Agent.

Operating System
Release System-supplied. Release information for the operating system on which the Agent is running.

Status
System-supplied. The status of the Agent.

CPU
System-supplied. Information about the CPU on the Agent machine.

Last Heartbeat
System-supplied. The date and time the most recent heartbeat was received from the resource.
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CPU Load

Heartbeat Interval

Started Date

Log Level

Jobs Run

Task Execution

Limit

Limit Amount

Current Task
Count

Suspended

Update button

Suspend Agent
button

Resume Agent
button

Delete button

Agents in Cluster

tab
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System-supplied. The current CPU load on the Agent machine, expressed as a percentage. For example, 1 means 1%
currently utilized.

User-modifiable. The heartbeat interval in seconds. The heartbeat is a status message sent from the Agent to the
Controller.

If you change the heartbeat interval, it only affects new Agents that are registered after the change. It does not affect the
heartbeat interval of existing Agents.

System-supplied. The date/timestamp when the Agent was last started.
User-modifiable. The level of logging that the Agent should perform.

Options:

® Severe Error
® Errors

® Warning

® |Informational
® Debug

® Trace

Total number of jobs that have been run through the Controller to this Agent.

Specification for whether a limited or unlimited number of task instances can be run concurrently on the Agent. (Default
is unlimited.)

For purposes of imposing this task execution limit, running task instances are those in any of these statuses: Cancel
Pending, Queued, Received, Running, Submitted, and Started.

If Task Execution Limit = Limited; number of tasks that can be running at the same time by the Agent.

Current number of tasks currently being run by this Agent.

(See Resetting the Current Task Count for information on resetting the current task count.)
Indication that the Agent's ability to run tasks has been suspended.

Saves updates to the record.

Suspend the Agent's ability to run tasks.

Resume the suspended Agent's ability to run tasks.

Deletes the current record.

Provides a list of any agent clusters that this Agent belongs to.
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Connector Displays a list of notifications that have been defined for this Agent.
Notifications tab

Task Instances
tab System-supplied. Displays a list of all task instances that have run or are ready to run on this Agent since it last started.
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Indesca Agent

® Overview
® Indesca Agent Definition
® |ndesca Agent Definition Field Descriptions

Overview

The Indesca Agent resource provides information about an Indesca Opswise Universal Agent. To run an Indesca task, you need an Indesca
Agent installed and running on the target machine.

Indesca Agent Definition

The Indesca Agent definition provides the information necessary for the scheduler to locate and communicate with the machine where the Agent
resides. Opswise Controller creates this record automatically when the Agent connects with the Controller.

To view an Indesca Agent definition:

Step 1 From the navigation pane, select Automation Center Resources > Indesca/Infitran Agents. The Indesca Agents list screen
displays a list of connected Indesca Agents.

r.  Note
You also can select Automation Center Resources > All Agents from the navigation pane to display a list of all

Agents: Linux/Unix, Windows, z/OS, and Indesca.

Step 2 Select a Indesca Agent from the list. The Indesca Agent definition screen displays.

Step 3 Most fields are display-only; however, you can make the following changes:

1. Add a Member of Business Services.

2. Assign Credentials.
3. Change the heartbeat interval. The heartbeat is a status message sent from the Agent to the Controller.

See the field descriptions, below, for details about all fields on this Agent definition screen.

Indesca Agent Definition Field Descriptions

The following table describes the fields, buttons, and tabs on the Indesca Agent definition screen.

Field Name Description
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Agent Name

Member of Business

Services

Agent ID

Version

Host Name

Build ID

IP Address

Build Date

PID

Operating System

Started Date

Operating System

Release

Status-Agent

Heartbeat Interval

Credentials

Last Heartbeat

Update button
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Required. Defined by the user when installing the Agent. This is the name used within the Controller to identify this
resource.

Optional. User-defined at installation. Allows you to specify one or more Business Services that this resource definition
belongs to.

Unique ID for this Agent, created during installation.

System-supplied. Version number of the Agent program.

Specified by the user during installation. The IP address or domain/name of the host machine where the resource
resides.

System-supplied, provided by the Agent. The build ID of the Agent. Internal use only.

Provided by the user during installation. The TCP/IP address of the machine where the Agent is running.

System-supplied, provided by the Agent. The date the Agent program was last built.

System-supplied, provided by the Agent. Process ID of the Agent.

System-supplied. The operating system on which the Agent is running.

System-supplied. The date/timestamp when the Agent was last started.

System-supplied. Release information for the operating system on which the Agent is running.

System-supplied. The status of the Agent.

User-modifiable. The heartbeat interval in seconds. The heartbeat is a status message sent from the Agent to the
Controller.

If you change the heartbeat interval, it only affects new Agents that are registered after the change. It does not affect the
heartbeat interval of existing Agents.

Credentials under which this Agent runs tasks. These credentials are overridden by any credentials provided in the task
definition for any tasks being run by this Agent.

System-supplied. The date and time the most recent heartbeat was received from the resource.

Saves updates to the record.
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Delete button

Agent Cluster

Relations tab

Task Instances tab

Connector
Notifications tab
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Deletes the current record.

Provides a list of any agent clusters that this Agent belongs to.

System-supplied. Displays a list of all task instances that have run or are ready to run on this Agent since it last started.

Displays a list of notifications that have been defined for this Agent.
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Agent Clusters

Overview

Creating a New Agent Cluster

Agent Cluster Field Descriptions

Assigning Agents to the Cluster

Suspending Agent Clusters and Agent Cluster Memberships

Overview

For Windows and Linux/Unix Agents, Opswise Controller allows you to create clusters (groups) of Agents.

If you specify an agent cluster in a task, the Controller selects an Agent from the cluster based on the selection method that you specified when
you created the cluster. If you specify both an Agent and an agent cluster in a task, the Controller first attempts to run the task on the Agent; if the
Agent is unavailable, the Controller selects an Agent from the agent cluster.

', Note
The instructions and screens, below, for creating Windows agent clusters and Linux/Unix agent clusters, and assigning Agents
to those clusters, are the same.

Creating a New Agent Cluster

Step 1 From the navigation pane, select (for example) Automation Center Resources > Linux/Unix Agent Clusters. The Linux/Unix
Clusters List screen displays.

Step 2 Click New. The Agent Cluster definition screen displays.

Step 3 Using the field descriptions provided below as a guide, complete the fields as needed.
Step 4 Access the Action menu and select Save to save the record and remain on the definition screen.
Step 5 To add Agents to this cluster, see Assigning Agents to the Cluster.

Step 6 If appropriate, repeat these steps for any additional agent clusters that you want to add.

Agent Cluster Field Descriptions

The following table describes the fields, buttons, and tabs on the Agent Cluster screens.
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Field Name

Cluster
Name

Version

Distribution.

Last Agent
Used

Task
Execution
Limit

Limit Amount

Current Task
Count

Suspended

Submit
button

Update
button

Suspend
Cluster
button

Resume
Cluster
button
Delete
button

Agents in
Cluster tab

<Task
Type> tabs

Versions tab
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Description

Required. Name used within the Controller to identify this agent cluster. Up to 40 alphanumerics. It is the responsibility of the
user to develop a workable naming scheme for agent clusters.

System-supplied. The version number of the current record, which is incremented by the Controller every time a user updates a
record. Click the Versions tab to view previous versions. For details, see Record Versioning.

The method used to select an Agent.
Options:

® Any - Select any Agent in the cluster.
® Round Robin - Select the next Agent in a round robin series.
® Lowest CPU Utilization - Selects the Agent whose CPU utilization is currently the lowest.

System-supplied. Displays the Agent selected the last time a task was sent to this agent cluster.

Specification for whether a Limited or Unlimited number of task instances can be run concurrently by the Agents in this agent
cluster. (Default is Unlimited.)

For purposes of imposing this task execution limit, running task instances are those in any of these statuses: Cancel Pending,
Queued, Received, Running, Submitted, and Started.

If Task Execution Limit = Limited; number of tasks that can be running at the same time by the Agents in this agent cluster.

Current number of tasks currently being run by the Agents in this agent cluster.

(See Resetting the Current Task Count for information on resetting the current task count.)

Indication that the ability for this cluster of Agents to run tasks has been suspended.

Submits the new record to the database.

Saves updates to the record.

Suspend the ability for this cluster of Agents to run tasks.

Resume the ability for this suspended cluster of Agents to run tasks.

Deletes the current record.

List of Agents assigned to this cluster.

Each tab - one for each task type that can specify an agent cluster - provides a list of tasks currently being dispatched to this
agent cluster.

Stores copies of all previous versions of the current record. See Record Versioning.
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Assigning Agents to the Cluster

Step 1  On the Linux/Unix Clusters List screen (for example), click the Cluster Name of the cluster to which you want to assign one or more
existing Agents.

Step 2 Click on the Agents in Cluster tab to display a list of Agents currently assigned to the cluster.

Linux/Unix Agent Cluster || Agents In Cluster |_| Linuzx/Unix Tasks || File Monitors || File Transfer Tasks || FTP File Monitors | | Systam Monitors 4 b
Has Agents m = I 1 todofd
ﬂ_ pomberstip Suspendes

= senerhost - AGNT0001 fal @
|_ — semnverhost - AGNT0002 false @

[T = senerhost-AGNT0003 false @

[T = sererhost - AGNTO004 false “©

— |Adiansan selected rows... ;|| I 1 todofd
Step 3  Click the Edit button. The Edit Members screen displays:

[ Edit Members Save

| Add Filter || Run Filter |

| -- choose field -- ;IJ' -- oper - ;Ill- value
Collection Has Agents List

Search I Opswise - Default Linux/Unix Cluster

--Mone-- N i 00
serverhost - AGNTOO3
serverhost - AGNTOO4

Add
9
Remaove
- -

Agent Mame serverhost - AGNTOD01

Host Name serverhost

Agentld AGNTOO01

Version 1.7.0

Last Heartbeat 2013-04-16 14:18:07 -0700

Current Task Count 0

Suspended false

Status Active

Use "Add Filter” and "Run Filter” to isolate the records to pick from

Step 4 The Agents listed under Collection are existing Agents of the current type that do not already belong to this cluster. The Agents listed
under Has Agents List are Agents that belong to this cluster.

Step 5 To filter the Agents listed under Collection:

1. Select filter conditions in the --choose field--, --oper--, and --value-- fields. (See Create a Filter for information about how to
construct a filter.)

2. If you want to add more filter conditions, click Add Filter.

3. When you have defined the filter you want, click Run Filter. The Collection list now displays only those Agents that match the
filter.

4. To remove filter conditions, click the X (Delete) icon that displays to the right of each set of filter conditions, and then click
Run Filter.
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Step 6 To add to or remove Agents from the Has Agents List:

® To add an Agent to the list, double-click on the Agent name in the Collection list.
® To remove an Agent from the list, double-click on the name in the Has Agents List.

Step 7 As you click on an Agent, details about the Agent displays at the bottom of the screen.
Step 8 When you are finished, click Save.

Suspending Agent Clusters and Agent Cluster Memberships

You can temporarily suspend the ability for an agent cluster to run tasks, and you can temporarily suspend the agent cluster membership of any

Agent in an agent cluster.
For information on how to implement these suspensions, see Suspending Agents, Agent Clusters, and Agent Cluster Memberships.
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Opswise Message Service (OMS)

Introduction

Creating OMS Server Records

OMS Server Field Descriptions

Starting and Stopping OMS

Sending Notifications on Status of an OMS Server
® Email Notifications
® SNMP Notifications

Introduction

Opswise Message Service (OMS) is the network communication provider between Opswise Controller 5.2.0 and Opswise Universal Agent 5.2.0.

(In order for Opswise Controller 5.2.0 to run work on 5.1.0 Agents, the 5.1.0 Message Hub and Transporter must be used as the network
communication provider (see Connectors).

Creating OMS Server Records

You must create a record for each OMS Server and OMS HA cluster (two or more OMS Servers in an HA (High Availability) environment) that will
be used as the network communications provider between the Controller and Agents.

.a Do not create individual records for each member (OMS Server) of an OMS HA cluster. You must define an OMS HA cluster as
a single record, with the OMS Server Address containing a comma-separated list of each OMS Server in the cluster.

Step 1 From the navigation pane, select Automation Center Resources > OMS Servers. The OMS Servers List screen displays.

Step 2 Click New. The OMS Server definition screen displays.

Step 3 Using the field descriptions provided below as a guide, complete the fields as needed.

Step 4 Click the Submit button to save the record and return to the OMS Servers list screen, or access the Action menu and select Save to
save the record and remain on the definition screen.

Step 5 If appropriate, repeat these steps for any additional OMS servers or OMS HA clusters that you want to define.

OMS Server Field Descriptions
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Field Name Description

OMS Server Address IP address or host name of an OMS Server, or a comma-separated list of OMS Servers configured as an OMS
Server cluster.

Authenticate OMS If enabled, the Controller authenticates the OMS server digital certificate.

Server

Network Timeout Specifies the network socket time-out value used for TCP/IP receive and connect operations.

(seconds)

Status Current status of the OMS server: Connected or Disconnected.

Last Connected Server OMS Server, in a High Availability environment of multiple cluster nodes, that is connected to the Controller or was
Address last connected to the Controller.

Agents tab Displays a list of Agents for which this OMS Server is the network communication provider between the Controller.

Notifications tab Displays a list of notifications that have been defined for this OMS Server.

Starting and Stopping OMS

For instructions on starting and stopping OMS Servers, see Starting and Stopping Agent Components.

Sending Notifications on Status of an OMS Server

You can configure OMS Servers to send a notification via email or SNMP if that OMS Server status changes from Connected to Disconnected or
Disconnected to Connected.

Step 1 From the navigation pane, select Automation Center Resources > OMS Servers. The OMS Servers List screen displays.
Step 2 Click an OMS Server Address to display the definition screen for that OMS Server.

Step 3 Click the Notifications tab to display a list of all notifications configured for the OMS Server.

Step 4 Click New. The Notification Wizard screen displays.

Step 5 Select the type of notification you want to configure: Email Notification or SNMP Notification.

Step 6 Complete the fields as needed (see the field descriptions, below).

1. Note
OMS built-in variables are available to pass data about the OMS server into the notification. (User-defined variables,
including Global variables, are not available for use in OMS Server email notifications).

Step 7 Click the Submit button to save the record.

Step 8 If appropriate, repeat these steps for any additional notifications you want to add.

Email Notifications

Shown below is the Email Notification screen that displays for OMS Servers.
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Reply-To:
Ta:

Cc:

Bee:
Subject:
Body:

[€R Email Notification = Required field
| Status Options: ™ Disconnected I~ Connected

Email Template: Q

Email Connection: Q

ElE

Email Notification Screen Field Descriptions

The following table describes the fields and buttons on the Email Notification screen.

Field
Name

Status
Options

Email
Template

Email
Connection

Reply-To

To

Description

Options:

® Disconnected = Trigger the notification when the OMS Server is disconnected.
® Connected = Trigger the notification when the OMS Server is connected.

Optional. Name of an Email template defined via the Email Template definition screen. An Email template allows you to specify
standard recipients and text for outgoing emails. Enter the name of an existing Email template, or click the magnifying glass either
to browse for an existing Email template or create a new Email template.

Every Email template specifies an Email connection. If you do not specify an Email template in this field, you must specify an
Email connection in the Email Connection field.

If you specify both an Email template (in this field) and an Email Connection, the Email server specified in the Email Connection
field overrides the Email server specified in this field.

Required, if an Email template is not specified in the Email Template field, above. Name of an Email connection defined via the
Email Connection definition screen. An email connection specifies information about an email server. Enter the name of an
existing Email connection, or click the magnifying glass to browse for an existing Email connection or create a new Email
connection.

If you specify both an Email Template and an Email connection (in this field), the Email connection specified in this field overrides
the Email connection specified in the Email Template.

Required. Specifies the email address of the sender. Use commas to separate multiple recipients. Variables and functions
supported.

Required. Specifies the email address of the recipient. Use commas to separate multiple recipients. Variables and functions
supported.
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CcC
Optional. Specifies the email address of the party being sent a copy of the email, if any. Use commas to separate multiple
recipients. Variables and functions supported.

BCC
Optional. Specifies the email address of the party being sent a blind (hidden) copy of the email, if any. Use commas to separate
multiple recipients. Variables and functions supported.

Subject
Optional. Specifies the subject line of the email. Variables and functions supported.

Body
Optional. Contains the text of the email message. Variables and functions supported. If both the email template and the email task
contain text in the body, the text is appended.

Submit

button Submits the new record to the database.

Update

button Saves updates to the record.

Delete

button Deletes the current record.

SNMP Notifications

Shown below is the SNMP Notification screen that displays for OMS Servers.

[€R SNMP Notification = Required field
| Status Options: " Disconnected I Connected

| SNMP Manager: I Q,

| Matification Severity: [ Hormal =

| Submit |

SNMP Notification Screen Field Descriptions

The following table describes the fields and buttons on the SNMP Noatification screen.

Field Name Description
Status Options Options:
® Disconnected = Trigger the notification when the OMS Server is disconnected.

® Connected = Trigger the notification when the OMS Server is connected.

SNMP Manager
The SNMP Manager that will receive the SNMP notification.

Notification Severity
Optional. Informational only. Indicates the severity of this notification.
Options:

Normal

Warning

Minor
Major Critical
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Submit button
Submits the new record to the database.

Update button
Saves updates to the record.

Delete button
Deletes the current record.
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Connectors

® [ntroduction

® Displaying Connector Information

® Starting and Stopping Connectors

® Sending Notifications on Status of a Connector
® Email Notifications
® SNMP Notifications

Introduction

Connectors refer to the Message Hub and Transporter components of the Opswise Automation Center 5.1.0 Outboard. In order for a Controller to
run work on 5.1.0 Agents, the 5.1.0 Message Hub and Transporter must be used as the Connector (network communication provider).

Connectors must be up and running in order for you to run tasks on an Agent.

Displaying Connector Information

When you start a Connector for the first time, the Controller automatically creates a database record for that Connector. You can view these
records for details and status information.

1. Note
You also can view status information about Connectors from the Command Line Interface (CLI).

From the navigation pane, select Automation Center Resources > Connectors. The Connectors List screen displays.

& O Connectors *

Connectors Go to CannecxnrNsmE;ll 2 | 1 to20f2

|| Comnectorhame [ HostName [ Type [* Queue| ¢ Version| ¢ LastHeartbeat __[* Status
M=ghub - severhost - HUB0 serverhost Msghub HUBO1  5.1.0 2013-04-18 131757

rE -0700 &)
Transport - serverhost- TPO1 =serverhost Transport TPO1 51.0 2013-04-18 131724 —

LI -0700 9

[T to20r2

Normally, you would only consult this display if you are experiencing connection problems with your Agent.

Connectors List Screen Field Descriptions

The following table below describes the fields on the Connectors List screen.

Field Name Description

Connector
Name System-supplied name for this connector.
Host Name
Specified by the user during installation. The IP address or domain/name of the host machine where the resource resides.
Type
Either msghub or transport.
Queue

System-supplied. Internal use only.
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Version
System-supplied. Version number of the Agent program.

Last
Heartbeat System-supplied. The date and time the most recent heartbeat was received from the resource.

Status
System-supplied. The status of the resource. The green button with the check mark means the resource is active. A red circle

with an X means the resource is not active.

Starting and Stopping Connectors

For instructions on starting and stopping Connectors, see Starting-Stopping Opswise 5.1.0 Components.

Sending Notifications on Status of a Connector

You can configure Connector resources to send a notification via email or SNMP if that Connector goes down (Offline) or then when it comes
back up (Active).

Step 1 From the navigation pane, select Automation Center Resources > Connectors. The Connectors List screen displays.
Step 2 Click a Connector Name to display the definition screen for that Connector.
Step 3  Click the Notifications tab to display a list of all notifications configured for the Connector.

Step 4 Click New. The Notification Wizard screen displays.

Step 5 Select the type of notification you want to configure: Email Notification or SNMP Notification.

Step 6 Complete the fields as needed (see the field descriptions, below).

1 Note
Connector built-in variables are available to pass data about the Connector into the notification. (User-defined
variables, including Global variables, are not available for use in Connector email notifications).

Step 7 Click the Submit button to save the record.

Step 8 If appropriate, repeat these steps for any additional notifications you want to add.

Email Notifications

Shown below is the Email Notification screen that displays for Connectors (and Agents).
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| Mode:

Reply-To:
Ta:

Ce:

Bec:
Subject:
Body:

[€Rl Email Notification = Required field

Email Template:

Email Connection:

7 Offine I Active

BMH

Email Notification Screen Field Descriptions

The following table describes the fields and buttons on the Email Notification screen.

Field
Name

Mode

Email
Template

Email
Connection

Reply-To

To

Description

® Offline = Trigger the notification when the resource goes offline.
® Active = Trigger the notification when the resource comes up.

Optional. Name of an Email template defined via the Email Template definition screen. An Email template allows you to specify
standard recipients and text for outgoing emails. Enter the name of an existing Email template, or click the magnifying glass either
to browse for an existing Email template or create a new Email template.

Every Email template specifies an Email connection. If you do not specify an Email template in this field, you must specify an
Email connection in the Email Connection field.

If you specify both an Email template (in this field) and an Email Connection, the Email server specified in the Email Connection
field overrides the Email server specified in this field.

Required, if an Email template is not specified in the Email Template field, above. Name of an Email connection defined via the
Email Connection definition screen. An email connection specifies information about an email server. Enter the name of an
existing Email connection, or click the magnifying glass to browse for an existing Email connection or create a new Email
connection.

If you specify both an Email Template and an Email connection (in this field), the Email connection specified in this field overrides
the Email connection specified in the Email Template.

Required. Specifies the email address of the sender. Use commas to separate multiple recipients. Variables and functions
supported.

Required. Specifies the email address of the recipient. Use commas to separate multiple recipients. Variables and functions
supported.
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CcC
Optional. Specifies the email address of the party being sent a copy of the email, if any. Use commas to separate multiple
recipients. Variables and functions supported.

BCC
Optional. Specifies the email address of the party being sent a blind (hidden) copy of the email, if any. Use commas to separate
multiple recipients. Variables and functions supported.

Subject
Optional. Specifies the subject line of the email. Variables and functions supported.

Body
Optional. Contains the text of the email message. Variables and functions supported. If both the email template and the email task
contain text in the body, the text is appended.

Submit

button Submits the new record to the database.

Update

button Saves updates to the record.

Delete

button Deletes the current record.

SNMP Notifications

Shown below is the SNMP Notification screen that displays for Connectors (and Agents).

[€R SNMP Notification = Required field
[ Mode: 7 Offine 7 Active

| SNMP Manager: | a,

| Natification Severity: [ Normal =l

| Submit

SNMP Notification Screen Field Descriptions

The following table describes the fields and buttons on the SNMP Notification screen.

Field Name Description

Mode
® Offline = Trigger the notification when the resource goes offline.
® Active = Trigger the notification when the resource comes up.

SNMP Manager
The SNMP Manager that will receive the SNMP natification.

Notification Severity
Optional. Informational only. Indicates the severity of this notification.
Options:

® Normal

® Warning

® Minor

® Major Critical
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Submit button
Submits the new record to the database.

Update button
Saves updates to the record.

Delete button
Deletes the current record.
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Cluster Nodes

® [ntroduction
® Displaying Information About Cluster Nodes
® Cluster Nodes Definition Field Descriptions
® Starting/Stopping Cluster Nodes
® Sending Notifications on Status of a Cluster Node
® Email Notifications
® SNMP Notifications

Introduction

Cluster Nodes are Opswise Controller instances in an Opswise Automation Center system.

Opswise Automation Center contains more than one cluster node only if it is operating in a High Availability environment.

Displaying Information About Cluster Nodes

When you start a cluster node for the first time, the Controller automatically creates a database record for that cluster node. You can view these
records for details and status information.

Step 1 From the navigation pane, select Automation Center Resources > Cluster Nodes. The Cluster Nodes List screen displays:

O Cluster Modes 4% | 20 per page ;I

Cluster Nodes Go to | Node Id ;||| Ey I 1 to1of1
* Node Id ¢ Mode| ¢ Start Time [ Timestamp | ¢ Uptime | Release| ¢ Build Id

reE server opswisesoftware com:8080-opswise Active  2013-01-24 2013-01-24 16 Minutes 31 5.1.1.4 12-13-2012_0834
= 21:25:18 +0000  21:41:49 +0000  Seconds

— |Action5 on selected rows... ;” I 1 to10of1

Step 2 To display details about a specific cluster node on the list, click the Node ID for that cluster code. The Cluster Node Definition screen
displays.

Only the Hub Hostname and Hub Port fields can be modified. See the field descriptions, below.

Cluster Nodes Definition Field Descriptions

The following table describes the fields on the Cluster Nodes List screen.

Field Name Description

Node ID URL of the cluster node.
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Mode

Host Name

Release

IP Address
Build

Build Date
Start Time
Timestamp
Uptime

Hub Hostname
Hub Port

Hub

Update button

Delete button

Cluster

Notifications tab

Current mode of the cluster node:

® Active: Cluster node processes events and messages and interfaces with the database. It is the active node for

automated operations.\\
® Passive/Available: Cluster node is running and connected to its OMS Server / Message Hub. It performs the

following

tasks:

® Accepts HTTP requests for data. It can access the database, generate reports, monitor and display
data.
® Does not process any events or messages.
® Takes over as Active node if it determines that the Active node is not running.
® Passive/Unavailable: Cluster node is running but is not connected to its OMS Server / Message Hub. It
performs the following tasks:
® Accepts HTTP requests for data. It can access the database, generate reports, monitor and display
data.
® Does not process any events or messages.
® Takes over as Active node if it determines that the Active node is not running and no other node is in
Passive/Available mode.
® Offline: Cluster node is not running.

(See Passive Cluster Node Limitations for further information on Passive cluster node capabilities.)

Specified by the user during installation. The IP address or domain/name of the host machine where the resource

resides.

System-supplied.
System-supplied.
System-supplied.
System-supplied.
System-supplied.
System-supplied.

System-supplied.

Release number for this node. Support purposes only.
IP address of this node.

Build ID for this node. Support purposes only.

Build date for this node. Support purposes only.

Date and time this node was last started.

Date and time of this node's last heartbeat.

Amount of time this node has been running.

Hostname of the Message Hub connected to this Cluster Node.

Port number of the Message Hub connected to the Cluster Node (default is 6776).

System-supplied.

Connector Name of the Message Hub connected to this Cluster Node.

Saves updates to the record.

Deletes the current record.

System-supplied.

Displays a list of cluster notifications that have been defined for this Cluster Node.

Starting/Stopping Cluster Nodes

For instructions on starting and stopping cluster nodes, see Starting and Stopping Opswise Controller.

Sending Notifications on Status of a Cluster Node

You can configure Cluster Nodes to send a notification via email or SNMP when the resource goes Offline or becomes Active.

Step 1 From the navigation pane, select Automation Center Resources > Cluster Nodes. The Cluster Nodes list screen displays.

Step 2 Click a Node ID to display the Cluster Node definition screen for that Cluster Node.

Step 3 Click the Notifications tab to display a list of all notifications configured for that Cluster Node.
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Step 4 Click New. The Notifications Wizard screen displays.
Step 5 Select the type of notification you want to configure: Email Notification or SNMP Notification.

Step 6 Complete the fields as needed (see the field descriptions, below).

. Note
Cluster Node built-in variables are available to pass data about the Cluster Node into the notification. (User-defined
variables, including Global variables, are not available for use in Cluster Node email notifications).

Step 7 = Click the Submit button to save the record.

Step 8 If appropriate, repeat these steps for any additional notifications you want to add.

Email Notifications

Shown below is the Email Notification screen that displays for Cluster Nodes.

[€H Email Notification = Required field

™ Offtine 7 Active

Mode:
I " Passive/fwailable [~ Passive/Unavailable

Email Template:

Email Conneaction:

Reply-To:
Ta:

Ce:

Bec:

Subject:
Body: =

Email Notification Screen Field Descriptions

The following table describes the fields and buttons on the Email Notification screen.

Field Description
Name
Mode Options:
® Offline = Trigger the notification when the cluster node goes offline.
® Active = Trigger the notification when the cluster node comes up.
® Passive/Available = Trigger the natification when the cluster node becomes passive/available.
® Passive/Unavailable = Trigger the notification when the cluster node becomes passive/unavailable.
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Email
Template

Email
Connection

Reply-To

To

CcC

BCC

Subject

Body

Submit
button

Update
button

Delete
button

Optional. Name of an Email template defined via the Email Template definition screen. An Email template allows you to specify
standard recipients and text for outgoing emails. Enter the name of an existing Email template, or click the magnifying glass either
to browse for an existing Email template or create a new Email template.

Every Email template specifies an Email connection. If you do not specify an Email template in this field, you must specify an
Email connection in the Email Connection field.

If you specify both an Email template (in this field) and an Email Connection, the Email server specified in the Email Connection
field overrides the Email server specified in this field.

Required, if an Email template is not specified in the Email Template field, above. Name of an Email connection defined via the
Email Connection definition screen. An email connection specifies information about an email server. Enter the name of an
existing Email connection, or click the magnifying glass to browse for an existing Email connection or create a new Email
connection.

If you specify both an Email Template and an Email connection (in this field), the Email connection specified in this field overrides
the Email connection specified in the Email Template.

Required. Specifies the email address of the sender. Use commas to separate multiple recipients. Variables and functions
supported.

Required. Specifies the email address of the recipient. Use commas to separate multiple recipients. Variables and functions
supported.

Optional. Specifies the email address of the party being sent a copy of the email, if any. Use commas to separate multiple
recipients. Variables and functions supported.

Optional. Specifies the email address of the party being sent a blind (hidden) copy of the email, if any. Use commas to separate
multiple recipients. Variables and functions supported.

Optional. Specifies the subject line of the email. Variables and functions supported.

Optional. Contains the text of the email message. Variables and functions supported. If both the email template and the email task
contain text in the body, the text is appended.

Submits the new record to the database.

Saves updates to the record.

Deletes the current record.

SNMP Notifications

Shown below is the SNMP Notification screen that displays for cluster nodes.
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SNMP Notification Screen Field Descriptions

The following table describes the fields and buttons on the SNMP Notification screen.

Field Name

Mode

Node ID

SNMP Manager

Notification Severity

Submit button

Update button

Delete button

/

ops520-user

Description
Options:

® Offline = Trigger the notification when the cluster node goes offline.
® Active = Trigger the notification when the cluster node comes up.
L]
L]

Passive/Available = Trigger the notification when the cluster node becomes passive/available.
Passive/Unavailable = Trigger the notification when the cluster node becomes passive/unavailable.

URL of the cluster node.
The SNMP Manager that will receive the SNMP natification.
Optional. Informational only. Indicates the severity of this notification.

Options:

* Normal

® Warning

® Minor

® Major Critical

Submits the new record to the database.
Saves updates to the record.

Deletes the current record.
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Virtual Resources

® Overview
® Using a Virtual Resource
® Creating a Virtual Resource
® Field Descriptions
® Assigning Tasks to a Virtual Resource
® Resetting a Renewable Virtual Resource

Overview

A virtual resource allows you to set up a throttling scheme that will manage the number of specific tasks that can run at one time.

Using a Virtual Resource

Outlined below is the basic procedure and processing flow for using a virtual resource:

Step 1 Create a virtual resource.
There are three types of virtual resources:

1. Renewable: Resources that renew; that is, when a task has finished using them, they can be returned and made available to
other tasks sharing the same resources.

2. Boundary: Resources that are like "windows." Only those tasks defined to fit through that window (or Resource Limit) will run.
For example, if you define a Boundary Resource with Resource Limit of 5, and Task A requires a window (amount) of 5, Task
B requires a window (amount) of 5, and Task C requires a window (amount) of 10, both A and B will run. However, C will go
into a Resource Wait state. If the Boundary Resource is updated to a Resource Limit of 10, C will run.

3. Depletable: Resources that do not renew. Once consumed by a task, they are gone.

Step 2 Assign a resource limit to the virtual resource as appropriate for the resource type.
Step 3 Assign tasks to the virtual resource.

Step 4 Specify the number of resource units that each task will consume. For example, a task that requires a small amount of processing
power might consume one unit; a task that requires a high amount of resources might consume three units. The number of units you
specify for each task is relative to the maximum number that you assign to the resource.

Step 5 Save the virtual resource record.

Step 6 When a task with a virtual resource requirement launches, Opswise Controller checks the virtual resource record to see if enough
units are available to run the task, based on what other tasks assigned to that virtual resource are currently running.

® |f enough units are available, the task runs and the number of available units is decremented by the amount specified in the
task. For example, if the resource has a maximum of ten and the task uses two, the remaining amount available on that virtual
resource for use by other tasks is eight.

® |f there are not enough units available, the task is put into Resource Wait status and is listed in the Outstanding Requests tab
in the virtual resource. When the required amount of resource becomes available, the task is launched.

® |f multiple tasks are in Resource Wait status, the virtual resource priority is used to determine which task will be first to acquire
the resource when it becomes available.

Step 7 Tabs on the Virtual Resource record keep track of tasks that are currently "running” on this virtual resource and tasks that are waiting
to "run” on this virtual resource.

Creating a Virtual Resource
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Step 1 From the navigation pane, select Automation Center Resources > Virtual Resources. The Virtual Resources List screen displays:

Step 2 Click New. The Virtual Resource Definition screen displays.

Step 3 Using the field descriptions provided below, fill in the fields.

Step 4 Click the Submit button to save the record and return to the Virtual Resources list screen, or access the Action menu and click Save
to save the record and remain on the definition screen.

Note
This sample Virtual Resource Definition screen shows a Resource Limit of 1. Because each task has a minimum
value of 1, this virtual resource would be limited to running only one task at a time.

Field Descriptions

The following table provides descriptions of the fields on the Virtual Resource Definition screen.

Field Name

Resource
Name

Member of
Business
Services

Resource Type
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Description

Required. Name used within the Controller to identify this resource. Up to 40 alphanumerics. It is the responsibility of the
user to develop a workable naming scheme for resources.

User-defined. Allows you to select one or more Business Services that this record definition belongs to. Click the lock icon to
unlock the field and select Business Services.
Type of resource.
Options:
® Renewable

® Boundary
® Depletable
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Resource Limit
Resource
Description
Resource Used

Version

Submit button

Update button

Delete button

Task Virtual

Resources tab

Currently In

Use By tab

Outstanding
Requests tab

Versions tab

Opswise Controller 5.2.0 User Guide

Maximum number of units available for this resource.

Description of this virtual resource.

If Resource Type = Renewable; system-supplied. Shows how many units are currently in use, as of the time you opened the
record.

System-supplied. The version number of the current record, which is incremented by the Controller every time a user

updates a record. Click the Versions tab to view previous versions. For details, see Record Versioning.

Submits the new record to the database.

Saves updates to the record.

Deletes the current record.

Lists tasks that are assigned to this virtual resource.

Lists the task instances that have acquired this virtual resource and the number of units acquired, at the time you opened this
virtual resource record.

Lists the task instances that are currently waiting to acquire this virtual resource, and the number of units required for each
waiting task instance, at the time you opened this record.

Stores copies of all previous versions of the current record. See Record Versioning.

Assigning Tasks to a Virtual Resource

' Note

You can also assign a task to a virtual resource from the task screen.

Step 1  On the Virtual Resources Definition screen, click the Task Virtual Resources tab.
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Step 2 On the Task Virtual Resources List screen, click the Edit button. The Edit Members screen displays:

[€ Edit Members

-- choose Field -- w | |

Referenced By List
Search V-UX AGTO1

5x5 linux | Create a txt file to kick off the file trigger
5x5 Sleep Creation of *.txt files on Linux

S5x5x5 linux Creation of txt files

S5x5x5 Sleep

5x5x5x5 Linux Add

5x5x5x5 Sleep

Boot J .

Conditional

Delete File \4)

Demao

File Exists Check Rermove

FTP in Linux

JUNIT Cancel Test1210786167235

JUNIT full sleep test12107586133125

Linux Simple

Manual Job

Send File Create/Delete Email
| Simple Test | L >,

Save Cancel

Use “Add Filter" and "Run Filter” to isolate the records to pick from

[ Cancel |]

Step 3 The tasks listed under Collection are existing tasks that are not assigned to this virtual resource. The tasks listed under Referenced By
List are tasks that refer to this virtual resource.

Step 4 To add to or remove tasks from the Referenced By List:

® To add a task to the list, double-click the task in the Collection list.
® To remove a task from the list, double-click the task in the Referenced By List.

. Note
When you click a task, the Controller displays details about the task at the bottom of the screen.

Step 5 To filter the tasks listed under Collection:

1. Select filter conditions in the --choose field--, --oper--, and --value-- fields. (See Create a Filter for information about how to
construct a filter.)

2. If you want to add more filter conditions, click Add Filter.

3. When you have defined the filter you want, click Run Filter. The Collection list now displays only those tasks that match the
filter.

4. To remove filter conditions, click the X (Delete) icon that displays to the right of each set of filter conditions, and then click
Run Filter.

Step 6 When you are finished, click Save.

Note that the default Amount assigned to each task is 1, as shown.

Virtual Resource | Task Virtual Resources “ Currently In Use By | | Outstanding Requests |

Referenced By [ O > Virtual Resource = Solo 1: to20of2 PP

. Click on
0E numherto ——*
[ change default

ad] w2a2ep
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Step 7 To change the amount, click on the 1. The task virtual resource record opens.

[El Task Virtual Resources

Task: |Creati|:|n of bt files |O,. E
Yirtual Resource: |V—U><»‘-\GTEI1 |O\ E|
Amaunt: | 1|

Step 8 Change the Amount field to the new number of units and click Update.

Resetting a Renewable Virtual Resource

You can reset the Resource Used amount of a Renewable virtual resource to accurately reflect the actual number of resources currently in use.
Resetting a Renewable virtual resource requires the ops_admin role.

(For Boundary and Depletable virtual resources, the Resource Used amount is always reset to 0, as it does not apply to these types of virtual

resources.)

Step 1 From the Virtual Resources list screen, select the Virtual Resource that you want to reset.

Step 2 Access the Action menu.

Step 3 Click Reset Virtual Resource to reset the Resource Used amount to the Currently In Use By value.
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Script Library

Overview

Import Procedure

Script Library Field Descriptions
Executing a Script Using a Task

Overview

The Script Library allows you to store scripts and SAP definition files in the Opswise Co